(®) BIGFIX

BigFix® Enterprise Suite
Web Reports

User’'s Guide

Version 8.0

August 10, 2010



BigFix® Web Reports

© 2010 BigFix, Inc. All rights reserved.

BigFix®, Fixlet®, Relevance Engine®, Powered by BigFix™ and related BigFix logos are
trademarks of BigFix, Inc. All other product names, trade names, trademarks, and logos used in
this documentation are the property of their respective owners. BigFix’s use of any other
company’s trademarks, trade names, product names and logos or images of the same does not
necessarily constitute: (1) an endorsement by such company of BigFix and its products, or (2) an
endorsement of the company or its products by BigFix, Inc.

This BigFix product uses the following library which is licensed under the GNU Library General
Public License, version 2.0 (the “Library GPL”): “lib” subdirectory of the RPM library. The RPM
library is copyrighted is by the developers of the RPM library (not specified in the RPM library
itself). BigFix made modifications to the “lib” subdirectory of the RPM library in 2009. The “lib”
subdirectory of the RPM library (including modifications we have made to this library) are
available in source code form, along with a copy of the Library GPL, at
http://support.bigfix.com/resources.html.

(1) No part of this documentation may be reproduced, transmitted, or otherwise distributed in any
form or by any means (electronic or otherwise) without the prior written consent of BigFix, Inc.,
and (2) you may not use this documentation for any purpose except in connection with your
properly licensed use or evaluation of BigFix software and any other use, including for reverse
engineering such software or creating derivative works thereof, is prohibited. If your license to
access and use the software that this documentation accompanies is terminated, you must
immediately return this documentation to BigFix, Inc. and destroy all copies you may have.

All inquiries regarding the foregoing should be addressed to:
BigFix, Inc.

1480 64th Street, Suite 200
Emeryville, California 94608

User's Guide i © 2010 BigFix, Inc.


http://support.bigfix.com/resources.html

BigFix® Web Reports

Contents

Part One 1
BaCKgrOUNd.......ceeveeiiiieeieeeecieeerccieeeccneeeeeneeseesnreesesnneesscnneess |
INEFOTUCTION .ttt ettt ettt et e et e et eseteeessreseseesenseessnsesasseesenseassnsasesnsensseanen 1
AUGIEICE ceeeiiteeiteeeteeeite ettt et eesatese et e s tesesatesesseessssesassesesseessnsesasssesassesssssesssnsasssseensnse 1
VEISION c.neeteeeiirereiteneteeesteeestteeeteeessteseeeesensesasstesssseessssasasssesassssssssesasssesessesssssesssnsesssseassnse 1
REQUITEMENTS ...eiiiiiiiiiiiiccientetese sttt st sb s sae s st s snesse s sasssnes 2
SUPPOIEA BIOWSEIS ...eeiuiiiiiiiiiiiiiniiiiteiienie st sssesestessaesssessssessesssassssessssssssesssesssasns 2

Part Two 3
USING the Program.......ccceeeeeeveeereeneeenenneeesesnneeescsnneessssnneesscsnnees 3
Starting WeD REPOITS.......ceiviiiiiiiiiiitiienitsiteeieee st saessseesnesaesssssssesssessssessnessaeas 3
VIEWING the DATA ..ccuvireiriiriiiiieiititeeicetetceee sttt sttt resae st e s aesssessnesanessneas 5
FIlteriNg the Data....ccc.coviivieiiiiiiiiieierititcctcsitscteste sttt n s sae st s sne s s s sasssnes 6
CreatiNng REPOITS ..cuuiiiiiiiienteteeee sttt sttt t e sae st tesbe s st s s aesssesssnesssesasases 7
VIEWING REPOIS ...cieiiiiiiiiiiiinienitiieeiesteteete sttt s st s tesnessesssnesnesssessssesssesssasas 7
Creating ChartS ...ttt sttt r s sae s nesnesseeas 8
SEttiNg UP EMAL...ueiiieiiieieieitinieieeteeeitesetecesteeeieesstesesatesesseeesssesssssessssesssssesssssasssees 9
SCEAUIING REPOIS..c.eueiiieiiieieieteeeriteeeteeertesetteesteeesatesesseessssesesssesssssessssasssssesssseassnns 11
AddING 8 DAtADASE....ccecveieiieieiieeetteerteeetereriteestererteeestteessseeesasesesssessssesssssesssssesssseasns 12
EditiNg @ DAt@bhaSE.....cceevuiereiiieiieieiiereieeesieiesiteeesteeessesssseesssseessssesssssassssesssssessssssssssees 14
SettiNg YOUI PrefErEnCES ..ccccviievieieeiereiterctteecteeesteeesieessvesesasesssaeessssesesssesssssessssasens 15

Part Three 16
EXPIOre Data......ccccevveeeeevueeeeeceeeeiecreeereseeeeeesneeescsneessssseeesssnnes 10
[T L(S £ ST 17

(©4 0 F= T ST OSSR PR PRRPPR PP 18
CollapSiNng the TaDIE ..c.uuiiieieieteieterceerteee ettt esste e e sareessaeessssesssasasssanesssseasns 20
COlUMNAT REPOM ....uiiieiieieiiereeeeesieiesteresiteessteeestesesstessssesssssesssssessssssssssessssssssssessssasens 22

Eit COIUMNS ..ttt ettt ettt e e ste s se s s e e snessesssnesseseneans 22
Changing COIUMN OFAEN .....uiiecieieiieieieercieeerteeesteeeseeesrseeessesesseessssssssssssssssesssseesns 23
COMPULETS ceeiiiiierieeetieeeeinerteeeeseseeesnnereeeessssesssssnreeesssssssssssssnsassssssssssssssessasssssssssssnnnes 24
(@] ] (=] 1 | OSSOSO 25
ACTIONS...ceeteieeeiteetteeiteeie st e e et et e et s et e et e s sesestesabesssasesnesssessessssesasessessssesssessseessesane 26
OPEIALOIS ..eneeiiiieiiiietee ettt ettt e s sate e s aeeessessateesssssnsesssssssasssssssaesssssnns 26
UNMANAGEA ASSELS...uiiierieieieieiieierttersteeestesssstesssseessssesssssessssssssssssssssessssesssssessssssssssees 27

[ @015 0] 1 ¢ SIS 27

User's Guide ii © 2010 BigFix, Inc.



BigFix® Web Reports

Part Four 28
REPOI LISttt eeseeeeeeeee e 28
RepOort LiSt MaIN PAJE ....cccuiivuiiiiiiiiiiiiiiniintcicnt sttt sacsne s e 29
IMPOIt REPOI ..ottt st seas e sesae s sstesesaaesessees 29

ONly SNOW SEAITEU....ccouiiiiiiiiiiiiniiiitctcentcte ettt ssesssnesane 29

Filter DY LaDel......ooviiiiiiiiiiiiittcttctetcrcse st 29

FIlter DY AULNOT ....coviiiiiiiiiitcecttcttcrct sttt sae e 30

Add, Create and Delete LabelS........couveiriereniiineieeeieeeiteeeieeeseeeeseeessveeesseessseenes 30
DEIBTE .. ettt et e et ee e ee e et e s et e et e st e s ba e e st e s e st e e seeeenreeestanenras 31

IMTAUIN LIST.ceuererenieeeiniereiieneieeesteeetteeeteeesateeeseesensesssnsessseesssesssssassssesssssessssesssssasssees 31
OVEIVIEW REPONM.....uiiiiiiiiiiiiiiiiitiientesteeie sttt setesae s sesssaessaesssesssaesssesssssssnes 31
TOLAI ISSUEBS «..eeeeeiieeeiereiteeeeeeeteeeiteeeteeesatese st esentesssssesessesssnsasasssesssesssnsesssnsessseanen 31

Total Number of COMPULETS.......civiiiiiiiiritieienerteeeese sttt sre s s eesnesnne 32
Computer Vulnerability STatUS ......coceivveeieriiiiiiiieninieniesesteercsesere e 33

ISSUES REMEIALEM ......eereurereiereiiereieeeriereiteeeieeesteeeaeeesteeesssesesseessssesssssesssssessnsens 33
OVETAll STALISHICS .veveurereriiereiererieieriteeeieeeesiteesteeestteeesseesssesessessssesssssessssesssssssssseases 34

Top 10 Critical/Important ISSUES DetecCted..........coccueeuervirreenniiiiiniienieneeceeenennne 34
ComMPULET PrOPEITIES LiST....ccevuereuiriieiieriiiiiieeienitiiteniessiessteeiessesssessesssessssessnesssesas 35
OpPen VUINErabilitieS LiSt......cociieieererniiriiieieniinrteniesiesetestesssessnessaesssessaesssessaeessnes 36
OtNEI REPOMS ..eviiiieiiiiiieiteeiesteeteee sttt st ste st st esbe st s stessaesssesesnessasssasssnes 36

Part Five 38
VAXo [0 011 01551 1 7= 1110 o TSSO UP TP 38
SChEAUIEA ACHVITIES ceeieeieeeieeeteeeectee ettt cesrte e reertee s s e steeesessteesssssssesssssseeesessssesessnnses 38
Creating SCheduled ACHVILIES ...cccveievieieriierrieeerieeertersseeesrteeeseeessseeesssesssssesssseessnne 39

Filter ManNAgEMIENT .....ciiciiereieeeiieieriteesteeesteeesuteessseeessesssseessssesssssesssssessssessssesssseessssees 42
AAIESS BOOK .ottt ceeeettree et eeeesareeeeeeeesssssssssssesesssssssssssssesesssnnnns 42
USEI MANAQEIMENT......euieeiiiietiiiciierrteeeetneeessierreeeessssesssssnrasesessssssssssssesssssssssssssssssssssssss 44
CrEALE USEN ..ieeeiieeetteececitttee et e e e e ecstttee e e s s e s s s s sstaaeseeessssesssstaasesssssssssssssasassessssnnes 45
MANAGE ROIES ...ttt rrte s st eesatesesatessseeesasesssssassssesssssesssseassnsens 45

(O {=T= | (=3 0] [ 46
GloDbal USEr OPLIONS .ccuvieieieiecreieiieieieeeeieeestesesttesssssessssesesasesssssessssessssessssssssssessns 47

Bt USBI ceeiiiieeeeee ettt ettt e e e e eeesaasrteeeeeeesssssssssssseesssssssssssssssssssssssnssnnnns 48
Database SENGS ..cccvieierieieriterrriteertetertererttessrteeestesesseesssaessssasssssesssssessssesssnesssssassane 49

P Lo N A B = = o T= LT RS 51

o [T D= 1 =1 o = o TP 52

| 0] £ TP PP PPPUPPPPPPRRt 52

User's Guide iii © 2010 BigFix, Inc.



BigFix® Web Reports

Part Six 53
RESOUICES. . iiiiiiiiiiieiiiiiiiiiiiiiiiieeieeniseeneesessssssssssssssssssssssssssssssssssses 53
Understanding the Web RepOrt File .......ooiiiiiiiiiiiiiniiiiiiicicciecicniccecniesnens 53
Creating @ CUSIOM REPOIM...cccuiiviiiiiiiiriiiiiinienititcniceie st sae st saessae s e saessaeeas 54
WED REPOMS XML ...ueiiiiieitineieeeitereiteeeteeesteseteeeeteeesateseseesesesssssassssesssnsesssnsesssseasen 55
Creating a Portable Report for Propagation ........c..cceceeveevienieniennecnnecssessecnsnessnenas 55
Exporting Web Reports as PDF DOCUMENLS .......coccevveernueiiiinienienieeniesieeseesnesneens 58
HTTPS CONfIQUIAtION......cocuiiiiiiiiiiiiiiiinicnitiitcctesit st ssessaesas s e essnesseens 62
LOggiNg WED REPOITS c..eoieiiiiiiiiiiiienitnitcicnit ettt sssacsnesne e 64
Querying UsSiNg HTTP GET..ccciiiiiiiiiiiiiniiniiiientnitcniesiestcsresie s sssssssnesane 64
QUETYING USING SOAP ..ottt sttt sttt st ssse s aessaesssssssns 65
PERL ettt sttt ettt ettt sttt b et ne e nes 66
SESSION INSPECIOIS...cuviiiiiiiiiiiiiienieriteetes sttt et stesssessbesre s e sssaesssesssassssesane 68
Displaying Web Reports from CONntent Sites ........ccccevevverveeiieensiiniensieniessecseesnens 69
(€110] 0T 1IST U] o] oo ] £ PO SOOI 71
[T 1= PRSP 72

User's Guide iv © 2010 BigFix, Inc.



BigFix® Web Reports

Part One

Background

Introduction

Web Reports is a powerful web application that leverages the BigFix Enterprise Suite. It
connects to one or more BigFix Enterprise databases in order to aggregate and analyze your
entire network. It then allows you to visualize the data, both in the form of charts and data listings,
in any standard web browser. Used wisely, Web Reports can provide you with compact and
timely reports of your entire BigFix network, no matter how far-flung your enterprise.

Web Reports uses a type of faceted navigation that works by boiling a report down to its
essentials. This saves you time, and potentially much bandwidth and paper.

Web Reports is organized around Domains. These are content groupings which can also act as
primary filters allowing you to limit the list of reports..

Audience

Web Reports is mainly used by customers to view BigFix data spread over multiple databases in
their deployment, or by people who need information about deployments, but do not have direct
access to a BES Console.

Most users will be interested in generating and printing out existing or prepackaged reports, but
some users will be authorized to generate new custom reports.

This guide encompasses all the features of the Web Reports Interface. Advanced topics in
relevance and the low-level report language are beyond the scope of this document. For more
information on these topics, see the BigFix Relevance Language Reference and the Session
Inspector Guide.

Version

This document describes functionality available in BigFix Web Reports version 8.0.

User's Guide 1 Copyright © 2010 BigFix, Inc.
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Requirements

Web Reports can run on a stand-alone server or on the same machine that hosts the BigFix
database. The requirements for the Web Reports server vary depending on the number of
databases, computers, actions, and retrieved properties you wish to track.

The Web Reports primary resource requirements revolve around memory size for fast access
and CPU speed for fast report processing. The disk stores a local cache to make load times
faster, but the disk speeds have less impact on the Web Reports than memory size and CPU
speeds.

BigFix deployments with more than 30,000 agents can benefit by having a separate Web Reports
server so that the main BigFix Server does not need to share its resources. You can set up
multiple Web Reports servers with minimal performance impact on the main BigFix Server.

Web Reports Server requirements:

Number of BigFix Agents CPU Memory
< 10,000 2ghz 1GB
10,001-30,000 2ghz (dual core) 2 GB
30,000-100,000 2ghz (dual core) 3 GB
100,000-200,000 2ghz (quad core) 4 GB

Supported Browsers

The approved Client browsers include:

e Internet Explorer 7 and later (Windows)
e Firefox 3.5 and later (Windows)
e Safari 4 and later (Mac)

You will need to have JavaScript enabled on your browser in order to use Web Reports. In order
to view some types of graphs, you also need Adobe Flash Player version 9 or higher.
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Part Two

Using the Program

The Web Reports interface is simple and straightforward. You should be able to create a
specialized report and then print it or email it in only a few minutes, as the following tutorials
demonstrate. These are quick step-by-step explorations of some of the most popular chores in
Web Reports, which can help you appreciate the scope of the program. Although brief, they
explore a large fraction of the program's functionality.

Starting Web Reports

BigFix Web Reports is divided into three main sections which you can access by clicking items in
the navigation bar at the top of the screen.

When you first log in to the Web Reports program, you will see this startup screen.

b We b Re po rts Scott Anderson i Preferences :: Logout

Explore Data | ReportList | Administration

. Warsion: 8.0.534.0
Choose a category to view reports:

* Starred A My Authored
My favorite reports ) 4 Reports that I've created
' Endpoint Protection {} Security Configuration

@8 Systems Lifecycle

In the main window you should see at least two icons:
(] Starred: This option brings up a list of the Reports that you have starred as important.

(] My Authored: This option brings up a list of Reports that you have personally
authored.

And then other possible icons:

° Domains: These icons can be selected to view the list of Web Reports associated
with the selected domain.
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At the top of the window is a search box and two user selections:

° Search Computers: The search box, top right, allows you to select computers by
name, IP Address, OS, CPU, and Last Report Time.

° Preferences: For your personal login, you can set preferences including your opening
splash page and the number of results you want to print on each page. For more
information, the next section, Setting Your Preferences.

° Logout: Click this to quit the program.

Below this are the three main section headers in tab form:

° Explore Data: This option lets you filter and view your data on your BigFix Clients,
Fixlet messages, Tasks, Actions, Operators and more. This section also allows you to
create your own custom reports as well as graphical charts. For more information,
see page 17.

° Report List: This option exposes all the reports, built-in and custom, that are
available to you. You can filter the reports, modify their visibility and set up schedules
for printing them out. For more information, see page 29.

° Administration: This option lets you manage scheduled activities, database settings,
and user databases. For more information, see page 38.

The Explore and Report headers represent the primary functionality of Web Reports. Explore
Data lets you view your data with various filters. Once you have narrowed your focus to the ideal
data set, you can save it as a report that you can reuse or customize with just a few mouse clicks.

The reports you author show up in the Report List, for easy selection. Once you have created
and perfected your favorite reports, this is where you will find them listed.

In the next sections of this guide, you will see how to use this program to create focused reports
customized to suit your particular corporate network and policies.
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Viewing the Data

The first thing you will want to do is simply to view the data that Web Reports has aggregated
from your BigFix databases. To do so, follow these steps:

1. Click Explore Data from the top tab bar.

Web Reports

| S BSTLTEEEE ReportList | Administration

2. The default is the Computers report, and it should already be displayed for you.

Computers | Content | Actions | Cperators | Unmanaged Assets | Customn |

4

Export to C5Y 2 Prntable Yersion : Sawe Report

= Filter

Results malmlall x| conditions

|Cnrrou|er j [ aarch

L San VT WWPEE

[3] Charls
|B Computers
Edit Colurns =
| Computar Hame = P hddress 05 CPU
PockatPC-WM_tyvler_corril | 172.16.30,119 Windows Mobile 5,0 5,2.16156 Q30 MHz ARM viersion 4
QAADIS1- 192.168.105.129  AIX5.1 320 MHz PowerPC_504e
DARDNGE-1 192.168.107.115 AINS.2 400 MHz PowerPC_POWERI
qaanGl-1 192.168.107.351  AIXG.1 1500 MHz PowesPC_POWERS i
QMBES 192.168.104.37 WiN2003 5.2.3730 2700 MHz Xeon r
QMABES-ENTRELAY 10.10.10.50 Win2003 5.2.3750 2400 MHz X=on
192,162.106.235  Linux Cent0S 4.8 (2.6.0-80.Bsmp) 2400 MHz Core 2
192,168 106,241 Linux Cent05 4.8 (2.6.9-89.BLsmp) 2400 M-z Cora 2
192.162.106,249  Linux CentOs 5.4 (2.6.18-164.65) 2400 MHr Core 2
192.168.105.233  Linux Cent0s 5.4 (2.6.18-164.815) 2400 MHz Core 2

192,168 107,118 VMhware ESH Sorver 20,2 (2.4.21-47.0.1LELvmnix ) 1800 Mz Pentium 4

192.168.104.63 Vi i Server 3.5.0 (2.4.21-58, ELwnnix ) 2400 MHz AuthenticAMD
\rdwagwl_se 105,243 £l _;\:’"-E.\_l’:}_&\?r\_

This important report is only one click away. Notice at the top that you can explore other data
sets, including Fixlet Content, Actions, Operators and more.

Also notice the Filter section at the top. The next tutorial will show how to use the filter to narrow
your focus.
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Filtering the Data

The Filter section is a key component of both exploring data and creating reports. With effective
filtering, you can cast a spotlight on just that segment of the data that is most important to you.

For instance, to view your Windows computers, you might filter your computers like this:

1. Click Explore Data from the top tab bar.

Web Reports

| S ESTLEEER Report List

Administration

2. The default Computers report is displayed as discussed previously in Viewing the Data.
It displays all the computers in the database.

[= Filter ove Filter Losd Filter Claar

Results match |2l =|condtions.

r
— B
ICDITIFU'EI :JC containg ﬂl‘”'"/’) acd clau

ppl\n Filter

[® Chants Add Charl

[=] Computers

Edit Columns =

Computer Mame = IP Address 08 Py _ Lasi Report Time |
PockettC-WH_tyler_comil  172.16,30.119 Windows Moble 6,0 52,1616 | 930 MHz ARM version 4 Frickay, July 16, 2000 10:43:46 AM

QAEES 192, 168,104,537 Win2003 5.2.3790 200 Hz ¥eon Monday, July 19 2010 3;54:39 F""l

|| Qggpeeer 10101050 ma, m:owe?v bt oy e ooy iy 13,2000 el

Enter afilter like the one above: OS contains win, which narrows the report down to
just Windows computers.

3. Click the Apply Filter button to get an instant view of the impact of your filter.

Filters are essential to creating tight, relevant reports. For more information, refer to the section
on Filters (page 17).
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Creating Reports

Once you have filtered a listing down to its essential core (as in the previous section Filtering
Data), you can save your filter as a proper report. Simply click the Save Report button at the top
of the screen and provide a name for your specialized report.

rson :: Preferences @ Logout

b Web Reports 2

A6 IR ReportList | Administration

| Computers | Content | Actions | Operators | Unmanaged Assets | Custorn |

Export to CS% :: Printable Yersion Save Report

The name you provide will be entered into the Report List, and labeled with you as the author.
Viewing Reports

1. Click Report List from the top tab bar.

b Web Reports

Explore Data ;{48588 Administration

2. The list of reports is displayed.

Import repar "
O Oy shaw stamad . ! “*
2dl, Mong
Fes by Label Select il -
Hame: = Labwk Auther Vinibdlity  Schedwld | Lest Mo
013 = r Artion List Pubic Mo Tus, 08 Ln !
[mEI- o] Akiry Riagsoit Urkraren b Public Mo Tuss, 30 1o 2005
[ AntiPest r Andhys Lis Bl Pl i Tus, 08 n 207
[ Cusbam Report
O odd r Anpragn Wuinosabiity Trends Ovee Time Pl
[ Endpeint Profaction r — [T7 Ty oo bl M They, 1% b,
[ Enterprrae Secuity =]
Snlooied babais | ERQF ANt Dartmsction, Fagort Fdix L The 15 IJMI*
Viewr a0 (s0ola
r BgFe Frowal Dushboans o Srotecion P Mo on, OF Jur 200
]
e " huthor o] Compute Complharce Detal Sacunly Conbguralion) P Tiss, 29 b 20
O - F Coampuias Complanos Summany Sarunty Conbguration Pl T, 20 bni
O3 j (o] Compabes Properties List Do
[ EEE Dipha 1 .
Hia th |:|..:-_M|..;,:I IIIII | Coees Proisciion Module - Heslth Stahis Report Do S, 20
O BES Suppart MSF | Core Frotection Module - Top 25 Most Recent Spysee P S, 20 Jun 200 -
O g M
1 Cari Pauiing = r Coew Provtesction Moduls - Top 25 Most Recent Ve Public P S, 21 An .
Snlocied selgrs: o] Custom - Mames of Bes Computen: Marocead  Pubic Mo Mo, 07 Jm?
Virmng ol autfiona
| Dy Power Shatistics by Computes P M Wiad, 09 ki 2000
] ical Forwer Gtake r., y-«..p‘ Wwad, (%
W Ny T U ' .\

Simply click the report link to see the report.

3. Note that you can filter the reports by label and author, which can help you keep your
report list short and uncluttered. Simply click the check box in front of the filter.
Multiple filters are ORed together.

There are several features to take advantage of in this section. For more information, see the
section on Report Lists (page 29).
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Creating Charts

Most data views and reports have the capacity to display the data graphically. From Explore Data
or a Report listing, if a chart is possible, it will show up in a section just below the filter section.

Analygis List® Evepart 1o CEV :: Printable Version Garve REport as

B Fikar Swe Filer Losd Fller Clear

Rerulbs maich |31 =lcondiions

[oment :J |Wishiiy :] li= :] |Wishia j wld chisie = |+
ard |[Coment =] [Tipe 2 = =zl (At = eld clatre - 2
ard | [Gomtent =] [Progress 1= I T =] o Actiaied udd cliugn i s

M Chars t A Hetoncal Chart ]

R
= Comani - _—
Edit Cobimns =
|_Pregress Hame = Eitename Ao By (Amalysin] Actveatiss Tine (hnakysis)
Mot Activabed | Adobse Proguct Dehertion (Windmes] BES Fwarbony and Licorse Tt «roras =TONE s

Mot Bctivebed  Application Jrformuation (BT

BES Irwertory anc Liceres Test  <nores o
g (R Tallm _|_ . G oes To

There are two basic chart types: ordinary and historical.

1. Click the link to create a new chart. You can attach multiple charts to a report.

2. Enter the title for a historical chart and click Create Chart.

[=] Charts Add Hesloneal G han
Configure Chart
T Span
St daw Erd datix
[Earst G [Come
(200 4 =] (1200 404 =]
Growp By: T Howr F Dayp 7 Week
Crapa Chart  Cacal
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3. Your chart will be generated on the spot.

Bl Charis Aadd Heziorical Chari

Analysis History

Charts are useful for distilling a huge list of data into a simple graphic, and are highly recommend
for busy administrators. For more information on this topic, see the section on Charts (page 18).

Setting Up Email
A common need is to have a report mailed to an operator or an administrator who can then easily
examine various aspects of your BigFix network at their leisure. Here's how to set up your email

accounts and server:

1. Click Administration from the top tab bar.

b Web Reports

Explore Data | ReportList

Administration

2. Click Address Book from the sub tabs.

3. If you haven't yet set your outgoing SMTP server, click the link in the yellow reminder
message.

b Web Reports === :

:: Preferences :: Logout
Explore Data | Report List

Version: §.0.379.0

| Scheduled Activities | Filter Management | Address Book | User Management |

Web reports will be unable to send email until an outgoing email server is s&t. Set the outgoing
email server.

Address Book

Add contact - Email server settings

Select: All, None
Name ~ Email

Mo records found. L\\)
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4. Enter your SMTP server and test it before saving it.

b Web Reports .

:: Preferences :: Logout
Explore Data | ReportList B .llyllhiEeiely

Version: 8.0.379.0
| Scheduled Activities | Filter Management | Address Book | User Managemer

Successfully sent test email

Address Book - Email Server Settings

Email SMTP server: smtp-senfr.roadrunner.co

5. Add your contact name(s) to the Address Book.

b Web Reports 2

:: Preferences :: Logout
Explore Data | ReportList L.t lLiE (=10

Version: 8.0.379.0
| Scheduled Activities | Filter Management | Address Book | User Management

Successfully updated email server settings.
Address Book

Add contact - Email server settings ‘

1
Delete || Add Contact *
Select: All,
Name

Name: Joe Blough
E-mail: Joe@bigcorp.com|

=)

Mo records

6. Continue to add contacts. If you need to delete a contact from the Address book, check
the box in front of the name and click the Delete button.

You are now set up for emailing from Web Reports.
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Scheduling Reports

Once you have your email server set up and your Address book populated, you are ready to

schedule a report and email it to yourself or another operator.

1. Click Administration from the top tab bar.

b Web Reports

Explore Data | ReportList .G Igll sy

2. Click on Scheduled Activities and click the Create scheduled activity link to create

your custom event.

b Web Reports

Explore Data | Report List

Administration

Search Computers yel

1 12 Preferences :: Logout

Scheduled Activities

Version: 8.0.379.0

| Scheduled Activities | Filter Management | Address Book | User Management | Database Settings | E

('a;ate schgm%led act@y

| —
| Edit || Enzble || Disable || Delete |

Select: All, None

Name ~ D Creator Type Options Start Time Expire Time Next Time

No records found.

Period

a | 1

| 3

3. Inthe linked page, you can create triggers for your events as well as the Actions you

want to trigger.

Start time: |Jul [+]18[~]2010[~] at [18]=] - [17[<]
Expire time| — [~|- [=] — [=]at|~ [=]- |~ []
Activity Report:

Type:
Repart E Action List

Format: @HTML ©CSV

Activity Triggers:

@Generate report every: 1 Days |Z|
-Z;:'Generate report on every refresh (currently every 15 seconds)
D)Generate report once

[CIMatch Relevance conditions

-

LSIPY NP Y

kn\,-""\yr“"\ ) W

4. The Start time defaults to the current time, and is often just what you want. Below this are

three sections for you to fill in.

a. The Activity Report section is where you select the report you want to schedule,
as well as its format. From the pull-down menu, select your desired report.
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b. The Activity Triggers section is where you specify how you want to trigger your
event. The most popular technique is to set a time period — such as every day or
week — to trigger the report (or other activity). However, there are many other
useful ways to trigger a report, as discussed later in this guide.

c. The Activity Actions section is where you select the Action you want to trigger.

Activity Actions:
FIEmail [ Edit |

To:
joe@bigcorp.com

Ken <ken@bigcorp.com=

May <may@bigcorp.com:=
Scott <scottcha@roadrunner.com=

Sue <sue@bigcorp.com=

From: Joe Blough
Subject: [BES System] Report Motification
BigFix Weekly Report|

Text:

[#lInclude report output
[Clinclude link to current report
Include link to archive report

Typically that is just to email your report. To do that, click the Email checkbox,
add contacts from your Address book and set the subject line for the emailed
report.

5. When you're done, click Submit.

You can now set up Reports and Alerts to be sent or Archived on your desired schedule.

Adding a Database

You can add other BigFix databases to your reports. This allows you to create aggregate reports
covering hundreds of offices, each with thousands of computers.

There are two authentication types from which to choose:

Windows Authentication is somewhat more complex to set up, but provides a more
secure solution. To use Windows Authentication, the Windows domain user that Web
Reports runs under must have credentials and access to the database. Web Reports
runs as a service; it will run as the LocalSystem account by default. To run the Web
Reports Server as a different user, log on to the Web Reports Server as a domain
user with permissions on the database.

SQL Server Authentication is simple but less secure than Windows authentication
because the username and password are stored in plain text in the registry. For this
option, the username must refer to a SQL Server user with permissions on the
database. A console user's name and password will also work, but this method is
equally insecure because the password is also stored in plain text in the registry.
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To Add a new database, follow these steps:

1. Login as an administrator.
2. Select Administration > Database Settings > Add New Database.

b Web Reports oT—

. Preferences :: Logout
| Explore Data | ReportList U0 LS

Scheduled Activities | Filter Management | Address Book | User Management | Dalabase Settings |

Databases to include in reports:
TESTING Edt Delete Validate

Add New Database
- ase Connections

-g g€

Database Options

3. The Add Database page is displayed.

BigFix Support provides additional information on how to configure databases for aggregation.
Database Name: Tokyo DB

Connection Type:
ClUse a default DSN-less connection.

@ Use a system DSN. DSN Name: LocalBESReportingServer [+
LocalBESReportingServer

Authentication Type:

@|Jse Windows Authentication. enterprise_setup s

©Use Username and Password ta login. bes EnterpriseServer

Web Reports URL [~
http://Testing:80/webreports

Cancel

Enter a descriptive Name for your database.

4. Choose a method to connect to the database. If you select Use a default DSN-less
connection, enter the server IP address. If Use a system DSN is selected, select the
desired DSN name from the pull-down menu.

5. Choose the Authentication Type that will be used to connect to the database, either
Windows Authentication or name/password SQL Server Authentication. If you choose SQL,
you also need to enter the name and a password that will be used to access the database.

6. At the bottom is the default Web Reports URL, which points to this Web Reports Server. The
URL specified here will be added to the list of Web Reports servers available when you
choose to Launch Web Reports from the BES Console.

7. If necessary, change the URL for your Web Reports Server. Because the server's URL is

established when installing the product, you will not need to change this setting unless you
add another database to your installation.
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Editing a Database

The Edit Database page allows you to change connection settings and disable the database.

To edit database connection settings:

1. Select Administration > Database Settings and click the Edit link next to the desired

database name.

2. The Edit Database page is displayed.

Database Name: TESTING
Connection Type:

DUse a default DSN-less connection.
@Use a system DSN.

Authentication Type:
©@Use Windows Authentication.
DUse Username and Password to login.

Web Reports URL |7
http:/iTesting:80/webreports
[CIDisable database

Cancel

DSN Mame:| bes_bfenterprise

[=]

LocalBESReportin
bes bfenterprise,
enterprise_setu

gSenver

bes_EnterpriseServer

3. Asdiscussed in the previous tutorial Adding a Database, you can choose your connection
and authentication type, as well as changing the URL and disabling the database.

4. When done, click Submit.
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Setting Your Preferences

At the top right of the Web Reports interface is the Preferences link.

-

b Web Reports | E====—g

Joe Blouoh :: Preferences :: Logout
Explore Data | ReportList |G ————

Click it to edit your personal user preferences.

User Preferences

Change password

Splash page: Domain List (Default) -
Mumber of results per page (10-1000): 50

[7] Developer mode (disables automatic loading of custom reports)

Save

1. Change your splash page by selecting a new page from the pull-down menu. As well as the
default Domain List, you can select from a list of Reports to start out the program.

2. When you view a report, the number of rows is typically limited to 50 per page. You can
change that number here.

3. You can check the box to run in Developer mode, which disables the automatic loading of
custom reports.

4. Click Save to set your preferences.
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Part Three

Explore Data

This section of the program allows you to look at data collected from your entire BigFix network,
filter it and create reports. Click the Explore Data tab, upper left.

b we b Re po rts : :: Preferences :: Logout 4

( DE5000EN Report List | Administration |

| Computers | Contant | Actions | Operators | Unmanaged Assets | Custom |

Export to CSV - Prntable Version Save Report

u

-

[=] Filter

Results match | all Fcundrtlons

Want a quick peek at your network? This section of the program lets you instantly visualize your
data with both charts and reports. Beyond that, it allows you to filter that potentially huge data set
down to something concise and insightful.

Want to record your custom view? At any time you can press the Save Report button to save
your filters, charts and layouts, which will be added to the Report List (available from the next tab
over). Now you can reuse your custom template to quickly provide you with unique portraits of
your network at any given moment.

There are several options for exploring Data. They make up the secondary tabs on this page:

(] Computers: This option allows you to examine properties of your networked BigFix
Clients and filter the list into a specialized report.

(] Content: This option allows you to examine and create specialized reports based on
Fixlet messages, Baselines, Tasks and Analyses.

(] Actions: This option allows you to list and report on Actions taken on any of the
BigFix Clients in your network.

(] Operators: This option lets you list subsets of your BigFix operators.

(] Unmanaged Assets: This option allows you to examine the states of all your
unmanaged assets, such as printers, scanners, faxes, etc.

° Custom: This option lets you create free-form listings and reports.

These options are discussed later in this section. However, many of these options have
commonalities that represent core utilities of Web Reports. These are discussed next.
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Filters

Filters are a key part of most Reports. They allow you to view just one facet of the data at a time.
Data fields can be filtered individually, limiting the data that will be displayed. This technique is a
form of Facet Navigation, and it's a powerful way to reduce a huge data set to something easily
tractable.

The Filter interface is pretty much the same wherever you see it. This section highlights the
essentials of designing powerful and effective filters, and is referred to elsewhere in this
document.

The default filter specifies nothing, allowing all data records to be listed.

[=] Filter Save Filter - Load Filter - Clear

Results match mmcnnditinns.

Computer |E| Search Properties IZI

Apply Filter

To view a subgroup of the data, pull down the menu to filter by computer, content, site or a
previously saved filter. The choice you make then determines the secondary fields of the filter.
For instance you might want to view computers that have specific operating systems.

[=] Filter Save Filter Load Filter Clear
Results match |all > |conditions. I
IComputer j |OS Icontains j }win x IZI
or Icontains j |Iinux x ( add clause )

Click the link labeled add clause to add extra qualifiers to a filter. Click the associated X to delete
any of these clauses.

Click the plus sign to the right of the filter to add a new one.

[=] Filter Save Filter Load Filter Clear
Results match |2l Tlconditions.
IComputer j |OS Icontains j }win x IZI
ar |contains j Jlinuz X add clause
and IComputer j JcPu Icontains j Jcore add clause IZI

These filters will be ANDed together if you choose all conditions. They will be ORed together if
you choose any conditions. Click the minus sign next to a filter to delete it from the set.
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Click the Apply Filter button to see how your custom filter affects the subsequent computer
reports and charts.

Once defined, click the Save Filter link at the upper right if you want to save your work as a
custom named filter. Later you can use this filter in other circumstances by clicking the Load
Filter link or by selecting it from the conditions pull-down.

Charts

Reports often include a chart to summarize the data. Charts and graphs help to clarify major
trends hidden in a detailed list. Depending on the data, you can make pie charts, columnar
graphs or historical trend sheets with just a few mouse clicks.

If a chart is available, the interface can be found immediately beneath the Filter interface. Click
the Add Chart link.

scorch Compues )
b We b Re po rts :: Preferences :: Logout

STENEERS Report List | Administration |

Computers | Content | Actions | Operators | Unmanaged Assets | Custom |

Export to CSV :; Printable Version ;; |Save Report
[=] Filter Save Filter - Load Fitter - Clear
Results match  all Fcondmons.
Computer |« garch Properties - T

[#] Charts @

—

Depending on the data set you are looking at, the Chart Wizard will have a default setup that is
appropriate. For a chart on computers, the wizard will prompt you for a computer property.

Configure Chart

Title: CPU

Computer property.
CPU

7IShow chart: Pie [»]
Show table
Create Chart  Cancel

ooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Results
2600 MHz AMD Athlon(tm) 64 X2 Dual Core Processor 500
3000 MHz Core 2 Duo (1)
3400 MHz Pentium 4 (1)

tessssssssssnenes
sessssssssssseens
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Here we have used the pull-down menu to chart CPUs on our network. The title is automatically
filled in to reflect our choice of computer property. You can change it if you wish. Note that a
typical chart includes a table below it. Use the check boxes to specify whether you want a chart, a

table or both.

We have kept the default pie chart, but we could have chosen a bar chart instead. In the dotted
box at the bottom of the Wizard, you can choose to give some extra order to the data by grouping

records together. When you're ready, click the Create Chart link.

CPU

Count

Percent

i - cPU
B 2600 MHz AMD Athion(tm) 64... 1 33.3%
B 3000 MHz Core 2 Duo 1 33.3%
3400 MHz Pentium 4 1 33.3%

Note that we created this chart by simply selecting a single item (CPU) from a pull-down menu.

When you mouse over a chart, a tool bar appears.

x
d;:h

The top icon lets you delete the current chart, the wrench lets you edit the chart and the grabber
icon at the bottom lets you position the chart.
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Collapsing the Table

When a chart is complete, you have another final option for editing. A small handle is available at

the bottom of the list and you can drag it up or down to truncate the list.

Client Administrators

Client Administrators Count Percent
B don 3 27.3%
| 3 27.3%
B ken 3 27.30%

may 2 18.2%

P —
S

When you change the list, the truncated items get summed into an "Other" category and the chart
is dynamically updated to reflect the change.
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Client Administrators

Client Administrators Count Percent
B dn 3 27.3%
| 3 27.3%
B orher 5 45,5%

Here, Ken and May are collapsed into the Other category. You can continue to Add Charts by

clicking on the

User's Guide
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Columnar Report

This section is directly below the Charts section and is named for the data set under review, such
as Computers, Content or Actions.

Edit Columns
Click the Edit Columns button (at the top of columnar views and reports) to change which
columns you want to display in your report. It brings up a menu of column headers that you can

add and delete to create the most information in the least number of columns.
[F] Actions i

Edit Columns =

Available Columns

Pending Restart
Postponed
¥ Reparted
Running
¥ Source Site —
7 Source Type
# Status
4 Time Issued

Waiting by

Current Columns
4 Name =

Y Qperator
+ Reported 2

¥ Source Site

AL N gy

¥ Source Type

4 Status -

This example is from an Action report, so the headers all refer to fields in the Action database.
When you check an item in the Available Columns box, it is added to the Current Columns box.
When you uncheck an item, it becomes unchecked in both boxes. The Current Columns box is
generally smaller, letting you see the column layout at a glance, without having to scroll through
the lengthier list of Available Columns.

The options for columns depend somewhat on what you are looking at. For computer columns,
there are more possibilities.
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[=] Computers

Edit Columns = ||Search Computers

Available Columns

-

Hibernation (Batteries) (Power Consumption A...
Hostnarme {Something Better)

Hostname - Mac 05 X (Metwork Information ...
Hostnarne - Unix {(Metwaork Information (UNIX))
hosts

hyperthreading {processor inspector)
hyperthreading capable {processar inspectar)
jin}

[N I N B I B B |

—

Current Columns

M count

¥ cpu

M 1P address

M Last Report Time
¥ os

Expand

[T Relevant Fixlets
[T Rremediated Fizlets

¥ Hide Individual Computers

B-8.el3)

il

It

4

#(2.6.18-164.e5
B.EL)

)
.9-59.0.0.0.1.ELs
It

ELY

ALt ) l
aLlt) ;
EL)

) ;
) {
EL) -

\«." 'll-.‘r

The Expand section lets you add Relevant or Remediated Fixlets to the Computer list. Note that
there is a check box to Hide Individual Computers, which will list the computer count instead of

individual computer names.

The Expand section for Content lets you add Applicable and Remediated Computers to the list.

Changing Column Order

To change the order of any column in your report, simply click and drag the column to where you

want it. A red line indicates legitimate targets as you drag the column.

Showing tems 1 -6 of 6

[E Actions -
s.
Edit Columns » -+
Operato- 1D Fixed Failed Source Site - )
joe 00-42 1 0 BES Support
joe 00-74 §1 0 BES Support !
joe 00-44 f1 o] Master Action Site (TESTING) F
joe no-82 g3 0 Master Action Ste (TESTING) L
joe 0085 3 0 Master Action Ste (TESTING) )
joe o097 1 0 Master Action Ste (TESTING) (

Both editing and moving columns are available when exploring data or viewing a columnar report,
allowing you to customize the output to your particular needs. To keep your changes, be sure to

save your report when you are done.
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Click the Computers tab to see the default Computer report.
| Computers | Content | Actions | Operators | Unmanaged Assets | Custom
Export to CEV - Printable Viersion Save Report
=] Filter Save Filter - Load Filter - Claar
Results match all Bl:or'ditmns
Computer =]
[ Charts Add Chart
[E] Computars
Edit Columns -
Computer Name - |P Address 05 CPU Last Repart Thme
BIGDOG 192.168.1.100 WinVista 6.0.6002 3000 MHz Cara 2 Due Thursday, July (8, 2010 £:58:09 PM
MOMMA 192.168.1.101 WinkP Media Center Edition. 2600 3400 MH; Pentum 4 Thursday, Juby 08, 2000 12:11:05 AM
TESTING 192.168.1.102  Win7 6.1.7600 2600 MHz AMD Athlon{tm) 64 X2 Dual Core Processor 5000+ Thursday, July 08, 2010 5:01:46 PM
Showng items 1-3of 3
L3

There are three sections to this page.

o Filter: View just the subgroup of the database you wish to view by specifying a filter.
Pull down the menu to filter by computer, content, site or a previously saved filter. The
choice you make determines the secondary fields of the filter. For instance you might
want to view just those computers that have the specified properties.

[=] Filter Save Filter Load Filter Clear

Results match |8l Tleanditions

IComputer j IOS Icontains j }win 2 D
aor |contains j |Iinux X add clause
and IComputer j JcPU Icontains j core add clause D

Apply Filter

Click the link labeled add clause to add extra qualifiers to a filter. Click the X to delete
any of these clauses.

Click the plus sign to the right of the filter to add a new filter. These filters will be ANDed
together if you choose all conditions. They will be ORed together if you choose any
conditions. Click the minus sign to delete a filter from the set.

Click the Apply Filter button to see how your custom filter affects the subsequent
computer reports and charts.

Once defined, click the Save Filter link at the upper right if you want to save your work

as a custom named filter. Later you can use this filter in other circumstances by clicking
the Load Filter link.
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e Charts: The typical computer chart is a pie or a bar chart. As mentioned in the Charts
section (see page 18), you can select any computer property to graph.

e Computers: This section contains the data of the report. As mentioned in the Columnar

Report section (see page 22), you can edit and rearrange the columns to suit your
needs.

Content

Click the Content tab to view the default contents view.

Computars | Comtent] Actions | Oparators | Unmanaged Asset

[=) Filier
Resufis maich al | = condfions

Content [= | Visibiity - B[] ke =] add class | |- | |+

& Charts

=] ‘Gonten

Edit Calumns =

Progredd Hams & Type Sitenams
Fodet SCM Chechdst for DISA ST0G on A 6.1 Dev
Fodet SCM Chechdst for DISA ST0G on RHEL = Dey
Finlet, SCM Checkiist for DISS STIG on ALK 6.1 Dev

Mo Appicabie Computers Mauthorty fie permissions - AD 6.1
Mo Appicabie Computers Xauthorty fie permissions - RedHat 5
o AppCALEE Computens wheforor. Al PerTissons - AIX 6.1

BigFix content consists of Fixlet messages, Tasks, Analyses and Baselines. If you wish, you can
create a filter to separate these categories: Content Type is Fixlet, for instance.

As with all typical views and reports, you can click on a column header to sort the data (click
again to change the direction of the sort). You may also edit the columns to display, set filters and

create charts.
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Actions

Click the Actions tab to view the default Actions view.

Computars | Content |[Aetions] Oparators | Unmanaged Assets | Custom
Export ta GSY - Priniabke Varsion Caye Rmpart
[=) Fiter S Filer - Load Fller - Claar
Fogsidis makch | al | = condiions
Compuber | = 1 i +
=] Ao
Edit Calumns =
Hame a D Status Source Type Source Site
Charge Hultiple Settiros O0-44 Expred | Custom Harster Action £
Erable Applcation Ukage Tracking: Adobe Acrobal 00-82  Expired CUSHC Master ACTon &
Enable Appcation Ukage Tracking: Merasalt Oulinok 00-85  Eapired CUSHCm Moy Aton £
0

Actions are the consequence of clicking an Action link in a Fixletor Task. Actions propagate
throughout your BigFix network, during which time they are marked as open. They can also be
stopped and they can expire. A typical view includes the status, so you can watch the progress of
your Actions over time.

Click the Operators tab to view the default Operators view.
| Computars | Content | Actions |Operatars | Unmanaged Assets | Custom
> Esgeet o G5V - Prinfabie Varsion Save Report
Find operatons whose names contan Saanch
{5 operalons fund, Depbyng ogeratons 1-5)
Name= = Datsheme  Type Creaton Trne Last Logn Custom Content  Emall Address Admirestrable Computers Dheplorped Actiors
don TESTING  Operator 000 6:39 PM 5/18/2010 545 PM Desabied doni@bijoorp.com 1]
joe TESTING  Master Operskor 57270000 6:38 PM 7/14/2010 396 PM  Enabled jpeidbgoopcom 3 &
ke=n TESTING  Operator SPEI000 8:50 AM 50972010 3:10 PM Enablsd kenipbsgromp.com. 3 1]
miy TESTING  Operator 000 6:40 PM 5//2010 3:11 PM Desabied maispoip.oom 2 ]
-1 TESTING  Operstor S0 6: 3% PM 5/18/2010 %46 PM  Enabled susfbigomp.com 0 1]

The Operator list is pretty simple and straightforward. It contains a list of all the Operators of your
BigFix deployment, displaying the type and management rights of each. This list is not open to
editing, although you can filter it by the name of the operator.
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Unmanaged Assets

Click the Unmanaged Assets tab to view the unmanaged assets on you network.

| Computers | Content | Actions | Operators | Unmanaged Assets | Custom |

Export to C3% ;; Printable Yersion Save Report

Salect the propedies you wish to includa

K eywards -
Last Scan Time (Serer Time)

Hostname

MALC Addrass

First Scan Time (Server Time)
05 Accuracy

Dievice Type |

Mext

For the unmanaged assets on your network, you can click, shift-click or ctrl-click the properties
that you want to display. Click Next to see the report.

| Cornputers | Content | Actions | Operators | Unmanaged Assets | Custorm

Export to CSV 1 Printable Version & [ save Eepart

(£ assels found. DEplaying assels 1-2)

Asset *  Database Source Running Device IP Address MaAC Address os
(3] Name Nane Chient Type
281 qabes MAP o general 192.158.105.78 0O0:08:D8:75:B2:5F Linux 26,17 - 2,620
purposE
282 gabes HLAP rna genaral 192.158.106.78 00:18:88:77:EE:6F Microsoft Windows Sarver
pLrpose 2002 5P1 or 5P2

By

The Unmanaged Assets report cannot be customized, except for your choices in the original
property list.

Custom
Click the Custom tab to create a new report from scratch.
| Computars | Content | Actions | Oparators | Unmanaged Assets | Custom |
Lr Caye R=part
[ Fiar Save Filier - Load Fiter - Clear

Foessails malch all | = conditions

Computer [=

For more information on custom reports, see the Resource section Creating a Custom Report
(page 54). A complete description of how to write your own custom reports is beyond the scope of
this guide, but you can find more information in the Session Inspector Guide and the BigFix

User Group.
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Part Four

Report List

This section of the program is accessed by clicking Report List from the top tab bar.

Explore Datd
: Impan epoit

[ ity show stamed
Fillmr by Laksl

R e | =
O 456
O ki Pasi

DI Cusiom Report

O dad

I Endpaint Profection

Ol Endarprisa Eacuriy =]
Salected |ahnls:

Wimamg al lahsis

Filler by Amihar

[mER]] -
(R}

D BES Dupdeepnmint

Headih Cheicks

CIBES Support MEP

O bighs

O Carl Pauding =l
Sedected authons

Wimng ak sk

b Web Renorts

O dadministration
e

Pl = Labab

Eneiyst:: List

Evemsage Wnlney shiity Trencs Cwer Time

b U

Bt EnbiPest Detection Report

EgFix Al Deshboed Endpaint Protection
Compurter Complsnce et Saourity Configuration
Computer Complence Sy Sanaity Corfiguraton
Computer Fropertes Lt

Core Prokection Mocule - Heafth Shatue Semort

o Probection Mocule: - Top: 273 Most Becent S

o Probection Moo - Top: 273 Most Recent Wines:

o - M of B Coempe e

1 e T e e e e e A e A e B B |

Dy Prwes Sistixbice by Computer

S N

\
)

A

huibar

L
i

 Wisibility  Scheduled Lot Modilied

Tis, 08 Jun

EF

T, 2 Jan 2
Tis, 08 Jur 20

Thai, 10 Mow

Thu, 15 2 2010
Moy, 07 m?

Tug, 20 xuf
T, 290 Jun Il?

EREFREFREREEG

There are several parts to this page that allow you to customize your view of the available

reports.
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Report List Main Page

Import Report

The top link on the Report List page allows you to import a report. It brings up a new screen
allowing you to browse for the report as well as specifying the format and visibility.

® = L =010
Explore Data | ReportList | Administration

Import Report

Click here to check for new custom reports on the BigFix Support web site.
Filename:| Browse...

& WML (" beswrat / * webrepart)

O HTML (*.aja / * hesmpt)

Format:

R
Visibility: FE:S:;

[rriport |

e Here you can enter a filename or use the file browser to specify the report.

e Theinput can be an XML or HTML file.

e Theimported file can be treated as a Private file only viewable to you, or a Public report
available to all.

e Click the Import button to load in the selected report.

Only Show Starred

Click this box to limit the report list to the starred reports. You set which reports should get a star
by clicking the empty star next to their names in the list. The star is then filled with yellow. You
can select any scheme you choose for starring a report. Most users star their favorite or most-
used reports. Uncheck the box to display the entire list of reports.

Filter by Label

You can label any report by clicking the box in front of its link then using the Label pull-down
menu to assign an existing label. Then, to filter by a label, just click on the box in front of the
appropriate label in the Filter by Label section. You can select multiple labels. They will be ORed
so that reports containing either label will be displayed.
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Filter by Author

Similarly, you can filter the report list by author. Again, click the box in front of the desired
author(s) and all the reports that were created by the chosen authors will be listed.

Add, Create and Delete Labels

When you click the box next to any report list, the Label button becomes available. From this pull-
down menu, you can select a label to attach to the chosen report(s). You can add multiple labels
to a report, so that they can be selected in multiple groups.

To create a new label, simply type in a name that doesn't already exist. It will be echoed in the
box below as a link.

Label = || Delete ||Search Reparts j
Avallable Labels
Finance| els . 3

"Finance" {create ne%

oW

Current Labels %

T T OEarTTig Tt 10 }

| « BigFix AntiPest Detection Report

) ?MWWMJ'“‘ ~adon AP

Click the link to create the new label, which will then be applied to the report(s).

To delete a label, use the X button to the right of the label.

Label v || Delete ||ﬂnance s

Available Labels ’

I LUSTOrT EeEpUT L ~ ~ .
[T ddd X '
[T Endpoint Protection b4 :
[T Enterprise Security Report X Systems
ExternplRomart M -»
2 _ Delete Label * | [ ] [Srstems Lk,
¥ Financ
[ legacy Are you sure you want to delete this label? Systern
[T newla : i Systemsa‘r
[Deiete || cancel | | X P
S
Current Labels ?
¥ Finance X

¥ Systems Lifecycle X

“““"“"““‘"“"‘-M'W“‘“\W H - apmstmanhs, f
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Delete

When you click the box next to any report list, the Delete button becomes available. Simply click it
to delete the specified report from your list.

Main List

There are several columns describing reports in this list:

° Select: The first column consists of check boxes allowing you to apply a function to
several reports at a time. For instance, if you want to delete a report, click the
appropriate check boxes, then click the Delete button. This is also how you can attach
a label to a report or group of reports.

° Stars: There is a column of unfilled stars directly to the left of the report name. Click
on them to fill them with yellow and highlight them as starred reports. These can then
be filtered by clicking the Only show starred check box at the top left of the page.

° Name: The name or title of the stored report.

° Labels: This column contains the labels that have been assigned to the particular
report. A report can have multiple labels, and the check boxes on the left allow you to
filter the report list by labels. Domain labels may also be attached to external reports
delivered by a site. Because there are multiple labels in this column, it is not sortable.

° Author: This column lists the name of the Web Reports user who created this report.

° Visibility: This column shows whether the report is public or private. If you are the
author of a report, this column also lets you change the status of the report from the
pull-down menu.

° Scheduled: This column lets you know which reports are on a schedule.

° Last Modified: This column has the dates when the report was last modified by its
author.

The next sections discuss specific reports that are commonly used.

Overview Report

The Overview report contains graphs and tables that visually represent the general state of your
network, as well as the effectiveness of your BigFix deployment. Next to the titles of each, there is
a bracketed question mark [?], which you can click for additional information.

Note:  Reports will be disabled if a user is logged in without sufficient privileges to view
them, or if the report is filtered. Users are not considered to have sufficient
privileges unless they have full rights to all the computers on the server.

The following sections describe each of the graphs, charts, and tables presented in the Overview.
Total Issues

The Total Issues graph adds the number of relevant issues for each computer and then groups
them by their severity rating. An issue is a Fixlet message that is relevant on any computer in
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your network. For example, if you have a computer with 5 relevant Fixlet messages and a second
computer with 3 relevant Fixlet messages, the total number of issues is 8, even if some of those
messages are the same.

This graph can be set to different time granularities by selecting from the pull-down menu above
the graph. The Auto-Fit Data option will automatically group the data in the graph for up to the
last twelve months of your BigFix installation. Last 7 Days will group the data by day and show
the last seven days. Last 30 Days will group the data by day and show the last thirty days. Last
26 Weeks will group the data by week and show the last six months. Last 52 Weeks will also
group the data by week and show the last year.

Total Issues -1 [Export ta C5V]

Auto-FitData | v
18000

1 il
16000 1 ft

[
il
14000 ¥ “\lelw

12000
i

10000
g000
000
4000
2000
o

7/12/09 9/14/09 11/16/09 1/19/10 32510 S5/28/10

[ ] lassified Low P B critical

Different colored bars represent different issue severity. The height of each bar represents the
number of issues for a particular bar. For example, if a bar for important issues starts at 300 and
ends at 500, the total number of important issues is 200. Hover your cursor over any point in the
graph to see a pop-up containing more detail.

Total Number of Computers

The Total Number Of Computers graph displays the number of computers that have been
under BigFix management in a given period of time. This graph offers a way to monitor additional
deployments of the BigFix Client over time.

Total Number of Computers (21 [Expart ta C5v]

Auto-FitData | w

7/12/09 9/11/0% 11/10/09 1/10/10 3/12/10 S/13/10 7/13/10

B tomputer count

Like the Total Issues graph, this graph will be disabled if a user logs in without sufficient
privileges. Select the desired time scale from the pop-up menu above the chart. Move your cursor
over specific data points for more information.
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Computer Vulnerability Status

The Computer Vulnerability Status pie chart groups computers according to their most severe
vulnerability.

Computer Vulnerability Status (21 [Export to 5]
79 Computers Total

If a computer has a Critical vulnerability, it will be considered to have critical status, regardless of
other vulnerabilities it might possess. If a computer has no critical vulnerabilities, but has an
Important vulnerability, it will be considered to have important status, etc., providing a general
sense of how your network is doing. Initially, the vulnerability pie will be mostly red (critical), and
as you continue to use BigFix, it will become green (no vulnerabilities). Hover your cursor over
each pie slice to see the actual number of computers with each vulnerability state, and the
percentage of network computers they represent.

Issues Remediated

The Issues Remediated graph counts the number of computers that have returned Fixed in
response to an action. The time segment for an action is pegged to its start time, not its
completion time (which may occur in a subsequent time segment). This graph gives you a good
picture of remediation rollouts across your enterprise as BigFix finds and fixes vulnerabilities.

Issues Remediated 123 [Export to C5v]

Auto-Fit Data v

S HMM i

TEES09 209 LLF1FI09 1712710 3910 S/S/10 E430/10

B unclassified Low Moderate | Important [J] Critical

This is a historical graph. Select a time scale from the pop-up menu above the chart. This graph
displays colored bars representing the severity of remediated issues, and lets you highlight data
with your cursor.
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Overall Statistics

The Overall statistics table displays important facts about your network:

Crverall Statistics

Total Murmber Of Computers: 79 Relevant Fixlets Per Computer (average): 16277

Total Murnber Of Fixlets: 29756 Total Murnber Of Fixlet Sites: 43

Total Murnber Of Tasks: a7az Total Number OF Analyses: 237

Total Murmber Of Actions: Q80 Mean Time To Remediate: Mo information,

° Total Number of Computers: the current number of BigFix Clients.

(] Relevant Fixlets per Computer: the average number of relevant Fixlets per computer,
or the total number of relevant issues divided by the total number of computers.

° Total Number of Fixlets: the current number of Fixlets that exist on the BigFix system.
Note that if Web Reports is looking across multiple databases in the network, the
number of Fixlets will be the union of all the Fixlets in all the databases.

° Total Number of Fixlet Sites: the total number of sites to which the BigFix system is
currently subscribed.

(] Total Number of Tasks: the current total of relevant tasks on your BigFix network.

(] Total Number of Analyses: the current total of Analyses that exist on the BigFix
system.

(] Total Number of Actions: the current total of actions issued so far by the BigFix
system.

(] Mean Time to Remediate: the average time it took for every relevant issue to become
non-relevant on all computers. Note that issues may become non-relevant by methods
other than actions. For example, users can manually update their computers, making
those relevant issues no longer relevant.

Top 10 Critical/Important Issues Detected

The Top 10 Critical/Important Issues Detected report displays Fixlet messages that are
currently affecting the largest number of computers on the network.

Top 10 Critical / Important Issues Detected
Name Source Allected Paich
s { Computers Completion
1 1sipen dil May Causa Handle Important 10 0.00%
2 lignl Now Availabie! (Ve Important 2 52.94%
3 Vulnarability in Microsoft MFC Could Allow R ndows XPr2003 (x64) (v2. ra-released important 8 0.00%
Critical 5 0,00%
FSP2  Critical 5 0.00%
Critical S 0.00%
Important 5 0.00%
Critical 4 0.00%
Critical 4 0.00%
Critical 4 0.00%
Show Progress of Top 10 Crilical / important Issues
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There are four columns in this list:

(] The Name column lists the name of the Fixlet message.
° The Source Severity column lists the severity of each common Fixlet.

° The Affected Computers column displays the number of computers that currently
have the Fixlet relevant. The Fixlet list is sorted by the Affected Computers count.

(] The Patch Completion column is the percentage of fixed computers out of the total
number of computers that have ever been affected by the listed Fixlet.

Beneath the list of the top 10 most common issues, the Show Progress of Top 10
Critical/lmportant Issues link brings up a progress report that you can view in Explore Data.

Computer Properties List

This popular report provides you with a list of certain properties of your BigFix Client computers.
Like many of the listed reports, this is derived from Explore Data, with specific filters and charts.
These exist for your convenience, but you can also recreate them yourself with just a few mouse-
clicks.

Computer Properties List* Exgork § Drinlahls ar Jaua Paprt As '
=] Filter ova Fikar Lod Fits A
Ricauis match | @l =Heandtions ‘
Camputar =] | o '
[2] Charts Aol r
[=] Canpubars i
Edit Codiinie = I
Comgeier Hame = BIS P 5 Free Space  Fid Toded Size of S5 Woh Browssr
o hatPe- M _tpkar fo 310 M2 ARM version 4 i Mode 6105 21616 £S5 ME 57 B 197 e Rpor: e G0
QARITT]-1 snfEe F0 ML PP _G0He A% 1 bl ) =1 -] sl ] Tt wrat ™
EA] 1 Zfifis 00 M2 Porwar_POWERS AlKE2 21 M8 1024 MB &1 B arat C
R LS00 MHr PowerPC_POMWERD A1 =M 12 Me 24 MB Tt erat ™
: ko> TF00 MHT e Weir200E 5.2 3700 IEI0E2 ME | 16384 ME 1420035 WE oo, enes: 7L
QEEE=-ENTFELA maizzna 240 W Ko WIn2I03 5.2.3790 F00 W 230 M gL Me [EFPLORESENE 5.0
i 3 Zhifas 2400 bHr Cosa I Lris Carn0s & B (26 0808 30 ME 255 ME el ] it -
pacenimsEsEE-l nfas 400 MHz Covm 2 Uns CemiS 45 (ZAS9E FTIIME  TGME | T4EME
i efifis 2400 MHz Cosa T Linis Cern0S 54 (26 1815, 5437 MB SL2 ME s800 MB
nacentmHaBi-1 anfac 2400 WHr Coee 2 U= (eS0T 4 (ZA 1814, 4173 W8 230 M Talame

+ .wxwm‘l, métgfﬂ-—‘-g .

Select Computer Properties List from the Report List. As usual, you can select a filter to reduce
the size of the list. The headers refer to important computer properties, such as the BIOS date,
the CPU type, free hard drive space, the operating system, memory and user name. These
properties are standard for out-of-the-box BigFix clients. However, from the Console, you can
create new computer properties using relevance expressions, and they will also be available
here.
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Open Vulnerabilities List

This report displays Fixlets that are currently relevant. You can also filter this report to only view
Fixlets that have at least one applicable computer.

Open Vulnerabilities List® Eaper 1 Prrtable Yersiar Save mm'-’
[ FHer
[#] Charts
[=] Candard
Edit Codumie =« I -
Progrmss Hame Sitename =+ Apphcsble Deploged Acton Co
| % BES Support z 0
[ = BES Sugpaort i [1}
B BES Suppar 1 2
I e . BES Sugpont i q L
S 4 B P Bighte Pl 1 0 ’
| [ baarl_hea's Operanor Ste (gabes) 1 [i]
| % kerl_e'y Dperator Ste (gates) 79 0 )
| o bl s Opdrator St (gaes) 0 [i}
| O kerl_fe's Cperator Site (ostes) 73 o ,
= pivalaboial [Varsior Masar ACUOn Sia fgabes) 2 o .
| P Wazter Scton SR (qahe) = 3 ?
| [ i Master Acton Sha joabes) el 5
| o Marter Acton The igabes) ) 3 [
| [ Maar ACtion Sia jgabes) = 5
| P Master Acton She igabes) = 0
| [nY o vk Maser Acton Sia febes) B4 3
= 16% | Uipcisher SUSE BES Clent: b sisbled [ Masier Achon SRe igabes) 3 o
| o e - Soripbi - WS O Master Action Sha fgabes) 5 i
- SHp% | best best nobeg i Flasier Acion SRs e ] o

Select Open Vulnerabilities List from Report Lists. The first column provides a quick visual
representation of the progress of each vulnerability. In addition, there is the name, site applicable
computer count and deployed action count to round out the report. This report is useful to help
you keep tabs on those issues that can expose your network to potential trouble.

Other Reports

There a several other reports included with the out-of-the-box version of Web Reports:

° Action List

(] Analysis List

(] Operating System Distribution
(] Operator List

(] OS Vulnerability Summary (This report, along with a few other built in reports and
some customer-created reports, is loaded in the 7.2 Computer Properties Report
format. Reports in this format can be viewed, but new ones in this format cannot be
created.)

° Progress of 10 Fixlets From Recent Actions (This report is special because it
generates a filter on the fly to list only the 10 Fixlets with the most recent actions in the
deployment.)
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° Progress of 10 Fixlets Recently Relevant (Similar to the above, this report generates a
filter on the fly.)

° Vulnerabilities by Console Operators (This report is in the 7.2 format.)
° Vulnerabilities by OS (This report is in the 7.2 format.)

° Vulnerability Trends Over Time (This is a special historical report, and can't be
filtered.)

° Average Vulnerability Trends Over Time (This is a special historical report, and can't
be filtered.)

These reports are easy to examine by simply clicking on them from the Report List. Many can be
further customized by using filters, adding charts and editing the columns.
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Part Five

Administration

This section of the program lets you manage Activities, Filters, Addresses, Users and Databases.
In this part of the Guide, we will explore these functions.

Scheduled Activities

The Schedule section allows you to run reports at a given time or when certain conditions are
met. The report results can then be emailed to you or archived for later viewing. This allows you,
for instance, to receive automatic updates of critical Fixletsvia email, or to regularly back up audit
reports.

b Web Reports e

= Preferences :: Logou
Explore Data = Report List
Scheduled Activibes | Fiftter Management | Address Book | User Management | Database Settings | Errors

d ad A& ctiviti
Gz
Edit || Enable || Disable = Oeleta

Selact: All, Mone

Harms - ID Creator Type Options Start Time Expire Time Mext Time Period
o Computer Properties List 1 Joe Biough  Stored report  Ermal F/18{2010 7:14 PM  Maone 7/20/2010 FATPM 1 day
Vulnarabity Trends Over Tme 2 Joa Blough  Stored report  Email TIH0[2010 3:57 PM | Nana FATI2010 3:58 PM | T days

When you open this page, a list of your currently scheduled reports is opened. Click on Create
Scheduled Activity to add to the list.

Below the create link are some buttons. These are grayed out until you select one or more

activities in the list below. The buttons include:

(] Edit: Allows you to edit the properties of the Scheduled Activity.

(] Enable: Allows the selected Activity to perform on schedule. Used to reactivate an
Activity that you have previously disabled.

(] Disable: Prevents the activity from running until enabled again. This allows you to
preserve the functionality of an Activity without actually running it.

(] Delete: Deletes the selected (checked) activities.

You can select the items in the list by individually clicking them. You can also use the links at the
top of the list to Select All or None.

The list has several columns, including:
o Name: The name of the Activity, named after the underlying report.

o ID: Anincremental number assigned to each Activity when it is created.
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Creator: The name of the Activity author.

e Type: The type is either a report or an alert.

e Options: Describes the Action, either Email, Archive or Custom.

e Start Time: The starting time of the Activity, which is typically when you created it.

e Expire Time: The ending time of the Activity, if you set one. Otherwise, it is open-ended

and this columun displays None.

¢ Next Time: The time when the Activity will next be run, unless the Activity has been

disabled.

e Period: The time period between scheduled Activities. This can be anywhere from one

minute to two years.

Creating Scheduled Activities

A scheduled activity creates a report or an alert on a specified schedule. The interface has four
sections, specifying the time range, the activity report, the activity trigger for the schedule,

and the activity actions that should be taken.

To schedule an Activity, follow these steps:

1. Click Administration > Scheduled Activities, and then click the Create scheduled Activity

link.

2. From the requested Creation page, select a time range for the scheduled activity.

Start time: |Jul [v]20[=|2010[~|at 18[~]
Expire time] —  |v |~ [=|—

|Z|at -

2133

]
L]

This setting defines the window during which the schedule remains in effect. It consists of a
Start time and an Expire time. The default start time is now. If you do not select an
Expiration time, the activity stays open-ended.

3. Inthe Activity Report box:

Activity Report:

Type:
Report |E| Action List

Format: @HTML

CSv

a. Select areport type: Report or Alert. A report produces a detailed graphic/tabular

output and an alert typically sends a report as an email.

b. Select a stored report from the pull-down menu. The menu includes all public and
private reports to which you have access.
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c. Select either HTML or CSV format for your report. The PDF format will also be

available if PDF generation has been enabled in Web Reports.

4. Inthe Activity Triggers box:
Activity Triggers:
@ Generate report every: 1 Days |Z|
Generate report on every refresh (currently every 15 seconds)
Generate report once
Match Relevance conditions
[ Test]
Generate report when relevance is true
Generate report when relevance becomes true
Generate report when answer changes
¥|Send email/store archive only when report has changed

Include trigger information

a. Generate: Select how often to generate the report: during a specified interval, after
every data refresh, or once.

b. Match Relevance conditions: Enter any relevance conditions necessary for the
report to run.
Select whether to email or archive the report only when it has changed.

d. Check the box labeled Include trigger information to embed the trigger criteria in
the report itself.
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5. In the Activity Actions box:

Activity Actions:
Ermail | Ed# |

Ta

L]

From
Subject

Taxi

Include report outpu
Include limk to curment report
Include link to archive report

Archiva

Lirmit the number of archres stoned

Only keep archwes for
Lirnit archives to B

Onhy keep entrigs

Customized Executable

Executable: BESI

Arguments

Sulbmit| Cancel

a. Select to whom you wish to email the report. Write a subject line and some
accompanying text. Check the boxes to include the output of the report, a link to the
report or a link to the archive.

b. Select whether or not to Archive the report. You can limit the number of Archives,
and you can limit each Archive by time, disk space or number of entries.

c. You can specify a custom executable that will be triggered when the Activity runs.
Custom executables must reside in the correct directory (as specified in the registry).
The default directory is:

C:\Program Files\BigFix Enterprise\BES Server\BESReportsData\CustomExe.
The executable runs as the Web Reports service's user through the shell. It runs in
the background, without a user interface. Select an executable from the pull-down
menu. There are some reserved words that can pass variable information to the
executable:
<activityname>: passes the scheduled Activity name.
<reportfile>: passes the generated report file.
<activitycreator>: passes the name of the Activity creator.

6. Click Submit.

You have now scheduled an Activity. It will show up in the Schedule Activity list, named after the
report you chose to schedule.

User's Guide 41 Copyright © 2010 BigFix, Inc.



BigFix® Web Reports

Filter Management

Filters are used to customize reports, allowing you to highlight any particular subset of the
database. You can save your custom filters, allowing you to reuse them in other reports. You can
then view, delete and change the Private/Public status of your custom filters from this interface.

Click the Filter Management option from the Administration tab. You will see a list of the
existing filters, allowing you to modify any of them. All administrators—not just the creator of the
filter—have the ability to edit, delete, or change the visibility of any filter in this list.

b Web Reports

Explore Data | ReportList [F.UlliE =il

Scheduled Activities | Filter Management | Address Book | User Manag

| || || | Search Filters
Select: All, None
Name Creator Last Modified Visibility
[ | Athlon CPUs Joe Blough = Tuesday, July 20, 2010 9:06:00 PM  Private
[ | nonathlon Joe Blough =~ Tuesday, July 20, 2010 8:40:46 PM | Private
[ = smalldownload = Joe Blough ~ Tuesday, July 20, 2010 9:05:02 PM | Private
[ | windows Joe Blough =~ Tuesday, May 11, 2010 2:02:36 PM | Public

Click the checkboxes in front of a filter to use the Delete, Make Public or Make Private buttons.
You can also specify a search string to narrow down the list of filters.

WARNING! If you delete a filter that is a part of an existing report, you may change the interpretation of that report and
generate a larger than expected listing.

Address Book

The Address Book section allows you to configure the email server settings, and to edit your list
of email addresses.

Click the Address Book option from the Administration tab to manage your address book.

If you haven't yet configured your email settings, a warning box appears, allowing you to identify
the outgoing email server.
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Search Computers yel

:: Preferences :: Logout
Administration

b Web Reports

Explore Data | Report List

ersion: 8.0.379.0

| Scheduled Activities | Filter Management | Address Book | User Management |

Web reports will be unable to send email until an outgoing email server is sgt. Set the outgoing
email server.

Address Book

Add contact - Email server settings

Select: All, Mone
Name ~ Email

Mo records found. L\\»

4 11 ]

At any time, you can return to the settings screen by clicking the Email server settings link

above the address book. Only a Web Reports administrator can edit email settings. There are two
buttons on this page:

b Web Reports : o

:: Preferences :: Logout
Explore Data | ReportList [LUIGILGIE =R

ersion: 8
| Scheduled Activities | Filter Management | Address Book | User Managemel

Address Book >> Email Server Settings

Email SMTP server: smtp-senfer roadrunner.co

(] Save: Saves the email settings.

(] Test: Lets you verify the email server settings by sending a test message.

After you save the server address, you are returned to the Address Book.To add a new contact to
the book:

Click Add Contact. From the pop-up dialog, enter the name and email address.
Click the Add button to store the contact information.

This page also allows you to delete addresses: check the box next to the name and click the
Delete button.

You have now set up your Address Book, which you can use to send scheduled activities to
anyone on your list.
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User Management

The User Management page allows you to add, delete and edit the properties of your web users.
Each user may have more than one role. When you log in, your roles are ORed together and your
status is determined by the union of your permissions. If the sum of your roles doesn't grant you
Administrator status, then you won't be see the User Management section. If you have
Administrative privileges, click the User Management option from the Administration tab.

b Web Reports

Explore Data | Report List BT e LT

Scheduled Activities | Filter Management | Address Book | USer Management |

User Management

Create user - Manage rales - Global user options LﬂL

Select: All, None

| Login = Hame [ Assigned roles
bilb Bl Bigglesby = Morma
1B John Bigg Read-anly
joe Joe Blough Admnstrator

The User Management page lists users in a table that contains a Login, Name and Assigned
roles.

There are other links on this page:

(] Create User: Brings up the Create User page, which prompts you to provide a hame,
login, password and define any user roles. For more information, see Create User
(page 45) later in this guide.

(] Manage Roles: Allows you to define and manage the roles you wish to assign to your
users. For more information, see Manage Roles (page 45) later in this guide.

(] Global User Options: Click the link for Global User Options. This allows you set
some management parameters that are shared by all users. For more information,
see Global User Options (page 47) later in this guide.

As you create new users, they get added to the list. In front of each entry is a box that you can
check. When you do, the Assign Roles and Delete buttons become available. You can then
assign a group of users a new role or delete them to manage your list.

You can also click on the links in the Login column to edit a user. For more information, see Edit
User (page 48) later in this guide.
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Create User

This page is available from Administrator > User Management > Create User. It prompts you
to provide a name, login, password and define the user roles.

b Web Reports

Explore Data | Report List

Administration

| Scheduled Activities | Filter Management | Address Book

User Management »> Create User

Full name: MNorm Hunter
User logon name: pormH

Password: esesss

Confirm password:  sssses

Role: | Mormal E Create new role

The built-in Roles include:

Administrator: Grants top-level privileges, with the ability to create additional users, schedule
activities, and set database configurations.

Normal user: Grants ordinary privileges allowing the user to view the data, but not to create other
users or set database configurations.

Read-only: Restricts a user from editing public filters and reports.

Enter the desired infomation and click Create User.

Manage Roles

This page is available from Administration > User Management > Manage Roles. It allows you
to define and manage the roles you wish to assign to your users.

b Web Reports

Explore Data | ReportList FGLILIE T

| Scheduled Activities | Filter Management | Address BooH

User Management = Roles

Select: All, Mone
Name -~ Type # Users # Groups
[ | Administrator | Buit-in | 1 0
[T | Normal Buitin | 2 0
[ | Read-only Buitt-in 1 0
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You can delete roles by clicking in the box to the left of the role and then clicking the Delete
button. There are three built-in roles:

Administrator. Grants top-level privileges, with the ability to create additional users and set
database configurations.

Normal user. Grants ordinary privileges to view the data, but not to create other users, set
database configurations, or schedule activities..

Read-only. Restricts a user from editing public filters and reports.

You can also click the Create Role link.Here you can define your own custom role, allowing
different permissions and scopes for each role.

Create role

This page is available from Administration > User Management > Manage Roles > Create
role. It allows you to create a new roles with just the specific permissions you want to parcel out.
This role then becomes visible in the list of roles, available for you to assign it to the appropriate
users.

User Management :> Manage Roles:- Create Role

MName: Windows Admin

/| Allow editing of public filters, reports, and labels. L\\,
¥| Allow creating and saving of custom content.

9 Restrict view with a filter ) Restrict view by console user

[=] Filter

Results match all Econditions.

Computer E 0s contains |Z| win

Create role

A role requires a hame, and then there are some check boxes to define permissions:

Allow editing of public filters, reports, and labels. Check this box if you want this defined role
to include editing permissions on these objects.

Allow creating and saving of custom content. Check this box if this role should allow content
creation.

Restrict view with a filter. Click this button to use a filter that will constrain what this role can
view. When you click this button, a filter panel shows up allowing you to create a filter that will be
applied to computers or content to only allow subsets of the data to be view by this role.

Restrict view by console user. Click the button to select a user from a list. This allows you to
create a role just for a specific user. When you click this button, a list of Console users pops up
for you to choose a name.

The example above creates a Windows Administrator who is limited to accessing Windows
computers. Click Create Role when you have finished your definition.
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Global User Options

This page is available from Administrator > User Management > Global User Options. It

allows you to set some management parameters that are shared by all users.

User Management == Global User Options
Allow non-admin users to:
| Store public reports
| Email reports
/| Create and view scheduled activities
Y| View custom reports created by other non-admin users (Admin reports are viewable by everyone)
Y| View all filters
View background error messages

Allow users restricted by Console operators to:
| View all operators
Y| View all local analyses

Password Complexity Rule:
{6,255}
(default: {6, 255})

Password Complexity Description:
Password must be between 6 and 255 {haraclers.
(default: Password must be between 6 and 255 characters )

Save

From this interface, you can refine user rights for non-admin users and Console Operators.
Check the appropriate boxes to add and delete the specific permissions you desire. The options

include:

Allow non-admin users to:

e Create and view scheduled activities. This is on by default. If it is turned off, the non-

admin user will not be able to view the schedule of activities.

e View custom reports created by other non-admin users. This is on by default. Custom

reports created by the Admin are always viewable.

e View all filters. This is on by default. If turned off, non-administrative users will only be

able to view filters they have created themselves.

e View background error messages. This is off by default. Turn it on if you want non-

admin users to view error messages.

Allow user restricted by Console operators to:

e View all operators. This is on by default. If turned off, restricted Web Reports users will

not be able to view other operators.

e View all local analyses. This is on by default. If turned off, restricted Web Reports users
will not be able to view analyses that were created by another non-master operator.
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Password Complexity Rule:

e You can also define the Password complexity, which specifies the minimum and
maximum length of acceptable passwords. The default is to allow passwords between 6
and 256 characters. The Password complexity rule is defined using a regular
expression.

o Below the rule is the text that will be printed when a password is out of these bounds.

Click Save to record your Global options.

Edit User

When editing user accounts, different options are presented depending on whether you are
editing your own settings or someone else's. If you are not logged in as an administrator, you
cannot edit other users’ accounts. To change the parameters of a user, select the Users tab, and
then click the Login link for the desired user.

View User: Bill Bigglesby

Logon name:  billb
Full name: Bill Bigglesky
Assigned roles:MNormal

Change name
Change password

Regardless of administrative privileges, if you are editing your own settings, you can:
(] Change name. Click this link to enter a new user logon name.

(] Change password. Click this button to bring up the Change Password page. Enter
your old password, then enter your new password and confirm it.

(] Change preferences. You can only access your own personal defaults, not those of
other users. This brings up the same dialog as when you click the Preferences link at
the very top of the page.

If you are logged in as an administrator, and editing a user other than yourself, you can change
everything except the preferences.
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Database Settings

You can manage the databases from which Web Reports aggregates information. The Database
section takes care of BigFix database management. This includes adding, deleting, and editing
database connections and settings.

Click on Administration > Database Settings.

b Web Reports

Explore Data | Report List S5 TH e LT

:: Preferences :: Logout

Scheduled Activities | Filter Management | Address Book | User Management | Database Settings

Databases to include in reports:

TESTING Edit Delate Validate

Add New Database
‘Validate All Database Connections
Database Opticns

Cache Setlings
Refresh Cache [}

View Emors

Local database settings:
Lecal Database DSN LocalBESRepontingSaner

There are several links on this page:

(] Edit: Allows you to edit the settings for a selected Database (to the left of the row).
For more information, see Edit Database (page 51) later in this document.

(] Delete: Lets you delete the selected Database from the Web Reports aggregation. If
you want to ignore the database but keep the database connection information
available, you can disable the database. To disable a database, click its Edit link and
check the Disable database box.

(] Add New Database: Lets you add a new Database into the aggregation group. For
more information, see Add New Database (page 51) later in this document.

(] Validate All Database Connections: Lets you validate all of the aggregated
databases. This link attempts to connect to all the databases and spawns a small
window to monitor the progress. If a problem occurs, an error message is issued. If all
goes well, a check-mark appears along with a message indicating success.

(] Database Options: Allows you to set options for a selected database. One option
exists on this page: Disable relevance evaluation.

[“IDisable relevance evaluation.
Disabling relevance will disable Custom Reports and any Scheduled
Activities that run based on relevance.

Cancel
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It is unchecked by default. If checked, all relevance evaluation in custom reports and
in any scheduled activities will be disabled. Click Submit to set the option.

° Cache Settings: Displays information about the database cache in memory.

Refresh cache every 15 seconds.

ubmit||Cancel

|

It displays the last time the cache was written to a file on disk for each database. It
also allows you to change how often the cache is to be refreshed. Finally, it gives the
option of writing the cache to disk, and if so, how often it should be written to disk.

o Refresh Cache: Starts a full refresh of the database cache.

° View Errors: Allows you to view all recent errors that have occurred in the Web
Reports system. These errors usually occur in the background and can affect the
integrity of the data. They are usually related to connection problems or other
problems with the database. Only an administrator may clear these errors.

° Local Database Settings: Shows the local database DSN and the local BigFix
Reporting Server.
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Add New Database

This page allows you to add a new database for aggregation by Web Reports. To reach this
page, select Administration > Database Settings > Add New Database.

BigFix Support provides additional infarmation on how to configure databases for aggregation.
Database Name: Tokyo DB

Connection Type:
ClUse a default DSM-less connection.

@lse a system DSM. DSM Mame:| LocalBESReportingServer |
LocalBESReportingServer

Authentication Type:

@Use Windows Authentication. enterprise_setup s

Use Usemname and Password to login. bes EnterpriseServer

Web Reports URL
http://Testing:80/webreports

Cancel

Database Name:
Enter a descriptive name for this new database.
Connection Type:
e From here you can select DSN and then select the database from the DSN name.
e Or choose a DSN-less connection, in which case you must supply an IP address.
Authentication Type:

You can choose between Windows Authentication or Username/Password login. As
discussed elsewhere in this document, Windows Authentication is more secure.

Web Reports URL.:
e Here you can change the Web Reports URL, which points to the current Web Reports
Server. This URL is attached to the database and is used by the BigFix Console when

you Launch Web Reports.

e You can Disable the database, keeping it in the list but out of the way.
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Edit Database

Edit: Allows you to edit the settings for a selected Database (to the left of the row). Brings up the
Edit Database page.

Database Name: TESTING
Connection Type:
DUse a default DSN-less connection.

@ Use a system DSN. DSN Name: bes_bfenterprise
LocalBESReportingServer

Authentication Type: bes bfenterprise,

®Use Windows Authentication. enterprise_setu

CUse Username and Password to login. bes_EnterpriseServer

Web Reports URL 171
http:/Testing:80/webreports
[CIDisable database

Cancel

Connection Type:
e From here you can select DSN and then select the database from the DSN name.
e Or choose a DSN-less connection, in which case you must supply an IP address.
Authentication Type:

You can choose between Windows Authentication or Username/Password login. As
discussed elsewhere in this document, Windows Authentication is more secure.

Web Reports URL.:

e Here you can change the Web Reports URL, which points to the current Web Reports
Server. This URL is attached to the database and is used by the BigFix Console when
you Launch Web Reports.

¢ Finally, you can Disable the database, keeping it in the list but out of the way.

Errors

This page is available by selecting Administration > Errors. It shows any current errors based
on the last action taken.
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Part Six

Resources

This section presents tasks unlikely to be needed by the typical user, but which may be of use to
advanced users with specific customization needs.

Understanding the Web Report File

Web Reports has a general report format using an XML wrapper. It can show reports from
content sites and new reports can be added, edited or removed through content.

The report file must either have the extension ".beswrpt" or “.webreport”’, and is written out in
XML. It has the form:

<BESWebReport>
<Name>Report Title</Name>
<Type>[TemplateReport] | [CustomReport] | [ExternalReport]</Type>
<URLParameters>paraml=valuel &amp; param2=value2</URLParameters>
<Data>Custom data or external URL</Data>
<SourcePage>Source Page in Web Reports</SourcePage>

</BESWebReport>

The .beswrpt file can also contain multiple reports in one xml file:

<BESWebReports>
<BESWebReport>

</BESWebReport>

<BESWebReport>

</BESWebReport>

</BESWebReports>

User's Guide 53 Copyright © 2010 BigFix, Inc.



BigFix® Web Reports

Most of the tags are self-explanatory. The Name tag provides the title of the report.
URLParameters and Data will depend on the Type tag. The type tag can be one of three strings

e TemplateReport
e CustomReport
e ExternalReport

These strings are case-sensitive.

Creating a Custom Report

This page lets you create a custom report. A report like this is actually code that generates a
printable report. It typically consists of HTML with embedded Relevance commands. You can
choose to make this report public or private. For more information on creating a custom Blank
Report, see the Advanced Topics section at the end of this guide.

To create a custom report:
1. Select Explore Data > Custom.

b Web Reports ———re

LR B ReportList | Administration |

Computers | Content | Actions | Operators | Unmanaged Assets PGGStiom |

Save Report

—

[=] Filtar Siave Filter - Load Filter - Clear
Rasults match all |= |-I:UI1'.‘|I|IIJI'I$

Computer  |=|

Hide Source

2. Asusual, there is a Filter box. Set it to apply to just the subset of data you want your custom
report to concentrate on.

3. Fillin the text box as discussed in the following section Web Report XML.
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4. When you like what you see, click the Save Report button to add your custom report to the
list.

Once in the list you can change its visibility, label it and schedule it, as with any other report. The
following section goes into greater depth about creating a custom Web Report using XML.

Web Reports XML

A custom report is made of HTML, Relevance, and JavaScript, embedded in an XML file. The
Data tag contains the full report and you can include an optional parameters tag. The specific set
of parameters available is beyond the scope of this Guide. For more information, see the BigFix
support site.

A custom web report might look like this:

<BESWebReport>
<Name>Example Custom Report</Name>
<Type>CustomReport</Type>
<Data>
<! [CDATA[
<div>Computer Names</div>
<?Relevance names of bes computers?>
11>
</Data>
<SourcePage>ExploreComputers</SourcePage>

</BESWebReport>

This report will list the names of your BigFix computers. The Data tag contains the full report
request using the character data (CDATA) block. The XML parser does not attempt to interpret a
CDATA block as markup, so you do not have to escape your included HTML or JavaScript.

An optional URLParameters tag can contain extra information for Web Reports to use, such as
filters.

Creating a Portable Report for Propagation

As you Explore Data, you can save off a report at any point. In general, if you want to share the
report with other users, you can simply set its visibility to Public in the Report List.

However, there is an advanced technigue that can be used if you are a site creator. You may
notice that an abbreviated description of your report appears as a part of the URL, as seen in the
address bar of the browser. That, however, is a compressed version designed to stay within the
2048 character limit in Internet Explorer, and is not portable. In order to make a portable report,
follow these steps:
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1. Click the Explore Data tab at the top of the Web Reports screen.

2. Configure the desired columns to display as well as any filters you wish to apply.
3. Click the Save Report button.

4. Open up a JavaScript debugger, such as Firebug for Firefox.

5. In the console area of the debugger, enter the command WR.PrintReportXML().

"
# W[ Console~ | HTML €55 Script DOM  Net =] 5]
| Clear Persist  Profile WE.PrintReporeiML ()|

+ GET hitp:/ /testing /json /unshortentext?shortT connec...5516444 (line T)
+ GET hitp:ftesting/json /unshortentext?shortT connec..5516444 (line T)
>>> WR.FrintReportMHL(]
+ GET hitp:/ [testing fjson/generatereportemiPR connec. 5516444 (line T)
<Yl version="1.0" encoding="UTF-B"7»
<BESHebRaporcs
“HamerCustond </ Name>r
<hescriptions</Dagcripcions
<TyparfustomleporE</Typar
<Scurce></Source>
<Datarsle; BESWebReportagt,
ilo;Hameigr;Eloshlege; Joe's Worldiéls;/bhlégo;iéls; /Hameigt;
slr:Typasgr:CustceRaportale  /TYPREgT/

slr;Dacasge;
Elty! ([CDRTR(
sle; "Releavance names of bes compuCeralagr)
&lt; S pegt;elt; fphgts
11&ge:
ilet; /Datakgt; I

&lt; /BESHebReaportegt; </ Data>
“URLFaramacararffiluacManager=vyTEYI2filcacNamahii%3a

V2RI 2o il cmr TIAZ 28302 2822V 7d /URLParameters>
<Sourcafage>CuscomBaporc/Sourcafagas

< /BESWebReport™>

This example uses Firebug. WR.PrintReportXML is an embedded JavaScript that prints
out a portable XML version of the current report.
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It may look like this code sample:

<?xml version="1.0" encoding="UTF-8"?>
<BESWebReport>
<Name>Example Report</Name>
<Type>TemplateReport</Type>
<Data></Data>
<URLParameters>#wr computerTable=%22sort$3DR-Computer%2520
Name%26dir$3Ddesc%26startIndex%3D0%26
results%$3D50%26c%3DR-Computers2520Name$26c$3DR-IP%2520
Address%26c%3DR-0S%26c%$3DR-CPU%26Cc%$3DR-Last%2520
Report%$2520Time%22</URLParameters>
<SourcePage>ExploreComputers</SourcePage>

</BESWebReport>

6. Copy this XML to a text editor and save it with the extension beswrpt.
You have now created a portable report that you can easily propagate in any content site or

import into the Report List page. Note that the report is contained in the URLParameters tag. This
listing shows line feeds for readability, but the actual XML will have an uninterrupted line of text.
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Exporting Web Reports as PDF Documents

Web Reports 7.1 and later has the ability to generate PDF format documents for printing or
emailing. PDFs can be sent by setting the PDF format option when creating or editing a
scheduled activity, or by simply exporting the report as a PDF document.

Automatic Installation

There are two Tasks in the BES Console that are designed to help you get started. Select the
Task tab and search for the following Task IDs:

L] Task ID: 602: BES Web Reports: Enable PDF Reports - Part 1 of 2
L] Task ID: 603: BES Web Reports: Enable PDF Reports - Part 2 of 2

Execute the Actions in these Tasks to automatically install the PDF generator.
Manual Installation

You may also install the PDF functionality manually on the server hosting the
BESWebReportsServer service. Here’s how:

1. |Install Internet Explorer 7 or greater, if it is not already installed.

2. Install Flash Player for Internet Explorer (32-bit version, even on an x64 machine).

3. Add your Web Reports host to Internet Explorer's trusted sites list for the system account.
4

In the registry:

a. Add a key to HKEY_USERS\[User account running Web Reports
service]\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains with the fully qualified domain nhame of your Web Reports
host. For example, if you access Web Reports at http://bes.example.com and run Web
Reports under the SYSTEM account, you would add the key HKEY_USERS\S-1-5-
18\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains\bes.example.com.

b. Add a REG_DWORD value (under the key you just added) named http and set it to 2.
c. Add a REG_DWORD value (under the key you just added) named https and set it to 2.

5. Add a PostScript file printer named BES Web Reports Printer that prints to the port
C:\Program Files\BigFix Enterprise\BES Server\BESReportsData\ArchiveData\ _pdfiout.ps.

6. Install the 32-bit (x86) version of GhostScript (version 8.60) from the site:
http://pages.cs.wisc.edu/~ghost/doc/GPL/gpl860.htm.

7. Append the following strings to the end of your PATH variable under "System variables"
(Right-click on My Computer, Properties, Advanced, Environment Variables).

8. For 32-bit versions of Windows:

e C:\Program Files\gs\gs8.60\bin;

e C:\Program Files\gs\gs8.60\lib;
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9. For 64-bit versions of Windows:
e C:\Program Files (x86)\gs\gs8.60\bin;

e C:\Program Files (x86)\gs\gs8.60\lib;

10. Create the following registry string values (REG_SZ) in the
HKLM\Software\BigFix\Enterprise Server\BESReports registry key.

e PDFEnable: 1
e PDFPrinterName: BES Web Reports Printer
e PDFPostScriptPath:

e For 32-bit versions of Windows:
C:\Program Files\BigFix Enterprise\BES Server\BESReportsData\ArchiveData\__pdf\
out.ps

e For 64-bit versions of Windows:
C:\Program Files (x86)\BigFix Enterprise\BES Server\BESReportsData\ArchiveData\
__pdfiout.ps

11. Restart Windows (this is necessary to ensure that the PATH variable changes are picked up).
Registry Settings
All settings are REG_SZ values in HKLM\Software\BigFix\Enterprise Server\BESReports:

Setup
PDFEnable (Set to "1" to enable PDF generation)

e PDFPostScriptPath

e PDFPrinterName

Logging
e PDFLogPath

Default Header and Footer
e PDFDefaultHeader

e PDFDefaultFooter

Using an unprivileged user to render the report and generate the PDF
e PDFUseUnprivileged (Set to "1" to use the account specified by the values below)

UnprivilegedUsername
UnprivilegedDomain
UnprivilegedPassword
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Timeout Settings
PDFReportTimeout (in minutes, default 60)

PDFPrintTimeout (in minutes, default 60)

Internet Explorer post-rendering pause

PDFPause (in seconds, default 10, gives Flash components time to initialize before

printing

Header / Footer Print Codes

When printing a PDF file, you can specify header and footer information in the Page Setup dialog.

Page Setup

Paper
Size:

et J
Source:

| Automatically Select -

Headers and Footers
Header

&wbhPage &p of &P
Footer
&udhéd

Crientation Margins (inches)
@) Portrait Left: 0.75

() Landscape Top: 0.75

0.

” Cancel ]

h

The codes used in the Header and Footer fields of this dialog allow you to add information about

the title, URL, date and more.
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The list of possible codes includes the following:

&wW Window title

&u Page address (URL)

&d Date in short format specified by Regional Settings in Control
Panel

&D Date in long format specified by Regional Settings in Control
Panel

&t Time in the format specified by Regional Settings in Control
Panel

&T Time in 24-hour format

&p Current page number

&P Total number of pages

&& A single ampersand (&)

&b Separates preceding and following text into different sections.
Example: left &b center &b right

text Custom text (can be used in combination with printing codes)

Troubleshooting PDF Generation

If you are having trouble generating PDF files, try the following procedures:

1. Enable logging by setting HKLM\Software\BigFix\Enterprise
ServenBESReports\PDFLogPath [REG_SZ] to "C:\webreportspdf.log". Note that this is
unnecessary in 7.1, because logging goes to the debug log.

Verify that the server machine has been restarted after performing the installation.

3. Verify that the registry values under the HKLM\Software\BigFix\Enterprise

Serven\BESReports key are correct:
e PDFEnable: 1

e PDFPostScriptPath should be equal to the port of the printer added during the
installation.

e PDFPrinterName should be equal to the name of the printer added during the installation.

If charts do not appear in the generated PDF, ensure that Internet Explorer, running under the
SYSTEM account on the Web Reports server box, has the correct security settings to render
Web Reports pages. Using the "at" or the "schtasks" command, bring up Internet Explorer.

Navigate to the Web Reports Overview page and verify that the charts show up. If not, you need
to change your security settings to allow ActiveX plugins and JavaScript.
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HTTPS Configuration

To provide more security to Web Reports, you can use HTTPS. First, you need to request a
Secure Socket Layer (SSL) certificate from a vendor such as Verisign, and then you need to set a
registry key with the location.

To register a certificate, you need a valid configuration file. It should look like this example:

[ req ]

default bits = 1024

default keyfile = keyfile.pem
distinguished name = req distinguished name
attributes = reg attributes

prompt = no

output password = mypasswrd

[ req distinguished name ]

C = USs

ST = California
L = City

O = BigCo

OU = Development

CN = Common

emailAddress = janedoe@bigco.com

[ req attributes ]

challengePassword = bigcopasswrd

To use HTTPS:

1. Install Open SSL.

2. Save your configuration file as something like mynewconfig.conf, and issue your certificate
request. This will also generate a private key (in the file named keyfile.pem). Use this
command:

openssl req - new -config "c:\mynewconfig.conf" > cert.csr

3. Remove the password from your private key file:

openssl rsa -in keyfile.pem -out nopwdkey.pem

4. Create a certificate file:

openssl x509 -in cert.csr -out cert.pem -req -signkey nopwdkey.pem -days 365
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5. Open up nopwdkey.pem in a text viewer, copy the contents, and paste them below the
certificate in cert.pem.

6. Save thisfile; it is your SSL certificate.

Next, you need to store the path for this file in the registry and add or modify three sub-keys: one
for the HTTPS flag, one for the location of the SSL certificate, and one for the HTTPS port
number.

1. Run Regedit and find the HKey Local Machine\Software\BigFix\Enterprise
Client\Settings\Client key.

2. Create a new sub-key of “Client” called _WebReports HTTPServer_UseSSLFlag. If the key
already exists, do not create a second one.

3. Create a new string value (reg_sz) for the key _WebReports HTTPServer_UseSSLFlag
called “value” and set it to 1 to enable HTTPS.

4. Create a new sub-key of “Client” called _WebReports HTTPServer_SSL CertificateFilePath.
If the key already exists, do not create a second one.

5. Create a new string value (reg_sz) for the key
_WebReports_ HTTPServer_SSLCertificateFilePath called “value” and set it to the full path
name of the SSL certificate (cert.perm).

6. Create a new sub-key of “Client” called _WebReportsHTTPServer_PortNumber. If the key
already exists, do not create a second one.

7. Create a new string value (reg_sz) for the key _WebReportsHTTPServer_PortNumber called
“value” and set it to the port number you would like to use (typically 443).

Restart the BESWebReports service.

Edit any entries in the AGGREGATEDBY table in the bfenterprise database to reference the
Web Reports URL using the https:// prefix instead of http://.

The SSL certificate should be in standard OpenSSL PKCS7 (.pem) file format. If the certificate
meets all of the trust requirements of the connecting browser, then the browser will connect
without any intervention. If the certificate does not meet the trust requirements of the browser,
then you will be prompted with a dialog asking if it is OK to proceed with the connection, and
giving you access to information about the certificate.

Typically, a trusted certificate is one that is signed by a trusted authority (e.g. Verisign), contains
the correct host name, and is not expired. The .pem file is your SSL certificate, which you must
obtain through your favorite CA. If you do not require authentication back to a trusted root, you
can also generate a self-signed certificate using OpenSSL utilities.
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Logging Web Reports

Setting up a log file can help you should you need to debug your installation of Web Reports. The
name of the log file is stored in the registry.

To specify the file location:

1. Run Regedit and find the HKey Local Machine\Software\BigFix\Enterprise
Server\BESReports key (on a 64-bit machine, you may need to dig down into the
Wow6432Node).

You will see some variables and pathnames used by Web Reports. You need to add two values
to this key: one for the logging flag, and one for the filename.

2. Create a new DWORD value named LogOn and set it to 1 to turn on logging.

3. Create a new string value named LogPath and set it to the full pathname of your desired log
file, e.g. “C: \fullpath\file.txt".

The next time you launch Web Reports, a log of the session will be saved to the specified file.

Querying Using HTTP GET

You can query and access Web Reports by using HTTP GET. Given the URL and port for the
Web Reports program, pass the desired command in your browser address line. If you are
already logged in to the program, you can access the main page with a URL:

http://bigco.com:52312/webreports?page=Main

In this example, bigco.com is your domain, 52312 is the default BES port, and page=Main
describes the part of the program you wish to access. If you have not yet logged in, you can pass
your Username and Password on the same line:

http://bigco.com:52312/webreports?Username=myName &Password=myPassword&page=Main
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Querying Using SOAP

You can also access Web Reports using SOAP. Most client libraries require the location of a Web
Services Description Language (WSDL) file and method name and parameters to pass into the
method. The WSDL file describes the network endpoints required to query the BigFix Database
through Web Reports. The WSDL can be accessed from the Web Reports server,
http://wr.example.com/webreports?wsdl.

Alternatively, you can find a sample file, relevance.wsdl, in the BigFix installation directory. This
WSDL file defines relevanceExpr, which allows you to evaluate a relevance expression. If you
installed BigFix to a folder named BigFix Enterprise, you would find the file in this directory:

BigFix Enterprise\BES Server\BESReportsServer\wwwroot\soap

The Registry contains the actual location for your particular installation:
HKLM\SOFTWARE\BigFix\Enterprise Server\BESReports\Paths

This registry key has a string value named wsdl that contains the pathname for the WSDL file.
The request includes a tag labeled relevanceExpr that contains the relevance expression

number of BES computers. This is one of the operations defined in the WSDL file.
Some of the available methods include:

GetRelevanceResult ( String relevanceExpression, String username, String
password )

StoreSharedVariable ( dashID, variableName, variableValue, [success/failure
callback], [database id] )

DeleteSharedVariable ( dashID, variableName, [success/failure callback],
[database id] )
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PERL

PERL code using the SOAP::Lite module that takes three arguments, Web Reports username,
password, and relevance expression and prints the results of the call.

use SOAP::Lite;

#arguments: [hostname] [username] [password] [relevance expression]

#hostname only, e.g. 'example.com' rather than 'http://example.com/webreports'
my Shost = $ARGVI[O0];

my Susername = SOAP::Data->name ('username' => S$SARGVI[1] );

my S$password = SOAP::Data->name ('password' => S$SARGVI[2] );

my S$expr = SOAP::Data->name ('relevanceExpr' => $SARGV[3] );

my S$service = SOAP::Lite -> uri( 'http://' . Shost . '/webreports?wsdl' )
-> proxy( Shost );

my Sresult = $service -> GetRelevanceResult ( $expr, S$username, Spassword );

if ( Sresult->fault ) {

print "faultcode: " . S$result->faultcode . "\n";
print "faultstring: " . S$Sresult->faultstring . "\n";
}
else {
foreach my $answer ( S$Sresult->valueof( "//GetRelevanceResultResponse/a" ) )
{
print S$answer . "\n";
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Raw SOAP Request and Response Format

A SOAP request looks like:

<?xml version="1.0" encoding="UTF-8"?2>
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" >
<env:Body>

<GetRelevanceResult
xmlns="http://[webreportshostname] : [webreportsport] /webreports?wsdl">

<relevanceExpr>names of bes computers</relevanceExpr>
<username>bigfix</username>
<password>bigfix</password>
</GetRelevanceResult>
</env:Body>

</env:Envelope>

A SOAP response looks like:

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>

<GetRelevanceResultResponse
"xmlns=http:// [webreportshostname] : [webreportsport] /webreports?wsdl">

<a>Computer 1</a>
<a>Computer 2</a>
<a>Computer 3</a>
</GetRelevanceResultResponse>
</env:Body>

</env:Envelope>

Sample relevance expressions are available at the BigFix web site (www.bigfix.com). You can
also consult your BigFix representative for more information.
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Session Inspectors

BigFix Console and BigFix Web Reports both depend on an in-memory session cache to provide
an efficient view of your BigFix database. Due to their distinct environments, these two programs

have some significant differences:

Does not maintain Fixlet History inspectors.

Maintains Fixlet History inspectors, however in
order to reduce the memory footprint, version 8.0
will run slower.

Current inspectors are designed to work in
the BigFix Console only.

Current inspectors do not work.

Inspectors dealing with globally visible
Fixlets are consistent across applications.

Locally visible Fixlet messages return nothing.

Works with only one BigFix Server.

Works across multiple BigFix Servers.

JavaScript Relevance calls are
instantaneous.

JavaScript Relevance calls generate an HTTP
request, which incurs a round-trip penalty to the
server.

Links to Fixlet filters, computer groups,
computers, Fixlets, tasks, and analyses
work.

Links to Fixlet filters and computer groups do not
work. Links to computers, Fixlets, tasks, and
analyses work.

For more information about these special Inspectors, see the BigFix Session Inspector Guide.
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Displaying Web Reports from Content Sites

Web Reports accepts a report format that can display reports from content sites, allowing new
reports to be added, edited, or removed by Fixlet actions or Tasks. There are three basic report
types: External, Template and Custom (discussed elsewhere in this document — see page 54).
The report file must be a valid XML file with an extension of .beswrpt or .webreport.

The Name tag corresponds to the same-named columns in Report listings.
The contents and the existence of the URLParameters and Data tags depend on the Type tag.
The Type tag can be one of three case-sensitive strings: TemplateReport, CustomReport, or

ExternalReport.

The .beswrpt file can also contain multiple reports in a single XML file:

<BESWebReports>

<BESWebReport>

</BESWebReport>

<BESWebReport>

</BESWebReport>

</BESWebReports>

External Reports

An External Report contains a URL pointing to another page, service or reporting engine. The
report file is a simple wrapper containing the full URL of the destination. When you import an
External Report, it appears in the Web Reports list like any other report. When you click on an
External Report, it loads the target page into the browser.

In this example, an External Report loads the BigFix home page:

<BESWebReport>
<Name>Example External Report</Name>
<Description>

BigFix Home Page

</Description>
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<Type>ExternalReport</Type>
<Category>External Report</Category>
<Source>BigFix, Inc.</Source>
<Data>

http://
</Data>

</BESWebReport>

Note:  An embedded URL is an absolute address and must start with http:// or https://

Template Reports

A Template Report is similar to an External Report, except that the base of the URL is assumed
to be the Web Reports server. These reports are essentially the same as the native Web Reports.
The information in this section is included for completeness; in general you will only need to use
Custom or External reports.

The Data tag does not exist for this report. Instead, it passes all its information in the
URLParameters tag.

For example, you might create this Issue Assessment report:

<BESWebReport>
<Name>Example Issue Assessment Report</Name>
<Description>

An example report. Runs the Issue Assessment report with specific
Fixlets, BES Support/129 and BES Support/173.

</Description>
<Type>TemplateReport</Type>
<Category>Issue Assessment</Category>
<Source>BigFix, Inc.</Source>
<URLParameters>

FixletParam=BES Support%$2fl29&amp;FixletParam=BES
Support$2£f173&amp; page=VAReport

</URLParameters>

</BESWebReport>

In XML as in HTML, you need to escape the URL Parameter.
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Global Support

BigFix offers a suite of support options to help optimize your user-experience and success with
this product. Here’s how it works:

(] First, check the BigFix website Documentation page:

° Next, search the BigFix Knowledge Base for applicable articles on your topic:

(] Then check the User Forum for discussion threads and community-based support:

If you still can’t find the answer you need, contact BigFix’'s support team for technical assistance:

(] Phone/US: 866 752-6208 (United States)
° Phone/International: 661 367-2202 (International)

(] Email: enterprisesupport@bigfix.com
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