Patch Management for SUSE Linux
Enterprise

Supported Versions

BigFix provides coverage for Novell updates on the following platforms:
® SuSE Linux Enterprise Server 9 (i386)

® SuSE Linux Enterprise Desktop 10 (i386)

® SuSE Linux Enterprise Server 10 (i386)

BigFix covers the following Novell update on these platforms:

® Novell Security Updates

Patching using Fixlet Messages

To deploy patches from the BigFix Console:

1. On the Fixlet messages tab, sort by Site. Choose the Site Patches for SUSE Linux
Enterprise.

2. Double-click on the Fixlet message you want to deploy. (In this example, the Fixlet
message is PATCH-11931 - Security update for OpenSSH - SLES9.)

The Fixlet window opens.

Fixlet: PATCH-11931 - Security update for OpenSSH - SLES9
Patches For SUSE Linux Enterprise

Description | Details | Applicable Computers | Action History

PATCH-11931 - Security update for OpenSSH - SLES9

Patches for SUSE Linux Enterprise

instead. This allows attackers to violate the intended policy and gain privileges by causing an X client to be treated as trusted. (CVE-2007-4752)

rely on SIGALRM, such as ntpdate.
Everyone should update.

Please see patch page for more detailed information.

this action to complete successfully. The "Run Download Cacher Tool - SUSE Enterprise” task can be used to facilitate this process.

+ openssh-4.1p1-11.40.i586.rpm - 53¢7649d720ecce2b404c8cc51130e621d508584
= openssh-askpass-4.1p1-11.40.i586.rpm - cdc028f52bc5a1f2d424132a199180c997333¢31

Number of Files: 2
Total File Size: 638 KB

« This update fixes a bug in ssh's cookie handling code. It does not properly handle the situation when an untrusted cookie cannot be created and uses a trusted X11 cookie

+ Additionally this update fixes a bug introduced with the last security update for openssh. When the SSH daemon wrote to stderr (for instance, to warn about the presence
of a deprecated option like PAMAuthenticationViakbdInt in its configuration file), SIGALRM was blocked for SSH sessions. This resulted in problems with processes which

Important Note: The following files must be downloaded from the SUSE site, renamed to their corresponding checksum values, and placed in the BES Server download cache for

® Click here to initiate the deployment process.

® Click here to view patch-11931.

For more information about setting options using the tabs in the Fixlet window, consult

the Console Operators Guide.
3. Select the appropriate Action link.
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Using the Download Cacher

The Download Cacher is designed to automatically download and cache SuSE packages to
facilitate deployment of Fixlet messages.

Running the Download Cacher Task

The Download Cacher tool for SuSE Linux Enterprise is a Perl executable.

1. From the Tasks tab, choose Run Download Cacher Tool - SuSE Linux Enterprise.

Fix Enterprise Console

File Edit View Tools Dashboards Wizards ‘Window Help

D All Applicable Tasks (27) Marne Category Site:
D All Tasks (92) (=) Restart Service Common Tasks BES Suppart:
= D BES Client Settings Tasks {123 () Run Dowrlaad Cacher Taal - ALX Tools Patches for ALZ
+ D BES Server/Relay Settings Tasks (13) (2 Run Download Cacher Toal - Red Hat Enterprise Tools Patches for RedHat Enterprise Linusx
D My Custom Tasks (13
D Locally Hidden Tasks {0} (2 Run Solaris ({sparc) Download Cacher Tool - Windows Tools Patches for Solaris
D Globally Hidden Tasks (0) (2 schedule BES Clienk Service: Restart Using TaskScheduler  Support BES Suppart:
D Mon-Master Operator Custom Tasks (0) (D) start Service Common Tasks BES Support
@ Skop Service Common Tasks BES Support
<

Fixlet Messages; Tasks |Baselines | Actions | Computers | Computer Groups || Analyses | Console Operators | Unmanaged Assets

The Task window opens.

o Task: Run Download Cacher Tool - SuSE Linux Enterprise
Patches For SUSE Linux Enterprise

Description | Details || Applicable Computers | Action Histary

Run Download Cacher Tool - SuSE Linux Enterprise

Patches for SUSE Linux Enterprise

This task will downlead and run the SuSE Linux Enterprise download cacher tool an the BES Server machine,

The download cacher tool is a Perl exscutable designad to autematically download and cache RFM packages on the BES Server to facilitats deployment of SUSE
Linux Enterprise Fixlet messages.

Note: If vou chooss to download all files for published SUSE Linux Enterpriss Fiklets, the tool may taks several hours to complete and the total size of the downloaded
files may be greater than 1 GB.

in the BES Client Log directory
wish to save the old log filz, pleass

ram Fikes BigFix
avinload.log

@

Enterprise’
taking of

Client'__BESData
of the actions b

this task an

Note: The actions below will launch the
downlaad cacher tool. To verify that the

mmand, The BES Client will report back "Completed” once it launches the

ith a "run" command instead of a
S Aload.log” log fils.

| has completed, verify the "SUSE

Important Note: This task will require you to enter your Novell account username and password, additionally, you may also need to enter your proxy Server usernams
and password. If you deploy the action, any action parameter you enter will be accessible in plain text on all BES Client machines. Do not deploy the actions balow unless
this is acceptable behavior, If this presents a security issue in your environment, BigFix recommends running the tool manually, Instructions for doing so can be found

Important Note The
resolve this issue. Fail

d Cacher Tool may not downlead all rpm files successfully from the Novell server, Running ths b

d t a later time can sometimes
vnloads can alse be manually downleaded, To view a summary of successful and failed downloads,

w the SUSEDownload.log.

File Size: 3.07 MB

® Click here to download files directly to the BES Server cache (no proxy).
® Click here to download files to a specified folder (no proxy).

® Click here to download files directly to the BES Server cache (proxy).

® Click here to download files to a specified folder (proxy).

® Click here for instructions on running this tool manually.

2. Select the appropriate Action link.

Running the Download Cacher Manually

The Download Cacher tool for SuSE Linux Enterprise is a Perl executable. It can be downloaded
from the Support website: http:/ /support.bigfix.com/cgi-bin/kbdirect.pl?id=363.
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To run this tool, you may wish to create a batch file with the following parameters. If you run the
tool without specifying any parameters, you will be prompted to enter the parameters at the
command line.

Sample.bat

SUSEDownloadCacher.exe novell_username novell_password cache C:\logs yes patch-
11001 1386 9 PROXY http://www.proxyserver.com:8080 proxy_user proxy_password

Usage

SUSEDownloadCacher.exe NovellUsername NovellPassword DirectoryPath/cache
[Logfile Directory] [Increase Cache] [SuSE Architecture(s)] [Patch ID(s)] [SuSE
0S Version(s)] [--no-rename] [PROXY] [Proxy URL] [Proxy Username] [Proxy
Password]

Required Parameters

NovellUsername

Your Novell Account Username (used to log into http:/ /support.novell.com/linux/psdb/)
NovellPassword

Your Novell Account Password (used to log into http:/ /support.novell.com/linux/psdb/)
DirectoryPath/cache

The full path to the folder in which you would save downloaded files. The keyword cache
indicates that files would be downloaded to the BigFix Server cache and should only be used
when SUSEDownloadCache.exe is run on a BigFix Server machine.

Optional Parameters
[Logfile Directoryl]
Full path to the folder in which you would like to create the log file. By default, the log file is

placed in the Client Logs directory
(for example: C:\ Program Files\ BigFix Enterprise\ BES Client\__ BESData\ __Global\ Logs)

[Increase Cache]

This option is only available if the specified Directory Path is the keyword cache. Enter yes to
increase the BigFix Server cache automatically in the event that the size of the files being
downloaded exceeds the current amount of free space in the cache. Enter no or leave blank to be
prompted to manually increase the cache.

[Architecture(s)]

BigFix currently supports SuSE Linux Enterprise 1386 and X86_64 architectures. Enter a space-
delimited list (e.g. "I386", "I386 x86_64") to indicate the architecture(s) for which you would like to
download files. If you do not specify this parameter, the tool will cache downloads for both
architecture(s).

[Patch ID(s)]

Specify SuSE Patch ID. Separate each patch-ID with a space (ex: patch-11001 patch-B6121109
patch-11055). Use this option when you wish to download files for specific patch. If you do not
specify this parameter, the tool will cache all files for all published Fixlet messages in the SuSE
Linux EnterpriseFixlet site. You can read more about the BigFix ID scheme for SUSE Linux
Enterprise patches here.

[SUSE 0OS Version(s)]
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BigFix currently supports SuSE Linux Enterprise 9.0 and 10.0. Enter a space-delimited list (e.g.
"9", "9 10") to indicate the version(s) for which you would like to download files. If you do not
specify this parameter, the tool will cache downloads for all versions. [PROXY] [Proxy URL]
[Proxy Username] [Proxy Password].

PROXY is a keyword used to indicate that downloads must go through a proxy server. If your
network requires a proxy server for Internet access, you must specify this keyword and provide
required parameters.

Proxy URL is the URL of your proxy server. This is usually the IP address or DNS name of your
proxy server, and its port, separated by a colon (ex: http://192.168.100.10:8080).

If your proxy server requires authentication, you must specify your Proxy Username and Proxy
Password. Your Proxy Username is usually in the form of domain\ username.

[--no-rename]

Use this option when you do not want to rename the downloaded rpm files to their
corresponding shals .

Note: If you run the tool without specifying any parameters, you will be prompted to enter the
parameters at the command line.

Dependency Issues

For some updates, audit Fixlet messages with the title “Dependencies Needed” or “Dependency
Conflicts” will become relevant. In this case, you will need to solve the dependency issue(s)
manually before applying remediation Fixlet messages. There are three types of dependency
issues:

° Missing RPM(s): Users need to install any version of the required package(s), otherwise the
update will not install.

* Required RPM(s) out of date: Users need to update the RPM(s) to the required version in
order to install the update.

® Conflict between installed RPM(s) and RPM(s) to be installed: Users need either to remove
conflicting RPM(s) or upgrade them to certain versions.
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