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Introduction

Windows Patch Management keeps your Windows Clients current with the latest updates and
service packs from Microsoft. Patch management is available through the Enterprise Security
Fixlet site from BigFix. For each new patch issued by Microsoft, BigFix releases a Fixlet message
that can identify and remediate all the computers in your enterprise that need it. With a few
keystrokes, the BigFix Console Operator can apply the patch to all the relevant computers and
visualize its progress as it deploys throughout the network.

The BigFix Agent checks the registry, file versions, the language of the system, and other factors
to determine if a patch is necessary. There are two main classes of Fixlet messages for Windows
patches:

° Fixlet messages telling you that the patch has not been installed. These Fixlet messages
generally check the registry to determine whether or not a patch is already installed.

* Fixlet messages telling you that an installed patch is corrupt. These Fixlet messages
generally check the registry and each file installed by the patch. If any of the files are older
than the version installed by the patch, the Console Operator is notified. A Fixlet message
explains the nature of the vulnerability and then allows you to re-apply the patch.

This dual approach allows you to differentiate unpatched computers from those that have
regressed, typically due to the installation of an older application or service pack.

BigFix tests each Fixlet message in its lab before they are released. This often turns up issues that
are dealt with by attaching extra notes to the Fixlet message. These notes typically allow the
Console Operator to work around the problem, adding extra value to the patching process.
BigFix also incorporates user feedback into notes. Some examples include:

® Note: The default IE upgrade package will force affected computers to restart.
® Note: An Administrative Logon is required for this IE patch to complete upon reboot.
* Note: Do NOT install MDAC 2.7 on computers which are part of a Windows cluster.

® Note: BigFix has received feedback of a potential issue with this patch. Application of this
patch without restarting the patched computer may cause Acrobat 5.0 (but not 6.0) to crash
until the computer is restarted. You may wish to consider deploying this patch with a restart
command.
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Supported Platforms

BigFix provides coverage for Windows updates on the following platforms:
*  Windows 95

*  Windows 98, 98SE

*  Windows ME

*  Windows NT Workstation 4.0, Server 4.0, Server 4.0 Enterprise Edition, Server 4.0 Terminal
Server Edition

*  Windows 2000 Professional, Server, Datacenter Server, Advanced Server
*  Windows XP Professional, Home Edition

*  Windows Server 2003 Datacenter Edition, Server 2003 Enterprise Edition, Standard Edition,
Web Edition (x86 and x64)

*  Windows Vista Home, Home Premium, Business, Ultimate and Enterprise (x86 and x64).

Several Microsoft applications are supported, including Office, 1IS, FrontPage, Internet Explorer,
MSDE, SQL Server, Visual Basic, Messenger and more (see below for more information on
patching Office and other Windows applications).

In addition to Microsoft application updates, BigFix provides a Fixlet site covering a wide array
of third-party Windows applications. The Updates for Windows Applications Fixlet site
provides updates and patches for applications such as Adobe Acrobat & Reader, iTunes,
QuickTime, Flash Player, Java, Mozilla Firefox, RealPlayer, Skype and WinAmp.
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Patching Using Fixlet Messages

To deploy patches from the BigFix Console using Fixlet messages, follow these steps:

1.

On the Fixlet messages tab, select All Relevant Fixlet Messages, and filter the list by Site.

Select the Enterprise Security Site.

In the Fixlet message list, double-click on the Fixlet message you want to deploy. In this

example, the Fixlet message is 941833: Update for XML Core Services 4.0 SP2 - Windows

Vista. The Fixlet window opens:

Click on the Details tab for more in-depth information about this Fixlet, including Properties,
and the actual scripts for relevance and Actions. You can also filter the set of computers by

Description | Detals | Applicable Computers | Action Histary |

Finlet: 941833: Update for XML Core Services 4.0 SP2 - Windows Yista 578 Applicable Computers

Enterprise Security 200 Open Ac

941833: Update for XML Core Services 4.0 SP2 - Windows Vista

Description

Microsoft has released an update that resolves certain application compatibility issues and
reliability issues in Microsoft XML Core Services 4.0 Service Pack 2. These issues may occur on
a Windows vista-based somputer after you install security update 936191,

Maote: This patch will update all previous versions of XML Core Services 4.0 incuding XML Core
Services 4.0 and XML Core Services 4.0 SP1.

Mote: Affected computers may report back as 'Pending Restart’ once the patch has run
successfully, but will not report back their final status until the computer has been restarted

Important Note: There are known issues associated with the installation of this patch. See
the Known Issues section of Microsoft article 941832 for more information.

File Size: 5.39MBE

® Click here to initiate the deployment process.
® Click here to view Microsoft article 941833

Referance #94123301
Portions Copyrightd @ 20012007 BigFix, Inc. Al Rights Reserved

tions

|

clicking on the Applicable Computers tab.

Select the appropriate Action link. The Take Action window opens.

a.

Under the Target tab you will see a list of the targeted computers. Accept the
targeted set or select any desired subset of computers.

Click on the Execution tab to set constraints on the schedule or to modify the
deployment behavior:

1oy
Mame: | 241533 Update for XML Core Services 4,0 SP2 - Windows Vista (x64)
Preset: IDeFauIt ;I ™ Show only personal presets Save Preset,,, I Delete Freset, ., I
Target Execution |Users | Messages | Gffer | Post-action | applicability | Success Criteria | Action Script |
~ Constraints
[1zi1arzo07 =] ot fizieisem = client lacal irne
IV Ends an l1ziigizonr =] &t [i1z:16:9PM =5 cientlocal time
™ Run betwesn [ tooiooam = and [ zissionam = client lacal tirne
™ Run only on Suni || Mary I Tue I WedI T I Fri "?
I~ Run only when |Active Ditectary Path =1 |matches =l |
[~ Behavior
™ on Failure, retry E times
& wait [onomon =] between attempts
€ wiait until computer has rebaoted
I~ automatically reapply this action if it bacomes relevant again after it has successfully exscutsd
¥ Lmitto [3 =] reapplications
I siiait m between reapplications.
™ Distribute over IS— minukes to reduce network load
™ run all member actions of action group regardless of: errors
OK | Cancel
2
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c. Click on the Messages tab to add an informative message to precede the
execution of the patch or update. You can also add a message that will be

displayed while the Action is running:
SI=TEY

Mame: I “ulnerability in Macrovision SECDRY.5YS Driver on Windows Could Allow Elewvation of Privilege - Windows XPf2003 (x&4)

Preset: [Defaut =] I Show only personal presets  Save Preset, || Deleiepreset |

Target I Execution | Users Messages IOffer | Fost-action I Applicability I Success Criteria | Action Seripk I

I Disgla message. before ronin on;
Title: | <enter a descriptive action title heres
Description: <enter 5 short description of the action here>

™ sk user ko save work
™| allavs user ko view action script
I Al user, bo cancel action

Setdeadine: & [1 day = | From time ackion is relevant

€ [1zj15j2007 =l &t [rozarem = diegtlocaltine
&t deadliner 8 Run action automatically

& Keep message bopmost ntiluser accepts action
™ show confirmation message before running action:

I <enter 3 message that the user must accept before running the action here >

I Display message whils running action:

Title: [ <enter & deseriptive action tide here:
Description: I =enter & message to be shown whils running the action here =
o ] ool |

A

d. Click on the Offer tab to turn this update Action into an offer that can be selected
at the user’s discretion.

e. You can also set Post-Actions if needed, or alter the Applicability or Success
Criteria by selecting the appropriate tabs.

f. Click on the Action Script tab to see a complete listing of the script that will
execute:

-Ioi]

MName: I 241833 Update for XML Core Services 4.0 SPZ - Windows Yista

Preset: IDeFauIt j I~ show only personal presets  Save Preser, . | Delete Preset, . |

Target I Execution | Users I Messages I Offer I Post-fiction I Applicability | Success Criteria  Action Script |

& {ige the action script from the original Fies or. 1 ask Messans.

" Use the Fallawing action script:

Action Script Type: IBigFix Action Scripk j
Action Scripk:

download http: ) fdawnload . micrasoft . com/downloadbi4f&/b486eb4 1 -1305-4 786-9b00-a88ha7e 1 3093 msxml4-KE94 15353-2nu ¢
continue if {{size of it = 5654888 AND shal of it = "a347410dc7121 0F5C70463602324 3eb0ed2075379") of file "msxml4-KB94157
wait _ Downloadimsxml4-KE941833-enu. exe fquiet fnorestart

run "{pathname of client Folder of site "BESSupport” & "\RunGuiet.exe"}" "{pathname of client falder of site "BESSupport” & g

action may require restart "a347410dc71210f5C 70463692324 3eb0ed207879"

Kl |
O I Cancel |

v

For detailed information about setting options using the tabs in the Take Action dialog box,
consult the Console Operators Guide.

4. Click OK, and enter your Private Key Password when asked. The Action will propagate
across your network, installing the designated patch to the machines you specified and on
the schedule you selected. You can monitor and graph the results of this action to see exactly
which computers have been remediated to ensure compliance.
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Using the Software Distribution Wizard

Although the Enterprise Security Site will test and package a wide variety of the most common
patches for you, there may be Windows applications and updates not covered by the content of
the site. For these updates and patches, you can use the Software Distribution Wizard:

1. From the Wizards menu, select the Windows Software Distribution Wizard.
£ windows Software Distribution Wizard x|

BigFix Enterprise Suite
Software Deployment Task Wizard

e} BIGFIX

Welcome to the BES Software Deployment Wizard for Windows

This Wizard will assist wou in deploving saftware applications to Windows computers which have the BES
Client installed. Upon completion of this Wizard, a new Task will appear in the BES Console thak will allow you
to deploy your application ko BES Clients using the standard "Take Ackion” dialog,

Mote: This wizard will only provide deplovment and werw basic packaging of software, Ik is assumed that the
application you deploy will have an installer that can be executed silently (f applicable) on local BES Client
computers.

Specify the name of the application wou wish to deploy, This is the name that will appear in the Task tab in
the BES Server (e.g. Adobe Acrobat Reader 5.00:

et Cancel

2. Enter the name of the patch or update and click Next.

3. The second page of the Wizard is displayed. Select the appropriate source of the
download, enter the name of the package and click Next.

f-. Windows Software Distribution Wizard

BigFix Enterprise Suite
Software Deployment Task Wizard

e BIGFIX

Choose the source of the package to be deployed to the BES Client computers

(* Download from URL - Retrieve the package from the URL,

{~ File - Select the package on this computer,

|C:'|, Brawse.

= Folder - Select a folder on this computer (a compressed archive will be created),

g

|C:'|, Brawse.
™ Include Subfolders
Mote: The fileis) vou select will be placed on the BES Server and a SHA1 checksum will be calculated and

stored in the action For security and caching purposes, IF vou would like o change the Fileds) later, you wil
need to run this wizard again.

Back. TWexk Cancel

© 2007 by BigFix, Inc.
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4. From the next screen, select the appropriate versions of Windows for the specified
package and click Next.

4 windows Software Distribution Wizard

0 BIGEIX BigFix Enterprise Sumt_,\
Software Deployment Task Wizard

Select all platforms for which this package is applicable
v Windows 95
[v ‘Windows 98
v Windows ME
[v ‘windows NT
v Windows 2000
[v ‘Wwindows 2P
v Windows Server 2003

[v ‘Windows Yista

Back | Mext | Cancel |

s The next page of the Wizard allows you to fine-tune the targeting. Typically, you will
simply target the version of the OS, but you can also target the Task based on the specific
registered application, the service, pathname or a registry entry. For a registry, you can
also supply an option key value to target the deployment. When finished, click Next.

4 windows Software Distribution Wizard |

0 BlGE1x BigFix Enterprise Suite

Software Deployment Task Wizard

Specify how to target relevant computers.
Mote that if the First radio button under the "applicability” tab of the "Take Action” dialog box is selected at
the time the Task is deploved, the selected criteria will also be used to determine the success of installation.

{* Mone. - Target by 05 only,

{~ Registered Application - Enter the name of the registered application.

|<.ﬁ.pp Mame =
i~ Service - Enter the service name (Mindows MT, 2000, =P and 2003 only).

|<:Service Marme =

i~ File - Enter the complete pathname of the File.

IC:'I, Browse, ., |

" Registry Key - Enter the complete pathname of the registry keyw.

JHELA
[T optional: Specify a key value, Enter DWORD values in hexadecimal Forrn

|<Va|ue Mame = OR, <Malue Mame="alug =

Back. Zancel
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6. Enter the command line that will be used to run the installer and click Next.
4 windows Software Dis ion Wizard |

0 BIGFIx BigFix Enterprise Suite

Software Deployment Task Wizard

Enter the full command line to use to execute the installer (e.0., setup.exe fs).

Noke: For Windows Installer Files, enter the entire command line beginning with misiexec (g.q., msiexec Ji
installer.msi).

Mote: If the installation source is a Folder conkaining subfolders, wou must specify all file paths relative bo
the top-lewel Folder, For example if the Full path ko the executable is TopFolderSubFoldertinstall exe, enter
the relative path SubFolderinstall, exe below,

Mote: Use quotes for filenames which contain spaces, {e.g., "software install exe"),

Imsiexec Ji mrvinstaller, msi

Back. | et | Cancel |

7. Customize the title and the message for your deployment Task.

4. Windows Software Distribution Wizard

0 BIGEIx BigFix Enterprise Suite

Software Deployment Task Wizard

Customize the textfields for this task.

Mote: If vou choose to edit this page, the default title and task messages will not be regenerated by the
‘Wizard, even in the event you go back and modify previous input,

Edit the title For this task.

|Dep|0y my app

Edit the kask message that will appear in the 'Description’ kab of the BES Consale.

Thiz task will deploy my app ;I

Thiz task iz applicable on Windows 95 Windows 95 Windovws ME, Windows NT,
ncdowes 2000, Windoves XP, wWindoves 2003 and Windowes Vista

-

Back. Iext | Cancel |
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8. Finally, approve the construction of the Task, and click Create. To see a preview of the
Task, check the box at the bottom of the page.

&

Windows Software Distribution Wizard x|

0 BIGEIx BigFix Enterprise Suite

Software Deployment Task Wizard

The parameters below will be used to create a Software Deployment Task in BES.

Please ensure the accuracy of this information before clicking the 'Create’ button ko create this task.in BES.
Select the 'Back’ button to return ko the Wizard and continue editing vour entries, Click 'Cancel' bo exit this
‘Wizard entirely,

Application Name: Iie?

Source: Ihttp:Il'll'www.microsnFt.comll'dnwnloadsll'details.aspx?FaminID=9aeQ1ebe—3385—44?c

Target Platforms: IWin95, Win2E, WinME, WinkT, Win2000, 'WinkP, Win2003, and Winlista

Successful |N0 Detection
Installation Check: I

Command Line: |msiexec i myinstaller,msi

™ show Custom Task Dialog before creating this task,

Back. | Create Zancel

9. Enter your private key password to complete the creation of the Task. Now you can
deploy the patch or update by executing this custom Task.

© 2007 by BigFix, Inc.
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Using the Dashboard Patch Overview

BigFix provides a dashboard to provide a useful overview of your patches and updates:
1. From the Dashboard menu, select Overviews > Patches for Windows Overview.
Patches for Windows Overview &M

Last updated Mon, 03 Dec 2007 12:46:59 -0500

= Total Patches Needed by Severity

Patches Needed 35 -
Total Patches Needed:

[=15] 204
Total Critical Patches ™%
Needed: 32 25
Computers Needing at o
least one Critical 20
Patch: e
Number of Relevant Patches (#/total) 13
All Patches 82 /3,114 104 -
Critical Patches: 25 /1,400 . -
2
Average Relevant Patches per Computer o ]
T —
3

All Patches: 2867

Critical

Important
MModerate

Critical Patches: 10.67

Unclassified

=] Deployment Information
Severity of Relevant

BES Agents Deployed: TE3 Patches

Total Number of
Windows Agents W Critical (32)

Deployed: 493 B Impartant (259

Latest Microsoft O Moclerate (7)

Patches: Tue, 13 Nov 2007 O Lavwy £2)

Microsoft Patch Sites Subscribed: B Unclassified (16)
Patches for Windows (Enterprise Security)

2. This screen gives you a quick overview of your Windows remediation, including the
number of existing patches, broken down by severity and relevance. It also includes per-
computer information, such as average number of patches and critical patches. Click on
the link to computers needing at least one critical patch to see the computer listings for
this subset.

3. Click on the link labeled Patches for Windows to bring up the Fixlet list for this site.

4. Click the double-arrow icon at the top of the window to refresh the dashboard, and click
the printer icon to get a hard-copy of the screen.
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Removing Patches with the Rollback Wizard

You can remove certain patches using the Microsoft Patch Rollback Task Wizard. To do so,
follow these steps:

1. Click on the Analyses tab and select Patch and Update Rollback Information.

Analysis: Patch and Update Rollback Information 362 Applicable Computers
ID 344 - Activated at 11/30/2007 4:55:21 PM by joe 1 Analysis Property

Description IDetaiIs I Resulks I Applicable Computers I

Patch and Update Rollback Information

This analysis contains information about patches and updates that can
be uninstalled on Windows 98/ME/2000/xP/2003 operating systems.

After activating this analysis, you will see the following property:
e Uninstallable Patches and Updates

Mote: This analysis will not report back service packs that have
uninstall enabled.

Mote: The results of this analysis are designed to be used in conjunction
with the Rollback Task Wizard.

® Click here to activate this analysis. |

Reference #3344
Portions Copyrighted @ 2001-2007 BigFix, Inc. Al Rights Reserved vI

2. From the window that opens up below the tab, click on the link to activate the analysis. You
will need to enter your private key password.

3. Click on the Results tab and select View as summary from the pull-down menu. This will
display a list of Patch and Update Rollback Information. Locate the Microsoft Knowledge
Base article associated with the patch you wish to roll back.

@ Analysis: Patch and Update Rollback Information 2 Applicable Computers
ID 344 - Activated at 12/3/2007 12:23:41 PM by joe 1 Analysis Property
Diescripkion | Details  Results Inpplicable Compukers I
I\l'iew as summary j
= Q Applicable Computers (23 =]
711 By Retrieved Properties Uninstallable Patches and .., | -
- By Group Updates
Result A | Count | Percentage |
IDMMitigationAPIs 2 100, 00%
ie? 2 100, 00%
kBG34707 1 S0.00%:
KBSE7252 1 S0.00%:
KBS73333 2 100.00%
KBS73339 z 100.00%
KBS53939 z 100.00%
KBS55250 z 100.00%
KB8E5E35 2 100,00%
kB855350 2 100,00% =
(144 more not shown)
-

4. Highlight the KB number, which will be of the form KB123456 and press Ctrl-C to copy it.
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5. From the Wizards menu, select the Microsoft Patch Rollback Task Wizard. When it opens,
press Ctrl-V to paste the number into the text box.
£ Microsoft Patch Rollback Task Wizard x|

0 BiIGE1x DBigFix Enterprise Suite

Microsoft Patch Rollback Task Wizard

Welcome to the Microsoft Patch Rollback Task Wizard for Windows
This Wizard will assist wou in rolling back Microsaft patches on Windows computers.,

Moke;: This wizard will only remove patches that create an uninstall package in the standard location and will
nok remove Service Packs.,

Click here For more information.

Specify the Knowledge Base number of the patch you want to rollback
{e.q., KBE34707)

|kB1234586

Mext | Cancel |

Click Next.

6. The next page of the Wizard lets you customize the title and description of the rollback task.
4. Microsoft Patch Rollback Task Wizard x|

0 BIGFIx BigFix Enterprise Suite

Microsoft Patch Rollback Task Wizard

Customize the Textfields for This Task

Mote: If vou choose to edit this page, the default title and task messages will not be regenerated by the
Wizard, even in the event wou go back and modify previous input,

Edit the title For this task

|Rollback Patch Task: KB123456

Edit the description For this task

This tazk will rollback the Microzoft Patch: KB123456 ;l

Back |

Click Next.
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7. From this final page, press Create to add this task to the Console.
4. Microsoft Patch Rollback Task Wizard

o BIGEIX B_tgFix Enterprise Suite .
Microsoft Patch Rollback Task Wizard

The Parameters Below Will be Used to Create a Rollback Task in BES

Please ensure the accuracy of this information before clicking the 'Create’ button ko create this task in BES.
Select the '‘Back' button ko return to the Wizard and continue editing wour entries. Click 'Cancel' to exit this
Wizard entirely,

Rollback Patch: | KE1Z3456

™ Show Custom Task Dialog before creating this task

Back | Cancel |

Check the box at the bottom of the page to view the task before it is deployed.

8. This custom Task will be listed under the Tasks tab (select My Custom Tasks from the filter
panel on the left) with the name Rollback Patch Task: KB123456 (or whatever name you
assigned it). Click on it to view and run the rollback Action.
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Patching Microsoft Office

Updates to Microsoft Office may require that installation or source files be present in order for
the update to complete successfully. To meet this need, there are three different ways to deploy
Microsoft Office updates and patches in BigFix: Administrative, Network, and Local. BigFix
clients can be configured to use one of these three methods via the Office Deployment Control
Tasks in the BES Support site.

Administrative Installation

The Administrative Installation method utilizes Microsoft Office Administrative Installation
Points to provide Office updates. The following caveats apply to this installation method:

® The Office product being patched must be pointing to the correct administrative installation
point; this “admin point” must match the product being patched. An Office 2000 Standard
installation cannot be pointing to an Office 2000 Professional admin point. (You can reassign
your admin point by using the Office Administrative Installation Point Reassignment Task
in the BigFix Support site).

O Task: OFFICE: Office 2000 Administrative Installation Point Reassignment - ... 5790 Applicable Computers
BES Support TED Open Actions

Descripkion | Dietails I Applicable Computers I Action Histary I

OFFICE: Office 2000 Administrative Installation Point
Reassignment - Windows 95/98/ME

BES Support

Description

The listed computers are currently configured to utilize an administrative installation point
to update Office 2000, If the network address of one of your administrative installation
points has changed, you can use this action button to update the network address used
by computers which use that administrative installation point.

Hote: The two adrministrative installation points need to match identically in arder for this
change to be successful.

| ® Click here to change the location of the Office 2000 Adminstrative Installation Paint. \

[

[ [Comnected ko database ‘hfer 2

® There can only be one Office product present on the computer, however multiple
installations of different Office versions will work (for instance, Office 2000 Small Business
and Office 2000 Professional is not supported, but Office 2000 Small Business and Office XP
Professional is).

* The patch must have been properly applied to the admin point before deploying the action.

® The admin point must be shared, with Read permissions given to ANONYMOUS LOGON,
NETWORK, or EVERYONE on a Windows NT, Windows 2000, Windows XP, or Windows
2003 system.

¢ Null session must be enabled for the share.
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Network Installation

The Network Installation method utilizes a network-shared location containing the Office install
media or source files. The following caveats apply to this installation method:

®  When deploying the action, you must supply a valid UNC path
(\\\server_name\ share_name) to the appropriate Office setup files. The shared setup files
must match the product being patched; an Office 2000 Standard installation cannot be
patched by providing the Office 2000 Professional setup files.

*  For Office 2000, there can only be one Office product present on the computer, however
multiple installations of different Office versions will work (for instance, Office 2000 Small
Business and Office 2000 Professional is not supported, whereas Office 2000 Small Business
and Office XP Professional is - see previous section).

® The Office setup files must be shared with Read permissions given to ANONYMOUS
LOGON, NETWORK, or EVERYONE on a Windows NT, Windows 2000, Windows XP, or
Windows 2003 system.

¢ Null session must be enabled for the share.

Local Installation

The Local Installation method utilizes source Office install media or source files that are present
locally on every computer to be updated. The following caveats apply to this install method:

° Before executing the Action, the proper Office CD must be placed in the local CD-ROM drive
of each computer you wish to update. The CD provided must match the product being
patched; the Office 2000 Standard installation cannot be patched by providing the Office 2000
Professional CD.

® The CD-ROM drive must be recognized by the operating system.
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Other Languages

In addition to English, there are other international versions of Windows that are supported by
Windows Patch Management. Each language is covered by a unique Fixlet site. These languages
include:

® Brazilian Portuguese ® Polish

* Czech ® Spanish

*  Dutch ®  Turkish

* French ° Japanese

* German ¢ Korean

* Hungarian * Simplified Chinese
° Italian ® Traditional Chinese

If you have purchased a Production version of BigFix for these languages, you will automatically
receive the corresponding version of Patch Management. Otherwise, if you are working with an
Evaluation version of the program, you can download the appropriate Masthead for these sites
by visiting the BigFix support site at
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