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Part 1

Preface

The BigFix® Web Protection Module joins its real-time visibility and control capabilities with your existing
desktop security solution to prevent Web-based malware from infecting your users’ computers. WPM
intercepts malware “in-the-cloud” before it reaches your users’ systems, reducing the need for resource-
intensive threat scanning and clean-up. Specifically, WPM monitors outbound web requests, stops web-
based malware before it's delivered, and blocks users’ access to potentially malicious websites in real
time.

This guide will help you optimize the features of WPM for your environment by detailing how to manage
Blacklist and Whitelist policies, Analyses, and the WPM Dashboard.

System Requirements

Supported Client Operating Systems

= Microsoft™ Windows™ 2000 Professional Edition (with the latest service pack)

= Microsoft™ Windows™ 2000 Server (with the latest service pack)

=  Microsoft™ Windows™ 2000 Advanced Server (with the latest service pack)

=  Microsoft™ Windows™ Server 2003 Enterprise Edition (with the latest service pack)
=  Microsoft™ Windows™ Vista™ Business Edition (with the latest service pack)

= Microsoft™ Windows™ Vista™ Enterprise Edition (with the latest service pack)

=  Microsoft™ Windows™ Server 2008 Enterprise Edition (with the latest service pack)
= Microsoft™ Windows™ XP Professional Edition (with the latest service pack)

= Microsoft™ Windows™ XP Home Edition (with the latest service pack)

Hardware Requirements

= Intel™ Pentium™ 350 MHz and above

= Windows Vista needs at least Intel Pentium 800 MHz
= Atleast 128 MB RAM

=  Windows Vista needs at least 512 MB RAM

= At least 250 MB free disk space

= |Pv4 Internet connection

Compatible Software

=  Trend Micro™ OfficeScan™ Client/Server Edition 7.0

=  Trend Micro™ Data Leak Prevention 3.1
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=  McAfee™ VirusScan™ Enterprise 8.0i

= McAfee™ VirusScan™ Enterprise 8.5i

=  Symantec™ Anti-Virus Corporate Edition 10.0

= Symantec™ Endpoint Security and Control 7.0

= BigFix™ AntiVirus (CA™ eTrust™ Anti-Virus 7.1)
=  CA™ eTrust™ Anti-Virus for the Enterprise r8.0

Note: You should conduct a thorough examination of untested security products for compatibility
issues before deploying the Web Protection Module in your environment.

Incompatible Software

= Trend Micro™ RUBotted (Beta)

= Trend Micro™ TrendProtect 1.2

=  Trend Micro™ Web Protection Add-On (Any)

= Trend Micro™ OfficeScan™ Client/Server Edition 8.0

= Any other Trend Micro product with Trend Micro Web Reputation Services enabled

Web Protection Module Dashboard

The Web Protection Module provides a dashboard that enables you to view statistics about the Web sites
users’ access and the number of threats that it blocks. You can access the Dashboard one of two ways:

1. To access the Dashboard from the BES Console, click the Dashboards pull down and select Web
Protection Module.

Dashboards  ‘Wizards  Window

Cveryigms g
Deployment Health Checks

Wb Protection Module

2. To access the Dashboard from Web Reports, click Reports then click the Web Protection Module
Dashboard link in the Content Reports area of the Report Management pane.

Report Management
Content Reports
(T report found. Displaying report 1-1)
Marne Sitename Category Source Favorite

71 Web Protection Module Dashboard YWeb Protection Module YWeb Protection  BigFix, Inc.  Mo[add]  copy
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The Web Protection Module Dashboard provides summary information about the Web threats blocked by
each Web Protection Agent. When you initially see the screen, it displays information for all deployed
Web Protection Agents.

The Dashboard is organized into Filters, Blocked Sites, and Visited Sites.

Web Protection Module Dashboard L2
Filters Blocked Sites
Filter by Date
URL Most Recent Block ~ Number of Blocks  Blocked Devices
P — httpif/fwww. dsscentr: Sat Mow 15 09:25:00 1 1
From:  11715/2008 | oo:oo [j i =
httpiffwww, crackfour Sat Now 15 03:38:00 1 1
Tor  11/15/2008 B | 23159 @ http:f e didtheyre Sat Now 15 07:59:01 1 1
http:ffwww. ddlsite.cc Sat Now 15 07:13:01 1 1
Filter by URL httpf . commun Sat Mo 15 02:03:01 1 1
httpdfwenw darknet, Sat Moy 15 06:50:01 1 1
Filter by Device  (2dit) httpiffwnw ethicalha Sat Mov 15 12:56:01 1 1
httpiffwww cultdead, Sst Mow 15 05:54:00 1 1
-
L J
visited Sites
URL Number of Visits Number of Devices

http i/ condensedchina, car

0L

http i astro.nmsu eduf
httpiffuww, scenet.co,uk)
httpiffaoingance, amexned

hitp:ffus.f212 mail.yahoo

httpffwww, adbrakker comy
http i/ ads. indiatimnes. com

hittpf fww e, cpainteractive. o

[ e S S S e S S

1
1
1
1
1
http:ffpewsiew. mu, nuf 1
1
1
1
1

httpi e, su-carnparative

You can use the Web Protection Module Dashboard to view overall Web statistics or drill down to the
individual endpoints.

Note: The Web Protection Module Dashboard only reports information that is currently on each
endpoint. If you have both a Log Maintenance and corresponding Log Upload policy in
place, which BigFix recommends as a best practice, historical information older than your
specified aging threshold is archived on the BES server.

To see historical information for blocked and visited sites, review the log entries in the following directory:

<server installation directory>\UploadManagerData\BufferDir\shal\<last
2 digits of the client id>\<client id>\

Statistics are available for the following parameters:

=  Filters—Use these filters to restrict and organize Dashboard information. Once you set them,
these settings enable you to do the following:
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Filter Category Description

Filter by Date

Set the date and time range of the information you want displayed in the

Blocked Sites and Visited Sites tables. The entries default to the current

date and time in 24-hour format beginning at 00:00 hrs. and ending at

23:59 hrs.

To change the date range, you can either:

=  Choose each day by picking it from a calendar, which you display by
clicking the Calendar icon

=  Enter each date manually

To change the time, you can either:
=  Use the arrow keys to select the appropriate hours and minutes
=  Enter the times manually

Filter by URL
Display information for specific URLs. If a URL is blocked, it appears in
both the Blocked Sites and Visited Sites tables. If the URL was not blocked,
information for it only appears in the Visited Sites table.

Filter by Device
Display information in the Blocked Sites and Visited Sites tables for only
those Web Protection Agents meeting the specified criteria. This feature
allows you to use a modified version of the BES Console’s Find feature to
search for endpoints containing the specified property or properties (for
example, OS, subnet, computer name, etc.). To access the Find feature,
click (edit). The following illustration depicts this window:

Fnd x|
Name: |<Search Filter = j Save | Delete |
Include computers with Iﬂ of the following properties:
fcru x| Jeontains x| [Pentium -]
[os 7| feontains x| [ windows zono | -

’TI Cancel |
v

= Blocked Sites—This table lists the Web sites blocked for the endpoints specified using Filters.
Information is displayed by:

URL

Most Recent Block
Number of Blocks
Blocked Devices

O 0O0O0

= Visited Sites—This table lists the Web sites visited by endpoints using Filters. Information is
displayed by:

o URL
o0 Number of Visits
o Number of Devices

You can also resize the display according to your needs by moving one of the “handle” icons.
Additionally, a Refresh button is available to clear any modified selections and reload the default values.
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Further Refining Dashboard Listings

In addition to restricting the information in Blocked and Visited Sites tables through filter options, you can
also sort and “drill down” to the individual endpoints using the Web Protection Module Dashboard.

To further sort a display, click or double-click on a column header. The header color changes and
displays an arrow to indicate least to greatest (up arrow) or greatest to least (down arrow) number of

entries.

Visited Sites
URL
http /i www, com=soc orgl
http o www, henrike dk/
http v indao, cornd
http i/ www, gormusicoro
http i/ ithefurnituredarmain,
http i www, despair comnd

http /i articles. moneycentr

Number of ¥Visits \

H B B R B R

1

Number of Devices

[ e (e A i (i

A

= |

Additionally, you may create “ad-hoc” listings and drill down to individual endpoints by double-clicking an
entry in the Number of Devices column.

\ Computer Group: Ad-Hoc Group

\9 Ad-Haoc Group

Computers IFixIets I Tasks I Baselines I Actions I Analyses I

User’s Guide

Q Computers (1) Computer Mame -+ I 05 | CPL | Last Rep
AL-22-08 WinZ0005,0.2,,, 730 MHz Penkiu,,.  11/16/2
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Part 2

Using the Web Protection Module

Blacklist and Whitelist Policies

The Web Protection Module Blacklist-Whitelist Wizard enables you to create and maintain global lists of
Web sites in the form of policies that you can use to control your users’ Web access. Once you have
defined these policies, you use them to create Custom Tasks, which you can then apply to your
endpoints.

There are two types of URL lists you can create and group into policies using the Wizard:

Blacklists — These are lists of blocked Web sites. If the endpoint tries to access a site in one of
these lists, they receive a message in their Web browser indicating that access to the site is
blocked.

Whitelists — These are lists of Web sites you allow your endpoints to access without restriction.

Note: Use care when selecting sites for Whitelists. Once a site is added to a Whitelist, it will no
longer be checked. Therefore, endpoints connecting to that site would no longer be
protected by WPM, should that site become a host for malware at some point in the future.

By creating multiple tasks, you can apply different sets of Blacklist and Whitelist policies to different users
or groups of users. You can perform the following tasks using the Wizard:

Create and Deploy a New Blacklist / Whitelist Policy

Create and Deploy a New Blacklist / Whitelist Policy by importing an existing list
View an existing Blacklist / Whitelist Policy

Copy a Blacklist / Whitelist Policy

Copy and edit a Blacklist / Whitelist Policy

Delete a Blacklist / Whitelist Policy

Note: The Blacklist / Whitelist file import feature requires that ActiveX controls are enabled in
your browser. If you do not have this feature enabled, you will receive an error. For more
information, check http://support.bigfix.com/cgi-bin/kbdirect.pl?id=514.

Creating and Deploying a New Policy

To create a new Blacklist / Whitelist policy:

1.

Click Wizards > Web Protection Module Blacklist-Whitelist Wizard to access the Web Protection
Module Blacklist-Whitelist Wizard from the BES Console menu bar.

The Blacklist-Whitelist Wizard Policy Management window opens, showing a list of your currently
available policies:

User’s Guide 9 © 2010 BigFix, Inc.
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& web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-VWhitelist

Policy Management

Use this wizard ko configure blacklist and whitelist palicies For WPM. Create a new palicy or select an existing
policy to view, copy or remove,

Current Blacklist-whitelist Policies

Approve
Unblock All

Blocked News Sites /“

2. Click New. The Blacklist-Whitelist Configuration — New Policy window opens with the Blacklist tab
open by default.

4 web Protection Module Blacklist-Whitelist Wizard

WWeb Protection Module Blacklist-\Whitelist Wizard

Blacklist-wWhitelist Configuration - New Policy

Use the tabs below to customize the Web Protection Module blacklist and whitelist For the specified policy,

Policy Name |

]
Blacklist WTi»= or Paste New URLs Here: =
T Il ||t sample-site-T com

. fitto e sample-site-2. corm

Lt it it sample-site-3. com
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‘-\ Web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-Whitelist Wizard
Blacklist-Whitelist Configuration - New Policy
Use the tabs below ta customize the Web Pratection Mod lacklist and whitelist for the specified palicy.

Policy Name |

Blacklist |Tipe or Paste New URLs Here: =
T Tl | o sample-site-T.com
httpcfwe sample-site-2.com
Attpcdfa sample-site-3.com

Import List

[ <

3. Enter a name for your policy in the Policy Name field.

4. In the Blacklist pane below the Policy Name field, enter or copy/paste the URLs you want to
block. You may enter up to 500 URLs. You also must have “http://” before each URL entry. To
block all the pages for a site, enter the name of the domain followed by “/*”, for example:
http://www.badURL.com/*

Note: You may block a maximum of 500 URLSs per policy. If you wish to block additional URLSs,
create a different policy for each category of URLSs that you would like to block.

Note: If you do not want to include a Whitelist in the policy, you may skip this part of the process.
The Web Protection Module allows you to create Blacklist / Whitelist policies with both list
types (Blacklist and Whitelist), only a Blacklist, or only a Whitelist.

5. To enter a Whitelist, click the Whitelist tab. The Whitelist pane appears.

6. Inthe Whitelist pane, enter or copy/paste the URLs you want your users to be able to access
without restriction. You may enter up to 499 URLSs per policy. You also must have “http://” before
each URL entry. To grant access to all the pages on a site, enter the name of the domain

followed by “/*", for example: http://www.goodURL.com/*

7. When you are finished creating your policy, click Finish. The Edit Task window appears.

User’s Guide 1 © 2010 BigFix, Inc.
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=10l x|

Master Operator Site d

Marne: I Mew Blacklist-whitelist Policy Name Create in site:

Description |Acti0ns I Relevance I Properties I
|
New Blacklist-Whitelist Policy Name

H|s | zu

A=
iz
iz

|&|aE

This task will apply the configured WWeb Protection Module URL blacklist and
whitelist.

‘ L. Cllcku deplay this policy. ‘

Ok I Cancel |

4

8. Enter the name of your Blacklist / Whitelist policy in the Name field. This ensures that the name of
the policy appears as the name of the custom task when you generate it.

9. Click OK.

10. Enter your Private Key Password and click OK. An Action window appears that displays the
deployment status of your Custom Task. When it is finished, the status shows “Completed.”

11. In the Filter Panel, click My Custom Tasks. Your new Blacklist / Whitelist policy appears in the

List Panel.
D BES Server/Relay Settings Tasks {12) ;I Mame | Categar: Site
- D 4) mmbined Elacklist-Whitelist Palicy

Master Operatar ..

A By Category 2 Blacked News Sites

L7 By Site @ Mew Blacklist-Whitelist Policy Marne
) By Source Severity @ Approved News Sites

- By Source

@ B Source Release Date

D Locally Hidden Tasks {0}

[3 Globally Hidden Tasks (0)

D Mon-Masker COperator Custom Tasks (0)
D ‘web Protection Module Tasks (10)

Master Operatar ..
Master Cperator .,
Master Cperator .,

1|41 | |

Fixlet Messages  Tasks IEaseI\nes I Ackians I Computers I Computer Groups | Analyses I Caonsole Operators |

12. Double-click the name of your new Blacklist / Whitelist policy. The task pane for the policy
appears.
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O Task: New Blacklist-Whitelist Palicy Name 9 Applicable Computers
Master Operator Site 0 Open Actions

Dascription |Data||s | Appiicable Cornputers | Action History |

New Blacklist-Whitelist Policy Name

[ Site

Description
This task will apply the configured Web Protection Module URL blacklist and whitelist
® Click here to deploy this policy

Click where indicated in the Actions box. The Take Action window opens.

Select the computer or computers in the window to which you want to deploy your Blacklist /
Whitelist policy and set any desired options (such as for scheduling, messages to users, etc).

Note: For more information about setting options using the tabs in the Take Action window, see
the BigFix Console Operator's Guide.

When you have finished selecting options, click OK.

Enter your Private Key Password and click OK. An Action window appears in which you can track
the progress as BES deploys your Blacklist / Whitelist policy to your endpoints. When it is
finished, the status shows “Completed.”

Importing Lists of Web Sites

The Web Protection Module allows you to import URLs for new Blacklist and Whitelist policies from
newline-delimited files.

Note: The Blacklist / Whitelist file import feature requires ActiveX controls to be enabled on your
browser. If you do not have this feature enabled, you will receive an error when you try to
browse a file. For more information, check the following link: http://support.bigfix.com/cgi-
bin/kbdirect.pl?id=514.

To create a new policy by importing lists of blacklisted and whitelisted Web sites:

1.

Create two text files - one for the Web sites you want this policy to block and another for the Web
sites to which you want to give your users unrestricted access.

Note: If you do not want to include a Whitelist in the policy, you may skip this part of the process.
The Web Protection Module allows you to create Blacklist / Whitelist policies with both list
types (Blacklist and Whitelist), only a Blacklist, or only a Whitelist.

Press Enter or place a “newline” code at the end of each line to separate each entry. You must
have “http://” before each URL entry. To block all the pages for a site, enter the domain name
followed by “/*”, for example: http://www.badURL.com/*

Click Wizards > Web Protection Module Blacklist-Whitelist Wizard to access the Web Protection
Module Blacklist-Whitelist Wizard from the BES Console menu bar. The Blacklist-Whitelist Wizard
Policy Management window opens.

User’s Guide 13 © 2010 BigFix, Inc.
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4. Click New. The Blacklist-Whitelist Configuration — New Policy window opens.

5. Click the Import List tab. The Import List pane appears.

& web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-Whitelist Wizard

Blacklist-whitelist Configuration - New Palicy
Lse the tabs below to customize t 'sb Protection Module blacklist and whitslist for the specified palicy,
Policy Name |
I ETei 3@ Blacklist File Import
A |
Import List
VWhitelist File Import
|

6. Enter the name for the new policy in the Policy Name field.

7. Select the text file you wish to import by either manually entering the path in the field under the
Blacklist File Import / Whitelist File Import heading or by clicking Browse next to the type of file
you wish to import. If you click Browse, the Open window appears.

2%
Lock jr: I. e / j QF M-
X m blacklist, bxt
[Z] whitelist. bk
File name: I j Dpen I
Filess of type: | Files 7] =l Cancel |
I~ Open as read-only

8. Use the Open window to navigate to the location where you have the text file.

9. Select the file and click Open. The path to the selected file appears in the Import pane.

User’s Guide 14 © 2010 BigFix, Inc.
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B
Web Protection Module Blacklist-Whitelist Wizard

Blacklist-Whitelist Configuration - New Policy

Use the tabs belaw to customize the Web Protection Madule blacklist and whitelist For the specified policy.

Policy Name |B|0cked Mews Sites

W Eeflie Blacklist File Import

Whitelist |C:1,D0cuments and Settingsiuser 1) Tempiblacklist, txt Browse
Import List

Import

Whitelist File Import

I Browse

Import

10. Click Import. An ActiveX warning message appears.

Internet Explorer x|

riQ An ActiveX control on this page might be unzafe to
?. interact with other parts of the page. Do you want to
; allaws this interaction?

11. Click Yes to import the file. If you click No, you must re-launch the Wizard and perform the import
process again to properly import the list.

After you click Yes, the Blacklist / Whitelist Wizard displays the contents of the tab associated
with the file.

Note: When importing both a Blacklist and Whitelist in the same policy, the Blacklist-Whitelist
Configuration — New Policy window, as shown below, does not appear. Instead the Edit
Task window displays. Finish creating the Custom Action and deploy the combined policy
in the Creating and Deploying a New Blacklist / Whitelist Policy section above.
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4 Web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-Whitelist Wizard

Blacklist-Whitelist Configuration - New Policy

Use the tabs below to customize the Web Protection Module blacklist and whitelist for the specified policy,

Policy Name |B|0cked MNews Sites

Blacklist =
U e |http /e, ocregister. com/™

http: Mwrisie. ny post. comd®

http: Mfevweie. nationalenguirer com/™

Import List

12. Click Finish to end the import process and start generating the relevant Custom Action.

Note: To see the process required to finish generating your Custom Action and deploy the

policy, see steps 7-16 in the Creating and Deploying a New Blacklist / Whitelist Policy
section above.

Viewing an Existing Policy
To view an existing Blacklist / Whitelist policy:

1. Click Wizards > Web Protection Module Blacklist-Whitelist Wizard to access the Web Protection
Module Blacklist-Whitelist Wizard from the BES Console menu bar. The Blacklist-Whitelist Wizard
Policy Management window opens:

‘-\ Web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-Whitelist Wizard

Policy Management

Use this wizard to configure blacklist and whitelist policies For WM. Create a new policy or select an existing
policy to view, copy of remove,

Current Blacklist-¥hitelist Policies

Approved News Sites
Unblock All

2. Select the name of the Blacklist / Whitelist policy you want to examine and click View. The
Blacklist-Whitelist Configuration — View Policy window appears.

User’s Guide 16 © 2010 BigFix, Inc.
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4 web Protection Module Blacklist-Whitelist Wizard |

Web Protection Module Blacklist-\Whitelist Wizard

Blacklist-Whitelist Configuration - View Policy

Use the tabs below o customize the Web Protection Module blacklist and whitelist For the specified policy.

Policy Name | Elocked Hevs Sites

Blacklist |http: v, sfgate.com =]
N (sl |http:/fweew. ocregister.com

http: Aesne nytimes. com

hittp: M. MEFCUrYNEWS. COM

http: M. latirmes. com

Import List

|

m iy m

Notice that the contents of the Policy Name field and the Finish button are grayed out. This
indicates that you are in View-only mode and cannot make any changes.

3. You may view either the Blacklist or Whitelist entries for this policy by clicking the appropriate tab
and scrolling up or down using the arrow buttons on your keyboard. You can also return to the
Policy view by clicking the Back button. (In this case, the Import List feature is disabled).

4 web Protection Module Blacklist-Whitelist Wizard

Web Protection Module Blacklist-Whitelist Wizard

Blacklist-Whitelist Configuration - View Policy

Use the tabs below ta customize the Web Protection Madule blacklist and whitelist for the specified palicy.

Policy Name IBlocked News Sikes

LA d @ [mport Disabled for Policy View
wWhitelist Blacklist File Import

Import List | Erowse

Irnport

Whitelist File Import

| Browse

Irpiproirt

m LSO

4. To exit the Blacklist-Whitelist Configuration — View Policy window, click either Cancel or Close.

Copying and Editing a Policy
The Web Protection Module enables you to create copies of existing Blacklist / Whitelist policies. Use this

feature to create copies of existing policies or to create slightly modified versions of existing policies. To
create a copy of an existing Blacklist / Whitelist policy:
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1. Click Wizards > Web Protection Module Blacklist-Whitelist Wizard to access the Web Protection
Module Blacklist-Whitelist Wizard from the BES Console menu bar. The Blacklist-Whitelist Wizard
Policy Management window opens.

2. Select the name of the Blacklist / Whitelist policy you want to duplicate and click Copy. The
Blacklist-Whitelist Configuration — Copy Policy window appears.

‘-. Web Protection Module Blacklist-Whitelist Wizard

Blacklist-Whitelist Configuration - Copy Policy

Use the tabs below to customize the Web Protection Module blacklist and whitelist For the specified policy.

Policy Name |Copy of Combined Blacklist-whitelist

Blacklist =
Whitelist
Import List
N

The name of the policy appears in the form of “Copy of...” followed by the policy name you chose
to copy. The Web Protection Module automatically copies the contents of the Blacklist and
Whitelist fields into the new policy.

3. Change the name in the Policy Name field to what you want it to be.

4. Make any other changes you want to the policy. For example, in copied policies you can:
= Add new URLs to the copied Blacklist or Whitelist
= Remove URLs from the Blacklist or Whitelist

= Import and append either an external Blacklist or an external Whitelist to your Blacklist and
Whitelist entries

5. When you have modified the policy, click Finish to end the process and start generating the
relevant Custom Action.

Note: To see the process required to finish generating your Custom Action and deploy the
policy, see steps 7-16 in the Creating and Deploying a New Blacklist / Whitelist Policy
section above.

Editing Custom Actions

The Blacklist / Whitelist Wizard does not allow you to edit existing Blacklist / Whitelist policies. (You can
only make modifications to new copies of policies, not the originals.) If necessary, however, you may edit
the Custom Actions generated by the Wizard.

You may edit these Custom Actions in two different ways:
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= By making modifications using the Edit Task window immediately after you click Finish to create

the Custom Task
= By accessing the Edit Task window after you have completely generated the Custom Task

To make modifications using the Edit Task window, either access it as part of Custom Task generation
process or select it by right-clicking on the name of an existing Custom Task and selecting Edit.

w1 Al Tasks (106) =] [name [ category [ ste I
5 [ BES Clent Settings Tasks (18) | © urblock i Master Operator ..
@[} BES Server/Relay Settings Tasks (12) (2 Blocked News Stes Master Operator ...
=1 [4 My Custom Tasks (8) D Imported Whikelist Master Operator ...
-4 By Category L')Cnpy of Imported Blacklist with Supplemental Imported Whitelist Master Operator ...

O dgproved tiews Skes Master Operator ...
Imported Blacklst -

(=14 By Ste
= [3) Master Operator Site (5)

- By Category

1) By Source Severity

B By Source =

#-{_) By Source Release Date Globaly Hide
ohaiy Unkide

(41 By Source Severity =l Elotizty Lnhide =]
Fidet Messages  Tasks Actions | Computers | Computer Groups | An. I”:I:.:-_i:i_eﬂ

Take Default Action. ..
Eemove
Create Custom Copy...
Export
Add To New Baseline...
#dd To Existing Baseliner,, »
Create New Task...

The Edit Task window consists of four tabs:

= Description
= Actions
= Relevance

=  Properties
=[O0

Createinsite:  [Master Operator Site: =

=z|alam

Imported Blacklist

Description

This task will apply the configured Web Protection Module URL blacklist and ‘
whitelist

| ® cucafzzzho sepoy i poey

Use the Description tab to make modifications to the task name, title, and description. Use the Actions tab
to view or change the Action this Custom Task performs. For example, use this window to add or remove
Blacklisted or Whitelisted URLs from the presented Action Script.

Note: For general information on using the Edit Task window, check the BigFix Console
Operator’s Guide. For more detailed information on modifications to Custom Actions, see
the BigFix Action Language Reference available on the BigFix support website.
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=lolx]
Mame: | Imported Elackist Cresteinste: [Waster operator stz 7]
Description  Actions |Relevar\ce| Properties |
Cantent ID s:riiniie Is Default s;tmissa Success Crikeia Set Add
Delete
Hevelp

4]

| [l | mave Down
[~ Action Properties

Action Mame:  Action1 [¥ This action is the deFault action

Script Type: | BigFix Action Script =] ¥ mnclude action settings lecks Edit...
¥ Includs custom success criteria  Edit...
Action Script:

delete _rreatefile -
createfile until END-FILE

Ittp: ffmuwy.ocregister comp*

e ffre. nypast comf*

Ihttp: ffww.nationalenquirer. com*

EMD-FILE

delets “wpm-blacklst. "

mave _rreatefile "wpm-blackist bt

walthiddzn {value "Application Path” of key "HKEY_LOCAL_MACHINE\SOFTWARELTrendMicralTrend Micro Endpoint Web

i - |

3

v

Use the Relevance tab to view and make modifications to the relevance for a Custom Task. By default,

the relevance for Blacklist / Whitelist is static. Its purpose is to detect endpoints for the Web Protection
Module.

I [=] e

Create in site: IMaster Operatar Site j

ame: IImported Blacklist

Description I actions ~ Relevance |Pr0perties I

This task will be relevant on the Following computers:

-

" Computers which match the condition belaw

% Computers on which the relevance clause below is true

({ific = "WinZ00O0" or it = "WinXP" or it = "WinZ003" or it = "WinzZ00S"™ Dr;l
of name of operating system) AND (exists key

"HEEY LOCAL_ MACHINEYSOFTWAREY TrendMicroh Trend MNicro Endpoint Weh

Frotection Module'CurrentVersion” of registry)) AND (exists service
"THWehProtect™) ) AND (exists file "THUebProtect.exe™ of folders (wvalues
fhpplication Path" of keys "HKEY_LOCAL_MJ\.CHINE\SOFTI-IJ\.RE\TrendHich\Trend

Micro Endpoint Wek Protection Moduled CurrentVersion™ of registry as
string))

it = "WinVista™)

Ok I Cancel

Use the Properties tab to view and modify the properties for this custom task.
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B Edit Task =10] x|
Mame: IImpUrtEd Elacklist Createin site: |Master Operator Site j

Description I Actiunsl Relevance Propetties |

Categaory: I

Download Size! I

Source: I ‘Wb Pratection Module Blacklist-whitelist Wizard
Source ID; I

Source Release Date: I January 1, 2010

Source Jeverity: I

CYE I |

SANS ID: |

Ok I Cancel |

A |

When you have finished making modifications, click OK. When the Private Key Password window
appears, enter your password and click OK again. The edited/changed Blacklist / Whitelist policy appears
in the List Panel when you choose My Custom Tasks.

Deleting a Policy

Follow the steps below to delete an existing Blacklist / Whitelist policy from the Wizard’s Policy
Management list:

1. Click the Wizards > Web Protection Module Blacklist-Whitelist Wizard from the BES Console
menu bar. The Blacklist-Whitelist Wizard Policy Management window opens.

2. Select the name of the Blacklist / Whitelist policy you want to delete and click Remove.
The Remove window appears.

Microsoft Internet Explorer x|
?) Remove Policy Mew Blacklist-ywhitelist Policy Name'?
\—:/ :

Cancel |

3. Click OK. The Web Protection Module removes the policy from the Blacklist-Whitelist Wizard
Policy Management window.

4. Click Quit to exit the Wizard.
Note: The Blacklist-Whitelist Wizard Remove feature only deletes the policy from the
Management list. It does not delete the custom Task you created with the policy. To

completely remove the Blacklist-Whitelist policy from your endpoints, follow the steps
below.

5. Select the name of the policy you wish to delete in the My Custom Tasks list and right-click. The
right-click menu appears.

6. Select Remove from the right-click menu. The Remove Task confirmation window appears:
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! E Are wou sure you want ko permanently remove this task?
*

Remove Task x|

7. Click OK. The Private Key Password window appears.

8. Enter your Private Key Password and click OK. BES displays a series of messages as it removes
the Custom Task from the affected WPM Agents and the List Panel.

Analyses

The Web Protection Module allows you to view detailed information about an endpoint or group of
endpoints protected by a Web Protection Agent. By default, BigFix delivers these analyses activated.

Use the Client Information analysis to view information about each endpoint protected by a Web
Protection Module Agent. You can use this analysis to view the following Properties of each endpoint:

Field Name Field Description

WPM Version The version of the Web Protection Module Agent installed
on the endpoint

WPM Installation Date The date the Web Protection Module Agent was installed

Number of Web Threats Found The number of Web threats encountered and recorded in
the endpoint’s CONFIG.INI file

Web Reputation Technology The status of the Agent's Web Reputation feature

Enabled/Disabled (Enabled/Disabled)

Web Reputation Technology Security | The security level for the Web Reputation feature (High,
Level Medium, or Low)

Alert Notification for Detected Threats | Whether or not the alert notification feature for detected
threats is enabled

Proxy Server Enabled/Disabled If a proxy server is enabled/disabled

Proxy Server Address The address of the proxy server

Proxy Server Port The port being used by the proxy server

Proxy Server User Name The user name used by the client to connect to the proxy
server

Blacklist-Whitelist Policy The name of all Blacklist / Whitelist policies deployed to the
Agent

Number of Days since Last Log The number of days that have elapsed since you last

Maintenance performed Log Maintenance

Log Age Deletion Threshold The number of days that logs will be kept on the endpoint

before they are deleted (the log age deletion threshold)

The Site Statistics analysis displays statistical information about the number of Web sites accessed by an
endpoint. You can use this analysis to view the following:
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Field Name

Field Description

Blocked Sites

The number of Web sites blocked by an endpoint

Visited Sites

The number of Web sites visited by an endpoint

Viewing the Client Information Analysis
1. Click the Analyses tab. The List Panel changes to show all available analyses.

2. Click All Applicable Analyses.

3. Click the “+” sign and then click By Site.

4. Click Web Protection. The Web Protection Module presents you with two analyses:

= Web Protection Module — Client Information
=  Web Protection Module — Site Statistics

5. Double-click the Web Protection Module — Client Information Analyses link. The Web Protection
Module — Client Information window appears.

Client. 15 Applable Comprters.

13 Analysks Properties

Analysis:
Elm 1 .nnmmnn;mfms:n:ssmmmH
Desuription | Detads | Resuks | apokable Computers |

Web Protection Module - Client Information

otection Module

This analysis provides the following dient information for machines with Web Protection Module installed

* WPM Virsion

= WPM Installation Date

* Number of Waob Threats Fownd

= Web Reputation Technology Enabled/Disabled
= Wab Feputation Technology Security Lavel
= Abert Notfication for Detected Threats

= Praxy Server enabled/Disabled

* Prosy Server Address

+ Prowy Server Port

® Promy Server User Mame:

» Blacklist-Whitelist Policy

= Mumber of Days since Last Log Maintenance
* Lo Age Doleton Throshold

® Click hers to deactivate this analysis.

Ratarvrece 911
Pastns Capiprightiad T8 ID0LI0000 (gl s, Irt. 30 Fighen P niread

To view the view details about each property, click the Results tab.
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Analysis: Web Protection Module - Client Information 15 Applicable Computers
ID 11 - Activated B2 2008 8:17:55 AM by admin 13 analysis Propetties
Descripion | Detaild @ pplicable Computers I
Wiew as list b
Q Applicable Computers (15) Cormputer... * WP Yersion I WPM Installstio. .. I Nurmber of Web. .. | ‘eb Reputatic... | Wb Reputatio. .
HOMERF 1.5.1045 Wed, 05 Nov 2., 4 Enabled LOW
QAaL-22-03 1.5.1045 Wed, 05 Nov 2., 3 Enabled MEDILM
QaL-zz2-07 1.5.1045 Fri, 14 Mov 2008 O Enabled LOW
QAL-22-05 1.5.1045 Wed, 05 Nov 2., 52 Enabled LOW
QaL-22-11 1.5.1045 Fri, 14 Mov 2008 7 Enabled LOW
QAL-22-12 1.5.1045 Maon, 10 Mov 2008 2 Enabled Lt
QAL-22-13 1.5.1045 Wed, 0SNov 2., 8 Enabled Lt
QAL-22-18-154 1.5.1045 Wed, 0SNov 2., 8 Enabled Lt
QAL-R7-15 1.5.1045 Tug, 11 Mow 2008 0O Enabled MEDILIM
QAL-RE-13 1.5.1045 Wed, 0SMov 2, 20 Enabled LW
QAL-RE-14 1.5.1045 Wed, 0SMov 2, 15 Enabled LW
TREMD-BES-SRY 1.5.1045 Mon, 10 Mow 2008 3 Enabled L
US-ETM-HARLOL 15,1045 Wed, 05 Mov 2., 1 Enabled MEDILM
US-RONG-DZ 1.5.1045 Wed, 12 Nov 2., 10 Enabled HIGH
US-MICHAELCH... 1.5.1013 Wed, 22 Oct 2008 0 Enabled HIGH

You can view the analysis property results in either List or Summary format. To select a perspective,
choose the desired format from the drop down box in the upper-right corner of the analysis in the Results
tab.

-
WPM Version Shows [ TOR 10 7]
Result A ‘ Count | Percentage ‘
1.5.1013 1 6.67%
1.5.1045 14 93.33%
1.5.1045 14 93.33%
WPM Installation Date shows [ Top 10 7]
Result £ ‘ C&t | Percentage ‘
Fri, 14 Mow 2006 2 13.33%
Man, 10 Moy 2005 2 13.33% |
Tue, 11 Mov 2008 1 6.67%
wed, 05 Moy 2008 & 53.33%
Wed, 12 Nov 2008 1 6.67%
Wed, 22 Ock 2008 1 B.67%
Number of wWeb Threats Found Shaw: | ToOR 10 v[
Result e Counk | Percentage ‘
0 3 20.00%
2 1 B.67%
3 2 13.33%

6. If you wish to deactivate the analysis, return to the click here link in the Action window.

Viewing the Site Statistics Analysis
1. Click the Analyses tab. The List Panel shows all available analyses.

2. Click All Applicable Analyses.

3. Click the “+” sign and then click By Site.

4. Click Web Protection Module. The Web Protection Module presents you with a list of both
available analyses.

5. Double-click the Web Protection Module — Site Statistics Analyses link. The Web Protection
Module — Site Statistics window appears. The window displays information on the two Web
Protection Agent properties you can view with the analysis:

= Blocked Web sites
= Visited Web sites
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Analysis: Web Protection Module - Site Statistics 15 Applicable Computers
101 - Activated at 11/13/2008 8:17:42 AM by admin 2 Analysis Properties
{ Descripti ekails | Results | Applicable Computers |

Web Protection Module - Site Statistics

adule

Description

This analysis provides the fpflowing statistical information for machines with Weh Protection Module installed

* Blocked Sites
o Visited Sites

| ® Click here to deactivate this analysis |

6. To view the details of each property, click the Results tab at the top of the window.

Analysis: Web Protection Module - Site Statistics 15 Applicable Computsrs
1D 1 - ckivated ot 111132008 8:17:42 AM by admin 2 Analysis Properties
Description | Detals Results |App\mah\e Computers
Ve as list 2
B I Applicable Computers (15) Computer Name | Blocked Si... = | Visked Sites [
() By Active Directory QAL-zz-11 <riulliple resuls>  <multiphe results =

-3 By Retrisved Properties

L oa-zz-0s (1)
)

7. You can view the analysis property results as either a list or in summary form. To select a
perspective, choose the desired format from the drop down box in the upper-right corner of the
analysis in the Results tab.

as sUmmary

—
Blocked Sites Show: ITDp 0 =]

Result f_| Count | Percentage |

=

05 Mov 2008 10:04 -0500, http:ffwrsZ 1 winshipway comy, 1 3 20.00%
05 Mov 2008 10:35 -0800, http:ffwrs2 1 winshipway com, 1 3 20.00%
05 Mow 2005 11:17 -0800, htbp:ff404search. com/, 1 3 20.00%
05 Moy 2008 14:01 -0800, http:ffwrs2 1 winshipway .comf, 1 1 B.67%
06 Moy 2008 10:33 -0800, http:ff404search. coms, 1 3 20,00%
07 Moy 2008 15:12 -0800, htbp:ffwrs2 1 winshipway .comf, 1 3 20,00%
10 Mov 2008 21:15 -0800, htbp:/fwwaw . mazafaka.rf, 1 1 6.67%
10 Mov 2008 21:15 -0800, htkp:/fvww mazafaka.ro/favicon.ica, 1 667
1 BTV
10 Moy 2008 23:02 -0800, http: /w3l winshipway .com/, 1 1 6.67%
10 Mow 2008 23:02 -0500, 1 6.67%

http:ffwer31  winshipwary comfFavicon.ico, 1

(131 moare not shown)

Visited Sites Show: |TDP 10 'l

Result L Count | Percentage |

http: ff0dys comf, 1 1 6.67%
http:ffdxfe. blogspot, comf, 1 1 6.67%
http:ff1-apple. com.bwi, 5 1 6.67%
http:ff1 . gmodules. comf, 25 1 6.67%
htkp:/f130, 166,124, 21, 1 1 6.67%

8. To deactivate the analysis, return to the Action window and click where indicated.
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Part 3

Support

FAQs

What is the performance impact of the Web Protection Module Agent on network performance?

The Web Protection Module Agent is very lightweight and requires no pattern updates. It checks for web
threats when the user accesses the Internet by performing a lookup on an “in-the-cloud” database. The
Web Protection Module Agent uses the site’s “reputation” score and a security level set by the Console
Operator to block access to suspicious sites. Web Protection Module database lookups are optimized to
use very little bandwidth (similar in size to a DNS lookup) and have a negligible impact on network
performance.

Does the Web Protection Module Agent run on server class computers?

Yes. It fully supports systems running Windows 2000 Server, Windows Server 2003 and Windows Server
2008.

Can Web Protection Module logs be used with other event systems for correlation and long term
storage?

Yes. The Web Protection Module solution fully supports integration with SIM, SIEM, or log parsing
systems. Web Protection Module URL history and blocked URL logs can either be pulled directly from the
BES server or from the individual Agents themselves.

How long does it take the Web Protection Module Agent to upload logs and what happens if the
Agent is disconnected from the network?

The interval that the agent uses to send logs to the server is configurable, but the default is once per day.
If the agent is not connected to the network, it will upload copies of the logs when it is next connected to
the network.

Can the user disable the Web Protection Module Agent?

Only if the user has administrative rights to their computer.
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Technical Support

BigFix offers a suite of support options to help optimize your user-experience and success with this
product. Here’s how it works:

= First, check the BigFix website Documentation page
= Next, search the BigFix Knowledge Base for applicable articles on your topic
=  Then check the User Forum for discussion threads and community-based support

If you still can'’t find the answer you need, contact BigFix's support team for technical assistance:

=  Phone/US: 866 752-6208 (United States)
=  Phone/International: 661 367-2202 (International)
= Email: enterprisesupport@bigfix.com
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