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Part One

Introduction

Background

Device Management for Windows Mobile ensures that your mobile applications are as secure and reliable
as the computers that are tethered to the corporate data center. The BigFix Windows Mobile Client extends
the functionality of typical BigFix Clients with Inspectors for GPS, power modes, battery information,
connection management, Configuration Service Provider (CSP) features, and more.

This Installation and Configuration Guide is addressed to IT Managers and System Administrators who wish
to install and configure the BigFix Windows Mobile Client throughout their enterprise. It starts with step-by-
step instructions to push the client software to mobile devices. It then outlines how to configure the content
to align with internal corporate policies using Fixlet and Task settings referred to as a "benchmark."

To create your own Fixlet messages and Actions to implement the hundreds of Inspectors designed for the
Windows OS and Mobile devices in particular, please refer to the Windows Mobile User's Guide.

System Requirements

Device Management for Windows Mobile requires BigFix Version 7.2 or better.

Windows Mobile Device Support

Windows Mobile refers to the general family of compact operating systems used on mobile devices such as
Pocket PCs, Smartphones, and Point of Sale devices. The BigFix Windows Mobile client is designed to run
on most versions of the Windows Mobile platforms. The following devices are currently supported:

Windows CE 4.2:

* Windows Mobile 2003 for Smartphone

* Windows Mobile 2003 for Pocket PC Professional Edition
* Windows Mobile 2003 for Pocket PC Phone Edition

*  Windows Mobile 2003 for Pocket PC Premium Edition

*  Windows Mobile 2003 SE

Windows CE 5.0:
*  Windows Mobile 5.0 Pocket PC
® Windows Mobile 5.0 Smartphone
Windows CE 6.0:

*  Windows Mobile 6.0 Standard
* Windows Mobile 6.0 Classic
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* Windows Mobile 6.0 Professional
* Windows Mobile 6.1 Standard
* Windows Mobile 6.1 Professional
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Part Two

Installation & Setup

Overview

The BigFix Windows Mobile Client currently includes two separate installers, one for Windows Mobile and
one for the Pocket PC.

o Windows Mobile: This installer is for Windows Mobile 5, Windows Mobile 6 Classic and
Professional client.

o Pocket PC: This installer is for the Pocket PC 2003 (i.e. CE 4.2) client.

Both of these installers will be produced by the Wizard that accompanies the Device Management for
Windows Mobile site. There are two basic stages of the installation. The first stage is to run the Wizard,
which will package the Client installer with your authorized masthead into a CAB file. The second stage is to
deploy the CAB file to the individual mobile devices. The next sections will show you how to quickly get up
and running.

Creating the CAB Files

1. Obtain the masthead (.efxm file) for the BigFix Windows Mobile Fixlet site from your BigFix
representative.

2. Double-click the masthead or — from within the BigFix Console — load it from Tools > Manage Sites
> Add External Site. When the site has loaded, it will create a new Wizard.

3. From the Wizards menu, select Windows Mobile Wizard. You will be presented with the following
dialog.

4 windows Mobile Wizard L x|

Welcome to the BigFix Windows Mobile Wizard

This wizard will guide you through the creation of two installation files (. cab files) that will need to be run
on a Windows Mobile device to install the BES Client.

Choose the masthead for the deployment these dients will subscribe to: {.afxm file)
|C: \Documents and Settings\Administrator\Credentials\masthead. afxm Browse |
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4. Click the Browse button to find and select your credentialed Action site labeled masthead.afxm.
Click Next for the next Wizard dialog that will help you locate the installation files.

4 windows Mobile Wizard =l
Welcome to the BigFix Windows Mobile Wizard
CAB Components

The wizard needs to download an archive containing the dient companents to create the CAE files.
Optionally, you can choose to specify a directory already containing these files.

*  pownload the installation files from BigFinc.
Please choose the location where installation files will be downloaded to:

|C: \Documents and SettingsAdministrator My Downloads WM Installer’ Browse |

{"  Ialready downloaded the installation files.
Please select the folder containing the installation files (WM Installer folder):

| Browse |

DN TN TN

5. You have two choices here:

* If you haven't yet downloaded the installation files, click the first choice and use the Browse
button to select the desired download folder. When you do, the Console will then attempt to
connect to the BigFix server to download the file.

* If you have already downloaded or otherwise received the installation files (see step 1), click
the second choice and use the Browse button to locate the folder where those files were
saved.

Whichever option you use, keep track of the folder. This is where the CAB files will ultimately be
created. Click Next.
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6. The Relay Configuration dialog appears.

Welcome to the BigFix Windows Mobile Wizard

Relay Configuration

When the dient is installed, it will need to register itself to the BigFix root server through a relay if itis
outside the corporate network. To allow the dient to do so, spedfy the IP address or fully qualified
domain name of the relay.

Enter the IP address (e.g. 192, 168, 100.94) or hostname (relay.mycompany.com):
|192.188.0.5

Enter the name of the BigFix Relay that your mobile device will be connecting to. Note that you may
enter the IP address or the hostname of the relay. The full address of the relay will be of the form:

http://yourRelay ipaddress:52311/bfmirror/downloads
or

http:/lyourRelay hostname:51311/bfmirror/downloads
Click Next.

7. The Network Preference dialog appears.

4 windows Mobile Wizard |

Welcome to the BigFix Windows Mobile Wizard

Network Preference

Windows-based mobile devices can connect through different network types. Please choose how you
would like the BigFix dient to access the network. Enter the order in which the dient should attempt to
carry out network functions.

Note: "Automatic™ means the dient will try all connection types

[T wifi [ wen

I_ ActiveSync I_ Unimodem
I_ Ethernet I_ Bluetooth

I_ Cellular IZ_ Automatic

This dialog allows you to specify how you want to connect to the mobile device. List all the possible
connection methods, in the order that you want BigFix to attempt them. Or simply choose
Automatic to let the BigFix client decide on the best connection method. Click Next.
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8. The Polling Interval dialog appears.

x|
Welcome to the BigFix Windows Mobile Wizard

Polling Interval

Set the interval at which the BigFix dient contacts a relay for updates below. While longer polling
intervals preserve battery life, we recommend that newly installed dients be given a polling interval of
60 seconds to ensure the dient registers quickly.

Once the dient is registered with the BigFix root server, the polling interval should be lengthened using
the "Configure Client Polling Interval” Fixdet.

Enter polling intervaEISD seconds.

Here you can set the reporting interval. The recommended starting interval is 60 seconds to ensure
a swift registration of the device. After the BigFix client is installed, you can use the Configure

Client Polling Interval Fixlet to reset the interval to a larger number to conserve battery life. Click
Next.

9. The final Wizard dialog appears.

x|
Welcome to the BigFix Windows Mobile Wizard

Create .cab installation files.

Click the Finish button to generate the .CAE files needed to install the BigFix Windows Mobile agent onta
a Windows Mobile device,

The following BigFix Windows Mobile Client installation files will be created:

PocketPC 2003 — BESClient. PPC.CAB
Windows Mobile 5 and 6 — BESClient.\WWM.CAB

When you click the Finish button, two CAB files will be generated and placed in the WM Installer
folder (your original installation folder). One CAB file is for Windows Mobile devices, and the other
is for the Pocket PC. You can rename these files if you wish. The folder containing these CAB files
is displayed so you can see where they have been created.
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Deploying the CAB Files

Now you have a CAB file for both your Windows Mobile devices and your Pocket PCs. The CAB files
contain the client installer. The final step is to deploy the CAB files to the devices themselves. There are
several possible techniques you can use. Here are two:

Using ActiveSync

The simplest method of client deployment is through a Windows Desktop running Microsoft ActiveSync. This
desktop deployment will install the Windows Mobile CAB files on the local computer, initiate the Microsoft
ActiveSync utility to extract the CAB files to the Windows Mobile device, and install them.

See the following links for more information on ActiveSync:

° Windows XP: http://www.microsoft.com/windowsmobile/en-
us/help/synchronize/activesync45.mspx

° Windows Vista: http://www.microsoft.com/windowsmobile/en-us/help/synchronize/device-
center.mspx

Note:  Windows Mobile Device Center is the replacement for Microsoft ActiveSync on Vista.

Hosting the CAB File

ActiveSync works well to upload the Mobile Client to one device at a time. However, it can be tedious when
deploying to large numbers of devices. A better technique in this case is to host the CAB files you created in
the previous steps on a web server in your company. Then send an SMS message to each device pointing
them to the URL. This way, each user can upload the CAB files on their own. Once uploaded, each user can
be instructed to run the client and verify proper installation.
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Verifying the Installation

From the Console

There are two ways to verify that the Windows Mobile Client is installed correctly. From the BigFix Console,
do the following:

1. Click the Computers tab.

2. Check to make sure that the specified client(s) have reported in.

From the Phone

Or you can check to make sure the BigFix Client software is installed on the phone. Here's how:

1. Tap or select the Start Menu on the mobile device.
Select Programs > File Explorer.

3. Navigate to the \Windows\StartUp directory. You should see an entry for the BES Client program
as shown on the left. Then navigate to the \Program Files\BigFix directory. You should see a file
structure like the one on the right, which will confirm successful installation.

Name « BigFix Name
9/14/09 40B B " ﬂﬁ_ﬂsnata
4/8/07 14B |#7] Actionsite 5/26/09 B8.02K
: i 8/20/09 4.79M

8/20/09 B8.07K
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Upgrading Clients

Upgrading the Client can be accomplished in two ways:

° Reverse the installation steps performed above to remove the client binaries from the mobile
device. Then reinstall the updated Client.

o Create an Action within BigFix to deploy an updated client.

If you decide to use a BigFix Action, here is a sample script you can modify:

// Download the required files (both the CAB file and the inf file are required)
download now http://url/download/BESCab.inf
download now http://url/download/BESCab.CAB

// Validate the installer size and hash

continue if {(size of it = 1847344 AND shal of it =
"f6424ace4cl168575ac23b305d61e8d931adcad92™) of

file "BESCab.CAB" of folder "_ Download"}

continue if {(size of it = 4533 AND shal of it =
"'489ef78a289bc5e5ac23b3e5e61e8de3leddad41™) of file

"BESCab.inf" of folder "__Download"}
// Launch the cab file using run wceload.exe
run wceload.exe "{location of client}\__BESData\actionsite\__Download\BESCab.CAB"

Or, instead of the run command, you can use the open command which calls wceload.exe through the
shell. Just replace the last line of the above script with this:

open {location of client}\ _BESData\actionsite\ _Download\BESCab.CAB

For more information, see the BigFix Action Language Reference.

Note: Itis not possible to directly run the CAB file using the standard run command. Using
wceload.exe gives you access to more options, including silent installation.
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Part Three

Creating Custom Sites

Overview

You can use the site as-is. The site is a collection of controls, also referred to as configurations, which
describe individual device settings. These controls are implemented as Fixlet messages and may also
include associated Tasks, Actions or Analyses. You can click through the Fixlet messages to see what
values have been set out-of-the-box. The Fixlet description displays the recommended default value and
the current value for each associated control.

These default values may be just what you want. However, it is more likely that you will wish to establish
your own custom version of the site, reflecting your current corporate policy. This set of values is called a
benchmark. It describes a group of controls that are contained within a single BigFix Site, used to measure
the overall state or compliance of a given set of endpoints. To establish your own benchmark, you must
create a custom site to host your content. Although you can make changes to the original site, those
modifications will be cleared whenever the site resynchronizes. This section tells you how to create a
custom site and then how to populate it with custom controls to easily establish a benchmark across any or
all of your mobile devices.

The ability to customize parameters and exclude specific devices from analysis gives you a great deal of
power over your security posture. Custom sites allow you to target specific sets of computers with tailored
content using the subscription mechanism. This allows highly accurate statistics to be created with any
desired granularity. To craft your own policy with custom sites, follow the four-step process below:

Step 1: Create a Custom Site

Step 2: Copy the Desired Fixlet Messages into the Custom site

Step 3: Customize Fixlet Messages using Parameters and Exceptions
Step 4: Subscribe the proper clients to the custom site
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Creating a Custom Site

As you have seen, you can achieve a great deal of power and convenience by grouping controls into custom
sites. This section describes how to set up a custom site, set permissions on it and populate it with
customized controls:

1. From the Tools menu, select Manage Sites. The Manage Sites dialog opens.

x
Marme | Type | Skatus :l #dd External Site. .. |
] BigFix DLP External Subscribed
(2) Clienk Manager For Anti-Virus External Subscribed iCreate Custom Sits
I.D Device Management For Windows ... External Subscribed PEET
) HIST Security Checklist For Windo...  External Subscribed
() Patches For Windows (English) External Subscribed Properties. ..

() M Checklist For DISA STIG on A...  External Subscribed
() ScM Checklist For DISA STIG on 5...  External Subscribed
() ScM Checklist For DISA STIG on W... External Subscribed
=) 5CM Checklist For FOCC on Intern..,  External Subscribed
=) 5CM Checklist For FOCC on Winda..,  External Subscribed
) scm Reporting External Subscribed
=) vulnerabilities ko Windows Systems  External Subscribed —

b
4| | Gather All Sites

Ok Cancel Apply |
A

2. Click the button labeled Create Custom Site. The Create Custom Site dialog opens.

Create Custom Site |

Flease choose a name For the new Custom Sike,
Cuskom Sike names cannot be changed after they
have been created,

I Mohbile Devices|

r Create a policy action that will subscribe all
computers to this Custom Site by defaulk,

Ik I Zancel

3. Inthe dialog box that appears, enter the name of your site. Do not check the box to Create a policy
action that will subscribe all computers to this Custom Site by default. Click OK.
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4. The Site Properties dialog appears.

Site Properties ﬂ

Properties | Site Cwners | Site tiriters | Site Readers |

Mame: Muobile Devices
Type: Custom Sike
Creakor: joe
Creation kime: 3/21)2009 2:16:15 PM
Descripkion:
The Mobile Device Security Policy Fixlet site, ﬂ
=

Ik I Cancel |

Enter a description of your site in the text box.

5. Click on the other tabs to set any owner, writer and reader permissions you want to apply to this
site, then click OK.

6. Back at the Manage Sites dialog, click OK to propagate your new site. You will need to provide your
user password, and your new custom site will be finalized.
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Copying Content

Now that you have a custom site, you will want to populate it with customized controls. This entails copying
Fixlet messages from the original site to your custom site and then setting the desired value for each control.
The resulting group of custom settings establishes your policy benchmark.

Copying Single Items
To add content from mobile device sites published by BigFix one item at a time, follow these steps:

1. Right-click any item in the Fixlet list to bring up the context menu, and then select Create Custom

Copy.
b BigFix Enterprise Console - [Fixlet "Phone Security - &uto Run Policy {(WMS5 and WM6 Po 101 =l
o File Edit WYew Tools Dashboards ‘Wizards Window Help Debug = |ﬁ| |ﬂ
E| By Source Severiby ;I Marne | D =~ | Caktegc &
"(Iil By Categary Drowanload BigFix Configuration Service Provider Toal EE)
i) By Site urity - Auka Run Palic 5 & o
= N ¥ Phone Security - BlusTooth Policy (WG anly 20e
D BES Support (202) Phone Security - Desktop Quick Conneck Aut. COPY
D BigFix Ankivirus (4) Phone Security - Deskkop Unlock Palicy (W Select all
- Phone Security - Encrypt Removable Storagl
] BigFix DLP (2 ;
H E| ;_; 2 ‘ o Fhone Security - Encrypked Mail Policy (ws - Globally Hide
D Clignt Manager For Anti-¥irus (73] Phone Security - HTML Message Policy (wME - Globally Unhide
D Device Managament For Windows Mobile (4173 Phone Security - Message Encryption Negoti Locally Hide
D Master Operator Site (100 Phone Security - Metwaork PIM Prompt Policy el Gnhide
D MIST Security Checklist For Windows P Profe: Phone Secur!ty 5 qu;word Rquwe_d PDIIW.( —
) ) « ||| Phane Security - Privileged Applications Palic 7212 moes ik ackion
-1 Pakches For Windows (Enalishy (5196 Dhone Sacribu - O80T Dalicy (WG sod LmaE =
LI | 3 {1 i Add Comment...
Fixlet Messages I Tasks I Baselines I Actions I Computers I Computer Groups I Analyses I Console Opers £
Bemoyve

Expork

Add To Mew Baseline. .,
Add Tao Existing Baseline. .. 3

Create MNew Fixlet Message...
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2. From the Edit Fixlet Message dialog that appears, select your custom site from the pull-down menu
on the right labeled Create in Site.

-inix

Mame:; | Phone Security - Auto Run Policy (WMS and WME PocketPC only Create in site:

Master Operator Site j

Descripkion |Acti0ns I Relevance I Properties I

| A=A e £ o

e
|
"
1
111

mn
il
il
&
=
=]

Phone Security - Auto Run Policy (WM5 and WM6
PocketPC only)

This setting indicates whether applications stored on a Multimedia Card
(MMC) are allowed to auto-run when inserted into the device.

Default value: 0 (Windows Mobile-based Pocket PC) The value is not set for
Windows Mobile-based Smartphone.

Currently configured:

The following list shows the possible values:

« "0
1

- applications are allowed to run automatically
- applications are restricted from running automatically

To change the assessed configuration value for this setting, you
must first make a custom copy of this Fixlet, Use the form below to
customize the value. Enter the desired value and click "Apply'.

Enter the desired configuration value: I Apply | LI
QK I Cancel |

3. Click OK and enter your password.

4. Repeat this process for each Fixlet message you wish to place in your custom site.
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Copying by Batch

1. Shift-click or Ctrl-click to select the Fixlet messages or Tasks you would like to move and then right-

click the set. From the context menu, select Export.

b BigFix Enterprise Console - [Fixlet “Phone Security - Auto Run Policy (WM5 and W& - |D|ﬂ
0 Eile Edit Wiew Tools Dashboards Wigards window Help Debug -2 =l
_| Ey Source Severity =] [ Mame |ID « | cCatege~
[-I03) By Category Donload B|gF|>< Configuration Service Provider Tool ek

215 By Site Cpen
- [%] BES Support (202) Copy
¥ D BigFiz= Ankivirus (4] Select Al
) BigFix DL (2) Globally Hide
D Client Manager For Anki-irus (73) Giohally Unhids
D Device Management For Windows Mobile (41) Locally Hide
D Master Operator Site (10) g ! Locally Unhide
. D MIST Security Checklist For Windows P Profe: Phofe aeeliilty = Fassion Requwed PD“CV (\'
Phone Security - Privileged Applications Polics| Toke Defaulk Sckiom,.,
-12 Patches for Windaws fEndlish? (5196} T ohrma Sacvibe - 0ADT Dalip (WS srd WG T
4] | 3 11 i Add Comment. ..

Fixlet Messages ITasks I Baselinesl Actions I Computersl Computer Groupsl .ﬂ.nalysesl Console Operat £

Remoye
Create Custom Copy,..

Add To Mew Baseline. .,
Add Tao Existing Baseline. .. 3

Create New Fixlet Message...

The Save As dialog opens. Select a pathname for the file (and take note of it) and then save it.
In the Windows file system, locate the saved .bes file and double click to import it.

From the Import Content dialog that appears, select your custom site from the pull-down menu on
the right labeled Create in Site.
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10

Review each BES object to import by clicking "Edit..." or double-dlicking in the lisk belov,

Edit, .. ™ open documents after creation  Createin site: || Master Operator Site j
Masker Operatar Site

Title: | Type

Phone Security - Aubo Run Policy (w3 and wWwiie PocketPC only)  Fixlet Master Operator Site
Phone Security - BlueTaooth Policy ('WHE anly) Fixlet Master Operatar Site
Phone Security - Deskbop Quick Connect Authentication Policy ... Fixlet Master Operatar Site
Phone Security - Deskbop Unlock Palicy (WMS anly) Fixlet Master Operatar Site
Phone Security - Encrypted Mail Policy (WS only) Fixlet Master Operatar Site
Phone Security - HTML Message Policy (WME only) Fixlet Master Operatar Site
Phone Security - Message Encryption Megatiation Palicy (WM& ... Fixlet Master Operatar Site
Phone Security - Mebwark PIN Prampt Policy (WhHE anly) Fixlet Master Operatar Site

oK I Zancel |

Click OK and enter your password to complete the process.

Customizing Content

Now that you've created a custom site by importing the Fixlet messages you want, you can alter their
settings to conform to your company's desired policies. Here's how.
1. Click the Fixlet Messages tab.

2. Click All Fixlet Messages, open the By Site folder and then select the custom site you just created
from the navigation panel on the left.

3. Double-click through each Fixlet in turn from the list on the right. In the work area, the Fixlet will be
displayed.
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E Fixlet: Phone Security - Auto Run Policy {(W™5 and WME PocketPC only) 0 Applicable Computers
Device Management For Windows Mobile 0 Open Actions

=k ails I Applicable Computers I Ackion History I

Phone Security - Auto Run Policy (WM5 and WM6
PocketPC only)

Device Management for Windows Mobile

This setting indicates whether applications stored on a Multimedia Card (MMC)
are allowed to auto-run when inserted into the device.

Default value: 0 (Windows Mobile-based Pocket PC) The value is not set for
Windows Mobile-based Smartphone.

Currently configured: 0

The following list shows the possible values:

+« "0" - applications are allowed to run automatically
+ "1" - applications are restricted from running automatically

To change the assessed configuration value for this setting, you must
first make a custom copy of this Fixlet. Use the form below to customize
the value. Enter the desired value and click "Apply".

Enter the desired configuration value: I Apply |

® Click here to remediate this issue.

||

| |Connected to database 'bfe 2

4. Click the Description tab, and for each Fixlet, enter your desired configuration value and then click
the Apply button.
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Subscribing Devices to Your Custom Site

Now that you have created your custom site, you need to subscribe mobile devices to it. Remember that the
proper collection of statistics depends on targeting the content to the appropriate devices. There are two
ways to subscribe computers to your site, described in the following sections.

Subscribing Specific Devices

1. Click the Computer tab. From the list, select the clients you want to add to the subscription list.

2. Right click on the selected clients and choose Modify Custom Site Subscriptions from the context

menu.
b BigFix Enterprise Console - [Fixlet “Phone Security - Auto Run Policy & |EI|£|
o File Edit Wew Tools Dashboards ‘Wizards Window Help Debug = |5’|5|
Q All Computers (5] Computer,,, - | 05 | ZPL | Lask Report Time | Locke
EIGDOG Winista 6.0,6000 2400 MHz Core 2 6/30/2003 2:01... Mo
BIGFIA Win2003 5.2.3,.. 2600 MHz AMD ... 928/20035:27... Mo
IMSPIROM WinsP 5.1,2600 2200 MHz Core 2 12131/2008 3:4,., Mo
Tombtobile Qpen
o
T I Lopy
Select Al
Fixlet Messages I Tasks I Baselines I Actions  Compute Operakars I

Edit Computer Settings. ..

Madify Cuskom Site Subscriptions. .. I
Add Comment. ..
Remove From Database. ..

Wiew as Group
Add To Manual Group, ..

Send Refresh

3. Click the first button to Subscribe selected computers to site. From the pull-down menu, select
the custom site you want.

Modify Custom Site Subscriptions x|

¥ Subscribe selected computers ta sike::

IM:::I::iIe Devices j
{” Unsubscribe selecked computers from sike:
IM:::I::iIe Devices j
Ik Cancel |

Note that this interface also allows you to unsubscribe computers.

4. Click OK and then enter your password to complete the subscription process.
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Subscribing by Properties

The previously described method of subscribing specific clients is simple and straightforward, but lacks
flexibility. Each time you add a new device to your network, you need to manually subscribe it to the
appropriate custom site. Targeting computers by their properties is a much better technique for controlling
site subscriptions. This way, whenever a device is added, its OS (or other characteristic) will be examined
and it will automatically be subscribed to the appropriate site. This automated technique is slightly more
difficult to set up, but much more powerful. Here is how to implement it:

1.

Follow the steps described previously to subscribe a single device to the desired site (since we are
going to modify the targeting, it does not matter which device or computer you select). This creates
an action that you can find by clicking the Action tab.

From the Action list, right-click the subscription Action you just created. From the context menu,

select Export Action.

h BigFix Enterprise Console -
OEile Edit Mjew Tools Dashboards ‘wizards Window Help Debug _|5’|5|

[Fixlet “Phone Security - Auto Run Policy { - |EI|£|

E\' Open Actions (9] &
----- ‘Ek Stopped Actions (0}
‘E\, Expired Actions (3)
-2, My Actions (17)
-2y, Al Actions (17)

&b, Al Fidet Actions (2) ]

Unsubscr
afz1/2009 1:50:09 PM Open Unsubscr Copy
2172009 1453 PM Open Unsubscr Eelect all
aM19/2009 4:34:48 PM Open 0.00% {0f1)  Subscribe -
4 | | Dpen Source Eixlet Message

Fixlet Messages I Tasks I Baselines  pctions |Cumputers Computer Groups | Analyses |ﬂ

Show Action Infa.,.

Stop Action
Restart &ckian
Delete Ackion
Add Comment. ..

Export Action, ..

Take Custom Ackion. ..

From the Save As dialog, choose a name and a location to save the exported Action as a .bes file.
Take note of the pathname you selected for the file.

From the Windows file system, locate the exported Action file and double-click it. This opens the
Take Action dialog in the Console.
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5. From the Target tab of this dialog, click the second button labeled All computers with the
property values selected in the tree below.

9. Take Action ) 10l =l

MName: I Subscribe ko Custom Sike 'Mobile Devices'

Preset; IFixhgt Action Defaults j [ Show only personal presets Sawe Preset, .. | Delete Freset, |

Target |Execution I sers I Messagesl Offer I Paost-fAction I Applicability I Success Crieria | Action Script I

Target:
{~ Specific computers selected in the lisk below

Iﬁ' All computers with the property values selected in the tree below I

€ The computers specified in the list of names below (one per line)

= Q Al Computers {33 I
=1C5) By Retrieved Propefties

_| B Comp Marne

B3 By 05

) winzo03 5.2.3790 (1)

Q Winvista £,0.6000 (1} This action will be targeted at all computers with the
Q WinaP 5,1, 2600 (2) retrieved property values selected on the left, There are
: ; 5 currently 1 computers with the selected property walues,

Ay computers that change to match the selected property
{27 By Last Report Time values while the action is open will be bargeted as well,

[ By Locked This action has no end date. See the Conskraints kab for
1 By BES Relay Selection Method more dekails,

1 By Relay

1 By User Name

1 By RAM —
1 By Free Space on System Drive

- By Total Size of System Drive -
1| | ]

A

6. Open the All Computers tree and the By Retrieved Properties folder beneath it. From the list of
properties, select the ones you want to use to target your computers. Typically, you will find the By
OS folder most useful, but you may have other criteria that you prefer. Select the desired property
(for instance, WIinCE) to complete the targeting.

7. Click OK to deploy this new subscription Action and then provide your password to propagate it.

Congratulations! You have now successfully installed, customized and subscribed your Windows Mobile
devices to your site. For more information about creating new content and managing your site, see the
User's Guide to Windows Mobile.
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Part Four

Resources

Troubleshooting
My Mobile Device won't connect to the BES Server on a WiFi network

In some environments, the phone may not correctly connect to the BigFix Enterprise Server. The issue can
be easily resolved by adding an entry into the 'Hosts' section of the Windows Mobile 6 registry. Editing the
registry is straightforward, but comes with the usual warnings. Follow these steps:

1. Download a Registry Editor for the mobile device.

Open the registry using the editor and navigate to the following location: HKLM\Comm\Tcpip\Hosts\.

3. Create a KEY under the server's hostname and create a binary value under the hostname called
ipaddr.

4. Add the binary value for the IP Address. Note that the value is the HEX conversion of the IP
address (e.g. "c0 a8 01 02" which stands for 192.168.1.2).

Alternatively, you can download a utility to set the hostname. A utility called Pocket Hosts by Zimmerman
can be found in the following location:
http://handheld.softpedia.com/progDownload/Pocket-Hosts-Download-8804.html

You can also set the host resolution for BigFix relays once the phone registers by modifying the
_BESCIlient_Relay_NameOverride setting.

After the phone registers with the BigFix server, the setting _ BESClient_Relay_NameOverride can be set on
a BigFix relay. Use the IP address of that relay to avoid having to set the host resolution for future relays.

| can’t find the installed CAB files

When you run the WM Installer Wizard, a set of CAB files is created in the installer folder. If you can't find
the files there, you may want to step through the setup batch file. To do so, follow these steps:

Open the folder containing the WM Installation files.

Open the setup.bat file in a text editor such as WordPad.

Open a command (DOS) window.

Copy each line of the batch file and paste it into a DOS Window.

gk w DN

By stepping through the batch file, you may discover where the execution stopped or failed.
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| accidentally removed the CSP tool

If you accidentally remove the CSP tool, you will not be able to use any of the related Fixlet messages or
Tasks. You can recover the tool with a Fixlet:

1. Inthe Console, click the Fixlet Messages tab.
2. Find Fixlet #99, "Download BigFix Configuration Service Provider Tool".
3. Click the Action link to download the specified utility.

| can’'t download the installation files from the Wizard

If, for any reason, you are unable to download the installation files through the Wizard, you may wish to
obtain the WM Installer package from BigFix before proceeding. Here's how:

1. Download the Installer package from the website at:
http://software.bigfix.com/download/windowsmobile/7.2.16.3/WMiInstaller.exe.

2. Inthe Wizard, when you are asked to download the Install files, click the second button.

£ windows Mobile Wizard x|

Installation Files

Please download or locate the installation files.

" Download the installation files from BigFic.
Please select a folder to save the installation file:

| Browse |

*  1already downloaded the installation files.
Please select the folder of installation file (WM Installer folder):

IC: \Documents and Settings\Administrator\Desktop My DownloadsiWWM 1 [

Back Mext Cancel

3. Click the Browse button to find and select the folder where you saved the installation files.
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| received an "Automation server can't create object” error

If you receive this error after attempting to apply an Action , you need to enable two Internet Explorer
security settings on the Console computer. Specifically, you need to enable both “Run ActiveX control and
plug-ins” and “Script ActiveX controls marked safe for scripting”.

Security Settings - Internet Zone

Settings

{(®) Enable ol
|#| Run Activer controls and plug-ins ;
() Administrator approved
() Disable
®
(3 Prompt
|#| Script Activer contrals marked safe For scripting®
() Disable
(%) Enable
(3 Prompt
& Downloads
,9& Aukamatic prompting For file downloads
(%) Disable
{3 Enable

& File download
(3% Micahla |
< | & |

*Takes effect after wou restart Internet Explarer

| £

Reset cuskom setkings

Resebtoi  medium-high (default) v | Reset...

| have a Proxy issue

BigFix attempts to collect proxy information from the connection manager and configure it properly.
However, when there is a username and password set in the connection manager and automatic proxy
detection is enabled, the client may misconfigure the proxy settings. To fix it, set the proxy information
manually.
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Global Support

BigFix offers a suite of support options to help optimize your user-experience and success with this product.
Here’s how it works:

= First, check the BigFix website Documentation page:
= Next, search the BigFix Knowledge Base for applicable articles on your topic:
= Then check the User Forum for discussion threads and community-based support:

If you still can’t find the answer you need, contact BigFix's support team for technical assistance:

=  Phone/US: 866 752-6208 (United States)
= Phone/International: 661 367-2202 (International)
=  Email: enterprisesupport@bigfix.com
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