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Part 1

Getting Started

Introduction

BigFix has provided highly scalable, multi-platform, automated patch management solutions since 1997.
Today, over six million computers around the globe rely on the BigFix Unified Management Platform to
deploy critical updates to workstations, servers and other devices, regardless of location, running a wide
variety of operating systems and applications. BigFix deploys in days—not months—enabling our
customers to realize business value by meeting compliance requirements, reducing organizational risk
and containing costs.

BigFix leads the patch management market in terms of breadth of coverage, speed, automation and cost
effectiveness of our solution, providing comprehensive operating system and third-party application
patches. The solution, which includes deploying a multi-purpose, lightweight BigFix Agent to all endpoint
devices, supports a wide variety of device types ranging from workstations and servers to mobile and
point-of-sale (POS) devices.

Supported Versions

The Patches for AIX Fixlet site provides Fixlet messages for the latest Maintenance Level packages for
AIX 5.1, 5.2 and 5.3. It also includes inventory-only Fixlet messages for AIX Security Advisories, Critical
Fixes, High Impact/Highly Pervasive Fixes and PTFs in Error released since the last Maintenance Level
Package update.

In addition, the Patches for AlX Fixlet site contains Task messages you can use to compare the patch
level of a machine with the most currently available fixes from IBM. You can view your results in the
BigFix Console once the appropriate Analysis has been activated.

Navigating Patch Management in the BigFix Console

The navigation tree in the BigFix Console, which is available for all BigFix products, will serve as your
central command for all Patch Management functionality. The navigation tree gives you easy access to all
reports, wizards, Fixlet messages, analyses and tasks related to the available updates and service packs
for the computers in your network.

The content in the Patch Management “domain” is organized into two separate “sites” — Application
Vendors and OS Vendors.
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0 BigFix Enterprise Console
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The BigFix Console organizes content into four parts:

= Domain Panel — Includes navigation tree and list of all domains

= Navigation Tree — Includes list of nodes and sub-nodes containing site content
= List Panel — Contains listing of tasks and Fixlets
=  Work Area — Work window where Fixlet and dialogs display

In the context of the BigFix Console, products or sites are grouped by categories or domains. The domain
panel is the area on the left side of the Console that includes a navigation tree and a list of all domains.

The navigation tree includes a list of nodes and sub-nodes containing site content.

In the image below, the red-outlined area represents the entire Domain Panel, and the blue box contains
just the Navigation Tree. You will note that the Patch Management domain button is listed at the bottom —

you will use this domain to access

Patch Management content.

The Patch Management navigation tree includes three primary “nodes” that each expand to reveal

additional content. The top two nodes — Application Vendors and OS Vendors, expand to include Fixlets,

tasks and other content related specifically to either applications or OSs. The third node — All Patch
Management, expands to include content that is collectively related to the entire Patch Management

domain.
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b BigFix Enterprise Console

File Edit Miew Go  Todls Help

@ BigFix Management

' Endpoint Protection

’t. Patch Management

{3} Security Configuration

@: Systems Lifecycle

Patch Management tasks are sorted through upper and lower task windows, located on the right side of
the Console. The upper panel, called the List Panel (blue), contains columns that sort data according to
type, such as Name, Source Severity, Site, Applicable Computer Count, etc.

The lower panel or Work Area (red) presents the Fixlet message, task screen or Wizard from which you
will be directed to take specific actions to customize the content in your deployment.
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Search Application Yendors

Analysis
Windows Security: Microsoft Windows Malicious Software Remaval Toal .. Analysis
Windows Security: Microsoft Windows Malicious Software Remaval Tool ... Analysis

0 fictivate GDeactivate | o Edit | =5 Export | Hide Locally Hide Globally | K Remioye |

Descripkian |Detai|s I Results I &pplicable Camputers (15) I

This analysis contains information about patches and updates that can be
uninstalled on Windows 98/ME/2000,/%P/2003 operating systems.

After activating this analysis, you will see the following property:
e Uninstallable Patches and Updates

Mote: This analysis will not report back service packs that have uninstall
enabled.

Mote: The results of this analysis are designed to be used in conjunction with
the Rollback Task Wizard.

® Click here to deactivate this analysis.

Working with Content

The navigation tree organizes Patch Management content into expandable and collapsible folders that
enable you to easily navigate and manage relevant components in your deployment.

When you click on the Patch Management “domain” at the bottom of your screen, you will see the
accompanying Patch Management “sites” organized into expandable nodes — Application Vendors and
OS Vendors. Click the “+" to display the content related to either application or OS vendors within Patch

Management.

The All Patch Management node includes content related to the entire Patch Management “domain” as a
whole, which collectively includes of the sites within this domain.
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Note: Depending on your operating system, your system may display the “+” and “-“ buttons in the
navigation tree as triangles. Specifically, the “+” and “-“ icons will display on Windows
XP/2003/2008/2008R2 machines, and triangles will display on Windows Vista/7. This feature was
designed so that the Console matches the standards and conventions of your specific operating
system. Regardless of the particular icon, the functionality of these buttons works the same way to
either expand or collapse content.

You will use this same expand/collapse method to move through the entire navigation tree. Click each “+”
to display each piece of related application or OS Patch Management content.

b BigFiz Enterprise Console
File Edit Wiew Go Tools Help |
Back - *Fnrward - ||@§hu:uw Hidden Cor

&«

pplication YWendors (AES)
E Recent Cantent (2)

__E] Configuration (35)

__E] adobe Systems (0)

__E] Apple (99

__E] Microsaft (487)

__E] Mozilla Corporation (00

2 Nullsoft (0)

o Real (0)

__E] Skype Limited (0}

__E] Sun Microsystems (15)

__E] WinZip International LLC (07}
03 Mendors (25,7600

5 Apple Mac 05 ¥ (256)

5 IBM AT (1,315)

__E] Microsoft YWindows (10,478)

_E Mavell SUSE (1, 599}

::E-j Sun Microsystems Solaris {SJE\-EIS]I

You can see that the Application Vendors site is organized into 11 primary “nodes” — Recent Content,
Configuration, Adobe Systems, Apple, Microsoft, Mozilla Corporation, Nullsoft, Real, Skype Limited, Sun
Microsystems, and WinZip International LLC.

Each of these nodes expands into sub-nodes that contain additional content:
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b BigFix Enterprise Console

File Edit Miew Go Tools Help |
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Use the same approach of clicking the “+” and “-“ to open and close each node and sub-node.

For AIX patches, you will primarily be using the content contained in the IBM AIX node under the OS
Vendors site in the navigation tree.

b BigFix Enterprise Console
File Edit Miew Go Tools Help ‘
ﬁBack - ‘Furward - | &% show Hidden Conten
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J Patch Management Darnain
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E

E

F-E Patches For ALY 5.3 (411)
i Patches For ALY 6.1 (202)
[]—LE Microsoft Windows (6,612)
- Movell SUSE (1,341)

Composite View

For an overall view of all Patch Management content, click either Application Vendors or OS Vendors at
the top of the navigation tree. This will display all content organized by “type”.

=  Analyses

= Dashboards (includes Overview reports and Tasks)
= Fixlets

= Wizards
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b BigFix Enterprise Console

File Edt Yew Go Toals ﬂelp|

W Forard| - # show Hidden Contert ¥ Show Non-Relevant Content | & 'Refresh Console

Micrasaft Office Overview Dashboard
¥ | Patches For Windows Overview Dashboard
Patches for Windows Overview Dashboard
indows Security: Microsoft Windows Malicious Software Remowal Tool ... Fixlet
UPDATE: MS5ML 4.0 SP3 Available Fizlet

UPDATE; Microsoft \MET Framework 1.1 Available - Windowes Z000/%P/Z.., Fixlet
1M308-029; Yulnerabilities in Microsoft Malware Protection Engine Could ... Fixlet

UPDATE: iTunes 9.1 Available {Client) Fixlet
Dependencies Meeded: iTunes 9 Update {Client) Fixlet
Microsaft Office Source Configuration Wizard Wizard
Micrasaft Rollback Task Wwizard Wizard

This content represents actions that need to be addressed so that Patch Management for AIX can display
the most accurate and up to date information about security patches and updates for the systems in your
deployment.

All Patch Management

The All Patch Management part of the navigation tree contains content relevant to all of the products
contained within the Patch Management “domain”. From this view, you can see a composite picture of the
Fixlet messages and tasks, analyses, baselines, computer groups and sites related to those BigFix
products. This content is visible through expandable and collapsible menus.

b BigFix Enterprise Console
File Edit Wew Go Tools ﬂelp|

s Back = WP Forward - | % show Hidden

Patch Managemenkt - “
J Patch Management Domain
= Application Yendors

Fixlets and Tasks (19,477
Baselines (0}

| Cuskom Conkent

| Cuskam Filkers

i Computers (1)

% Compuker Groups (2]
[F! Sites (@)
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Part 2

Patch Management

Applying AIX Patches

BigFix provides three different methods for deploying AlIX patches. The one to use depends on the type of
patch you need to update.

Program Temporary Fix (PTF) Service Pack

* High Impact/Highly Pervasive
» Critical Fixes Concluding Service Pack
» Security Advisory Technology Level
* PTF in Error
Download Cate Run
- —
From IBM ategory? Download Cacher

Maintenance Level 1]{ !

Run Fileset Deployment Wizard
using Fileset option

Run Fileset Deployment Wizard
using Package option

Fixlet Action

To install a Program Temporary Fix (PTF), click the IBM link on the Fixlet message’s description page,
and then download the fix. To reduce the size of your download, know the technology level for which you
are downloading the PTF. Before downloading, it is also helpful to run the “Islpp” command to upload a
list of the previous packages you already have. After your download, import the file or files that you
download into BigFix by using the Fileset Deployment Wizard and choosing the Fileset option. This option
will upload the files to the BigFix server and create a Fixlet message you can use to deploy the patch.

For Service Packs, Concluding Service Packs, and Technology Levels, the process is the same, except
that when you run the Fileset Deployment Wizard, choose the Package option.

The third process is the simplest. This is for Maintenance Level (ML) patches that IBM used in earlier
releases of AIX. These Fixlet messages include the action script to download and deploy the fix. Because
you might have more than one Fixlet message for a particular ML (IBM supplies these patches as multiple
volumes), you might have to run multiple Fixlet messages to finish any one particular ML update.

The final part of the process is to test your systems, and then commit the fixes if you like them or reject
the fixes if you do not. After you apply a fix it will stay there—even after a reboot—but is not considered
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permanent. It is in a state called Applied, which can then be either Committed or Rejected. The Commit
Task will commit all applied fixes and not just fixes that you specify. If you want to be more granular, you
can write a custom “installp” command. The Reject Task will ask you for the APAR number of the fix you
wish to rollback. You can get this APAR number from the original audit-only Fixlet message.

There are also some analyses that let you see the success or failure of your deployment. The most

common errors are disk space, the OSlevel Fixlet not running as a policy action, or downloading the
wrong file or not enough files into the Fileset Deployment Wizard.

Deploying Maintenance Level Patches

To deploy patches from the BigFix Console:

Go to the All Patch Management node of the navigation tree and click All Fixlets and Tasks. Select By
Site and click Patches for AIX. You will see a list of Fixlets messages display in the list panel on the right -
select the Fixlet message you want to deploy from the list.

b BigFix Enterprise Console
File Edit Wwew @o Tools Help |
i Back - * Forward = | ¥ show Hidden Content |ﬁ Showe Mon-Relevant Conkent | 5 YRefresh Consale
Ll Fixlets and Tasks
J Patch Management Damain
£ Application Wendors L CHE Client Floods Serve :
AT 5.1 Critical Fix: Ls -L Dumps Core For File Ciwned |
035 vend
- snaors AIx% 5.1 Critical Fix: Shutdown -L Command Hangs
=] Al Patch Management AT 5,1 Critical Fix: System Crash While Trace On
|_J—]—IE Fixlets and Tasks (19,491) AT% 5,1 Critical Fix: Wrbune -a Should Show Leo_pall_j
= By Source Severity _.. AT 5.1 Critical Fix: Wrnkune Problems After Upagrading
= By it ALk 5.1: Critical Fix: When Inkerface Address Is Reass
oY alke AT 5.1 Critical Fix: Ypxfr Dumps Core IF Tt Times Ouk
4 BES Support (15 A% 5.1: High Impact: Boot Fails with Large Boot Imags
E Master Action Site (4) ATX 5. 1: High Impact: Chewqg -B | Extendwg Duplicates A
= &Ix 5. 1: High Impact; Data Read From Wrong Subsysy
% Patches for ALK (879
} SHenes Ter (879) ALx 5.1: High Impact: Large Amount of Savebase Datd
E Patches for RedHat Enterprise Linux 8,728) | a1v o 1. Hidh Imoack: Maca Suooork For Dk passthy

For this example, the Fixlet message AIX 5.3: Recommended Maintenance Level Package 5300-02 was
selected.
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Search all Fixlets and Tasks

Al Fixlets and Tasks

Al mi aintenance Leve| Pa

ance = ; e
Alx 5,3 Recommended Maintenance Level Package S300-03 Yal, 1 Patches For AlX

P.ix 5,3: Recommended Maintenance Level Packaos 5300-03 Yol .2 | “Unsoecified=  Patches For ATy
1

s}"% Take Action = #2# Edit Copy | =2 Export | Hide Locally  Hide Globally | xﬁemwe ‘

Description | Details | Applicable Computers (00 | fction Histary (07 I

Description

IBM has released a new Maintenance Level Package. Use this Fixlet to upgrade any version of AIX 5.3 to
MWaintenance Level 02 This is a bundled set of recommended preventative maintenance packages for ALK 5.3,
After downloading and installing this patch, affected camputers will no longer be susceptible to these
vulnerahilities.

Note: Affected computers will report back as 'Pending Restant’ once the patch has run successfully, but will not
report back their final status until the affected computer is restarted.

Important Hote: This action will delete the logfile Ararfadmirasiinstall_all_updates. If you wish to save this file,
please rename or move the file before taking this action.

Important Note: This Fixlet may not become relevant if there is not enough free disk space in the falder
fusrfsysfinst.images’ If necessary, please apply Fixlet 8 to expand the filesystem to accomodate this
MWaintenance Level Package before deploying the action below.

Important Note: This fixlet will fail if there is not enough free disk space in the BES Data folder. If necessary,
please apply Fixlet ¥ to ensure that the filesystem containing the BES Data folder has sufficient space to
accomodate this Maintenance Level Package before deploying the action below.

Number of Files: 1
Total File Size: 754.9 MB

® Click here ta initiate the deployment process. *—

® Click here to view rmore information from (B,

® Click here to view information on Patches for ALK

Review the text in the Description box and select the link in the Actions box to initiate deployment. For
more information about setting options using the tabs in the Fixlet window, consult the BigFix Console
Operators Guide.

Individual AIX Fileset Updates

To deploy an AlX fileset update using the AlX Fileset Deployment Wizard, you must first obtain the
desired filesets from the IBM website.

AIX fixes are located here:
http://www-912.ibm.com/eserver/support/fixes/fixcentral/main/pseries/aix
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Note: You can obtain detailed instructions on using IBM’s website from the BigFix Knowledge
Base: http://support.bigfix.com/cqi-bin/kbdirect.pl?id=453.

To create a custom Task or Fixlet message, run the AlX Fileset Deployment Wizard after downloading all
filesets for your AIX update. The Wizard will prompt you for the location of the fileset you wish to deploy.
Use the folder option to deploy multiple filesets or the download URL for a single Fileset. Select relevant
OS platforms and customize text fields as necessary.

After completion, the generated one-time action or Fixlet message will appear in the BigFix Console and
will allow you to deploy the AIX update to relevant computers.

To view detailed information regarding the results of deploying your AIX Fileset update, activate the AlX
Custom Fileset Deployment Results Analysis. To do this, open the All Patch Management node in the
navigation tree and click Analyses. Sort the list of analyses By Site, and highlight the AIX Custom Fileset
Deployment Results analysis in the list. Right-click, and select Activate.

J Fatch Management Donmain Status | Mame i
£ Application Yendors Mot Activated AL Package Deplowvment FResulks - TLISPICSP

Mot Activated AL Maintenance Level Package Deplovment Fesulks (Yolume 2)

Mok Activated Al Maintenance Level Package Deplovment Resulks (Yolume 1)

=+ All Patch Management Mot achivated ALY Inwventory: Instfix Results

[]—I_% Fixlets and Tasks (19,491} Mok Activated AL Inventory: Compare_Report Resulks

] 05 vendars

@5 Baselines (07 Mok Activated ALY Custom Fileset Deployment Results Open
EHay Analyses (25) Copy Text
By Status Copy Text with Headers
<5 By Site Select Al
§" BES Suppork (8)
= Globally Hide

{qy Patches For ALR (B)
5| otrally Lnhide
L B Sratus Locally Hide
] By Activated By Locall:: Gnhide
‘8 Patches For RedHat Ent -

B Patches For Windows (E Activake -‘—

+ 35 Trend Micro Mac Prokec Deachivate

AlX Package Updates

To deploy AlX Technology Levels, Service Packs, or Concluding Service Packs, you must first download
the update using the AIX Download Cacher. To use the AIX Download Cacher, deploy the Task "Run
Download Cacher Tool - AIX". To do this, open the All Patch Management node in the navigation tree and
click All Fixlets and Tasks. Sort the list By Site, and select Run Download Cacher Tool.
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L Fixclets and Tasks

J Patch Management Domain 20| Name =
= &pplication Yendors Al¥ 6.1: High Impact: FTRUMCATE CAN CORRUPT DATA IN DIRECT IO

Alx 6,11 High Impact: SYSTEM HAMG AFTER. FLEMIMNG OUT OF 4k PA. ..
A 6,1 PTF in Error: PS -0 ARGS OUTPLLESSTRUMCATED T 2048 C...
AT Inventory: Run InskFix Comma
Fun Download Cacher Tool - &%

= 05 Yendors
= S Al Patch Management
-k, Fixlets and Tasks (19,431}
| By Source Severity
= By Site <

R S spprt (15) Taski RunDownload Cacher Tool-Alx

% Master Action Site (4) " _ _ _ _
—-é Patches For ATX (579) 4" Take Action = | & Edit | Copy == Expork | Hide Locally Hide Glob

% Patches for RedHat Ente

=] ' .

Description |Details I applicable Computers (00 I fckion Histary (0 I

After you have downloaded the update package, run the AlX Fileset Deployment Wizard to create a one-
time action or Fixlet message. After choosing the "Package" Option, the Wizard will prompt you for the
location of the AIX package you wish to deploy.

After completion, the generated one-time Action or Fixlet message will appear in the BigFix Console and
will allow you to deploy the AIX package to relevant computers.

To view detailed information regarding the results of deploying your AIX package update, activate the
Analysis "AlX Package Deployment Results - TL/SP/CSP".

s Help

Show Hidden Content |ﬁShnw MNon-Relevant Content | ?Refresh Console |

Al Package Deployment Results

Mak Activated ALY Mainkenance Level Package Deployment Fesults (Yolume 2) Pakches For A1X
Mat Activated ALY Mainkenance Level Package Deployment FResults (Yolume 1) Pakches For ALK

5 | |

ﬁ&ctivate Qo Deactivate | & Edit |=5Export | Hide Lacally Hide Glabally | xgemc-ve |

Description | Details I Applicable Computers (0) I

Description

This analysis contains action result information for the most recently deployed
aI¥ Technology Level/Service Pack/Conclusive Service Pack.

Using the Download Cacher

The Download Cacher utility enables you to deploy a service pack, concluding service pack, or a
technology level. The Download Cacher uses FTP to download specific fix packs. Ensure that your
environment does not block FTP usage.

User’s Guide 15 © 2010 BigFix, Inc.



BigFix® Patch Management - for AIX

The Download Cacher tool for AIX is a Perl executable designed to automatically download and cache

AIX Technology Levels, Service Packs or Concluding Service Packs to facilitate deployment of AIX Fixlet
messages.

To access the tool, open the All Patch Management node in the navigation tree and click All Fixlets and
Tasks. Sort the list By Site, and select Run Download Cacher Tool from the list panel.

L Fixlets and Tasks

1| Mame s

ATX 6,1 High Impact: FTRUNCATE CAN CORRUPT DATA IMN DIRECT IO
AL 6,11 High Impack: S¥STEM HAMG AFTER RLEMING QIUT OF 4 PA...
AIX 6,1 PTF in Error: P -0 ARGS OUTPLLLESTRUNCATED T 2045 C..,
ATx Inventory: Fun Instfix Comma
Fun Download Cacher Tool - ALL

=l S all Patch Managemenk
A Fixlets and Tasks (19,491)

= By Site 1]
Lty | rmnomedCatertod- A
_'ﬁ Master Action Sike (4) ~ i ; . i

—-E Pakches for ALY (879) o Take Action - | o Edit | Copy |2 Expork | Hide Locally Hide Glob

__ﬁ Patches For RedHat Ente
= . .

Description | Dietails I Applicable Computers (00 I Action History (00 I

When the Task window opens, select the appropriate link in the Actions box to initiate the download.

® Click here to download packages to a specified falder (no proxy).

® Click here to download packages to a specified falder {proxy).

® Click here for instructions on running this tool manually.

You may also run the download cacher manually. The cacher uses FTP to download specific fix packs.
Ensure that your environment does not block FTP usage. In this case, the tool can be downloaded from
the BigFix support website: http://support.bigfix.com/cgi-bin/kbdirect.pl?id=372.

You will also need the BigFix BFArchive tool in the same directory as the AlX Download Cacher. The
BFAchive tool can be downloaded from: http://support.bigfix.com/cqgi-bin/kbdirect.pl?id=372.

To run this tool, you may wish to create a batch file with the following parameters.

Sample.bat

AIXDownloadCacher-x.x.exe C:\temp c:\logs 5300-05 5200-08-02 5300-004-CSP 5300-
07-01-0748 http://www.proxyserver.com:8080 proxy_user proxy_password

Usage

AlXDownloadCacher-x.x.exe DirectoryPath AIXPackageNames [PROXY - must use this

keyword if using a proxy server] [proxyaddress:port] [proxy domain username] [proxy
password]
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Required Parameters

DirectoryPath
The full path to the folder in which you should save downloaded files. Please ensure the
DirectoryPath exists before running the Download Cacher.

AlXPackageNames

Specify AlX package name(s). Separate each name with a space (i.e.: 5200-08-02 5300-
04-CSP 5200-09 5300-07-00-0747 5200-10-02-0730). By default, fix pack for all service
packs will not include the corresponding Technology Level. This tool will work for non-
Maintenance Level Packs only. In addition, all specified package names must match the
ones listed on IBM's AIX Fix Central website.

Optional Parameters
[Logfile Directory]
Full path to the folder where you would like to create the log file. By default, the lodfile is placed in
the BigFix Client Logs directory (ex: C:\Program Files\BigFix Enterprise\BES
Client\_ BESData\__Global\Logs).
[PROXY] [Proxy URL] [Proxy Username] [Proxy Password]
PROXY is a keyword used to indicate that downloads must go through a proxy server. If your
network requires a proxy server for Internet access, you must specify this keyword and provide

required parameters.

Proxy URL is the URL of your proxy server. This is usually the IP address or DNS name of your
proxy server, and its port, separated by a colon (ex: http://192.168.100.10:8080).

If your proxy server requires authentication, you must specify your Proxy Username and Proxy
Password. Your Proxy Username is usually in the form of domain\username.

Note: If you run the tool without specifying any parameters, you will be prompted to enter the
parameters at the command line.

Using the Fileset Deployment Wizard

Before running the Wizard, download any necessary packages from IBM’s website.

Fileset Updates

After you have obtained all of the filesets for your AlX update, run the AlX Fileset Deployment Wizard to
create a custom Task or Fixlet. From the navigation tree, click the AIX Deployment Wizard under the IBM
AIX node.
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Conkent Filkers

E Application Yendors (524)
=HE]

05 Yendors (7,123
{5 IBM ALY (674) /
#  BIX Deploviment Wizard

Recent Conkent (29}

The Wizard opens.

se thiswizard to deploy fileset updates, Service Packs, Progress:
Conclusive Service Packs, or Technology Levels to Al
machines which have the BES Client installed.

AIX Deployment Wizard *

Uze this wizard to deploy fileset updates, Service Packs, Conclusive Service Packs, or Technology
Levels to Al machines which have the BES Clientinstalled.

Flease selectthe type of update you would like to deploy. For Service Packs, Conclusive Service
Facks and Technology Levels, please selectthe "Package” option.

Fileset Select this option to deploy AlX fileset updates.

Package Select this option to deploy an AlX package.

Cancel

To deploy AlX fileset updates, click the Fileset button.
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ALY Fileset Deployment bW

Use this wizard to deploy fileset updates, Service Packs, Progress: -
Conclusive Service Packs, or Technology Levels to Al

machines which have the BES Client installed.

AIX Fileset Source Selection

»

Important Hote: Ifthe input source is a folder or any files in the source set need to he
inspected to discover their package name and version, this Wizard will require the use of

‘Aetivel!' controls. Please enahle Activel' controls on your computer to allow the Wizard to
inspect the contents ofthe source folder.

&+ pownload from URL - Retrieve fileset from the given URL.

" File - Select a fileset on this computer.

|C:'\ Browse...
" Folder - Select a folder on this computer (multiple filesets).
|C:'\ Browse...
Back Hext Cancel

In this window, input the source of the fileset(s) you wish to deploy. You can input this information one of
three ways:

= Download from URL
= File (for single filesets)
= Folder (for multiple filesets)

Click Next.
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In the final window:

E

Use this wizard to deploy fileset updates, Service Packs, Progress: _
Caonclusive Service Packs, or Technology Levels to Al machines
which have the BES Client installed.

AlX Fileset Deployment Settings

Select relevant platformis)

M axs1 T oaaz [T AXa3

Specify how to target relevant computers {folder option onhy)

Note: The selected criteria will also be used to determine the success ofthe installation.

& AllFiles. Checkforthe existence of and version of each fileset contained in source
falder.

[ Specified Filesets. Enter the nameis) of the filesetis) to check for.

Separate multiple fileset filenames with a single space.
(e bos.diag.util.5.3.0.20. b UB11 500.bf 81 387 4. bif rsctlapi.nam.2.4.1.0.Lff.

[T Create a one-time action. Leave this unchecked to create a Fixlet YOU Can reuse.

Back Finish

Cancel

Select the relevant platform or platforms.
If you are using the folder option, specify how to target relevant computers.

Check the box if you want to create a one-time action rather than a reusable Fixlet.
Click Finish.

After completion, the generated one-time action or Fixlet message will appear in the BigFix Console and
will allow you to deploy the AIX update to relevant computers.

To view detailed information regarding the results of deploying your AIX Fileset update, activate the
Analysis "AIX Custom Fileset Deployment Results" (Analysis ID: 22).

Package Updates

After you have obtained the package for your AlX update, run the AIX Fileset Deployment Wizard to
create a custom Task or Fixlet:
Open the AIX Fileset Deployment Wizard from the navigation tree. To deploy a package of AlX updates,
click the Package button.
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Use this wizard to deploy fileset updates, Service Packs, Progress:
Conclusive Service Packs, or Technology Levels to AKX machines
wetich hawve the BES Client installed.

AIX Deployrnent Wizard

Use this wizard to deploy fileset updates, Serice Packs, Conclusive Service Packs, or Technology
Levels to AlX machines which have the BES Client installed.

Please select the type of update vou would like to deploy. For Semvice Packs, Conclusive Service
Packs and Technology Levels, please selectthe "Package” option.

Fileset Select this option to deploy Al fileset updates.

\A' Package Select this option to deploy an AlX package.

Cancel

In the next window:

1. If you have not done so already, run the Download Cacher to download any necessary AIX

package.
2. Enter the location of the AIX package you want to deploy.
3. Check the box if you want to create a one-time action rather than a reusable Fixlet.

4. Click Finish.

AT¥ Fileset Deployment

IUse this wizard to deploy fileset updates, Service Packs, Progress: _
Conclugive Service Packs, or Technology Levels to Al machines
which have the BES Client installed.

AlX Package Selection
This wizard can only deploy AlX packages for Service Packs, Conclusive Service Packs, and Technology

Levels that are downloaded through the Al Download Cacher. To use the A Download Cacher, deploy the
Task"Run Download Cacher Tool - AIX" or click here for instructions on howe to run the tool manually.

Select the AlX package you would like to deploy {e.g.: 5300-07-00-0747.aix):

IE Browse...

[ Create a one-time action. Leave this unchecked to create a Fixlet YOu can reuse.

Back Finish Cancel

After completion, the generated one-time action or Fixlet message will appear in the BigFix Console and
will allow you to deploy the AIX update to relevant computers.
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Part 3

Support

Frequently Asked Questions

The following are a list of Frequently Asked Questions. If you have a question about this product and
don't see your question below, see the Global Support section of this document for a list of available
resources.

Where are my dashboards located in the new version of the BigFix Console?

The updated BigFix Console contains all of the same content as the previous version, though some
content may have moved to a different location.

Expand the OS Vendors node in the navigation tree and then click Microsoft Office and Reports to view
the Microsoft Office Overview and the Patches for Windows Overview dashboards. The Microsoft
Rollback Wizard is located under the Configuration node of the OS Vendors site.

Why does a patch fail, but complete successfully?

Sometimes under very specific circumstances, a patch will successfully apply but the relevance
conditions will indicate that it is still needed. Check to see if there are any special circumstances
associated with the patch, or contact Support.

If a patch fails to install, what should | do?

If a patch fails to install, there are several things you can try: Determine if you have applied the patch to
the correct computers, try running the patch manually by downloading it from the Microsoft website,
review Windows updates, and look at the Microsoft Baseline Security Analyzer (MBSA) to see if that tool
believes the patch is applicable.

Why is there no default action?

There are a variety of reasons for this. Sometimes a Fixlet message or a patch could have catastrophic
consequences. It is recommended that you test on a testbed before applying the Fixlet or patch. There
also could be multiple actions with the Fixlet, none of which are clearly recommended over other actions.
It is highly recommended that you read the Description text in the Fixlet message before initiating the
action.
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What does “Manual Caching Required” mean?

For whatever reason, a particular vendor may not be providing a download directly to their link. You will
then need to click through a EULA and manually download it to your BES server.

What are Corrupt Patches and how are they used?

Corrupt patches in Windows are when BigFix detects that a patch looks like it began running but didn’t

complete. These patches become relevant to indicate that something is wrong with the security patch. To
remediate, take the appropriate action that will reapply the patch.

What are superseded patches?

Supersede patches are older versions of patches that no longer need to be applied.

How do I deal with missing patches?

BigFix does not provide every single patch that Microsoft offers. We provide Microsoft security patches on
Patch Tuesdays, as well as some hotfixes associated with Security Packs.

Global Support

BigFix offers a suite of support options to help optimize your user-experience and success with this
product. Here's how it works:

=  First, check the BigFix website Documentation page
= Next, search the BigFix Knowledge Base for applicable articles on your topic
=  Then check the User Forum for discussion threads and community-based support

If you still can’t find the answer you need, contact BigFix's support team for technical assistance:

=  Phone/US: 866 752-6208 (United States)
=  Phone/International: 661 367-2202 (International)
= Email: enterprisesupport@bigfix.com
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