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Part One

Introduction
Tivoli Endpoint Manager OS Deployment, which is part of the Lifecycle Management suite, provides a
consolidated, comprehensive solution to quickly deploy new workstations and servers throughout a
network from a single, centralized location. This solution saves time and money, enforces a standardized
and approved image, and reduces risks associated with non-compliant or insecure configurations.
OS Deployment enables complete OS provisioning and system re-imaging capabilities. The solution was
created to deploy a fully-configured operating system to multiple computers across an enterprise. Using
innovative image deployment technology, Tivoli Endpoint Manager OS Deployment is ideal for rapid,
hardware-independent migrations and flexible, centralized image refresh.
The graphic below depicts a high-level view of how the OS Deployment process works.
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System requirements
OS Deployment requires Tivoli Endpoint Manager version 8.0 or greater and supports the following
operating systems:






Microsoft Windows 7 (x86, x64)
Microsoft Windows Vista (x86, x64)
Microsoft Windows XP Professional SP3
Microsoft Windows XP Professional SP3 x64 Edition

Note:

Prepare a Server 2008 or Windows 7 system with the prerequisites for the
Microsoft Development Toolkit (MDT) 2010 update 1 and the Windows
Automated Installation Kit (WAIK). This system is used as a temporary setup
tool.

For general system requirements, see the System Requirements section of the Tivoli Endpoint
Manager Console Operator’s Guide.

Navigation tree overview
The OS Deployment navigation tree, which is accessed from the Tivoli Endpoint Manager
Console, is your primary tool for migrating desktops, capturing, and re-imaging. To access the
navigation tree, open the Tivoli Endpoint Manager Console and click the Systems Lifecycle
“domain” at the bottom of the domain panel.
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Click the OS Deployment site, shown in the top of the navigation tree, to expand the contents.
Located on the left side of your Console, the navigation tree organizes OS Deployment content
into Setup and Manage Images nodes, as well as Fixlets, tasks, and dashboards.

The Setup node expands to reveal Fixlets for installing the BES Server Plug-in and Upload
Maintenance services, and a separate dashboard for uploading the MDT Bundle.
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The Manage Images node includes the Capture Images and Image Library dashboards.

New features
OS Deployment version 2.0 includes a number of new features and functionality upgrades:



Health Checks Dashboard – A summary of the overall health of your deployment, including a list
of tasks you might need to address within your deployment.



Image Library – An integration of the Activate Image and Manage Image dashboards from
version 1.5, with added functionality to pre-cache images and modify image information.



Re-Image History Dashboard – A new dashboard that displays in-progress or completed reimage
jobs.



SMB shares are no longer required for OS re-imaging.



Images can now be stored in any share location and no longer require repositories. When
uploaded, images can be pre-cached to any relay as part of deployment preparation.



The simplified UI utilizes Take Action Dialogs instead of the dashboard UI for initiating tasks.



OS Deployment now supports capture and deployment of Windows Vista.

Health Checks dashboard
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The Health Checks dashboard monitors the health of your deployment by identifying tasks, task
severity, and status. Tasks are organized into Setup and Migration categories.

For any tasks showing a Fail status, click the name of the item and click in the Actions box of the
task or Fixlet window to deploy the appropriate action.

Note:

If you are migrating from OS Deployment version 1.5 to version 2.0, see the OS
Deployment 1.5 to 2.0 Migration section of the Health Checks dashboard.

Re-Image History dashboard
The Re-Image History dashboard, located under Manage Images in the navigation tree, displays
the status of your re-image tasks.
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Preparation
The Tivoli Endpoint Manager OS Deployment solution uses the Microsoft Deployment Toolkit (MDT) 2010
Update 1 to provide system preparation, image capture, driver insertion, and image deployment services.
To prepare a system for use, the administrator must use MDT to produce a bundle of tools and resources
called the MDT Deployment Bundle.

Using OS Deployment involves the following steps:
1. Build the MDT bundle with the Bundle Creator tool.
2. Subscribe to the OS Deployment site and subscribe computers.
3. Perform the tasks listed in the Setup node of the navigation tree:




Install BES Server Plugin Service
Install BES Upload Maintenance Service
Upload MDT Bundle

4. Capture an image through the Capture Images wizard and import images from the Image Library.
5. Deploy images to workstations using the Re-Image wizard
Click here to access and download the MDT Bundle Creator tool. Follow the instructions, and then return
to this document.
Next, subscribe to the OS Deployment site and subscribe computers. From the External Site window,
click the Computer Subscriptions tab, select computer subscription criteria, and click Save Changes. This
step installs the site to your Console. When installed, the server can upload the offline deployment
bundle.

6

OS Deployment

When you have completed these preparation steps, upload the deployment bundle directory by clicking
Upload MDT Bundle from the Setup node in the navigation tree.

Part Two

Setup
The Setup node in the navigation tree allows you to access reports, dashboards, and wizards that you
use to manage repositories and images and set parameters for their future use within your deployment.
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Install BES Server Plugin Service
The BES Server Plugin Service task enables the Upload Maintenance Service. From the navigation tree,
click the task and, when the Fixlet window opens, click in the Actions box to deploy the plugin.

Install BES Upload Maintenance Service
The BES Upload Maintenance Service manages files uploaded to the BES server. From the navigation
tree, click the task and then click in the Actions box of the task window to deploy the service.
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Upload the MDT Bundle
The Upload MDT Bundle tool gives Tivoli Endpoint Manager access to the previously-created MDT
resource bundle. If you have not yet produced your MDT deployment bundle, see the Preparation section
of this publication. Upload the deployment bundle directory using the Upload MDT Resources Wizard in
the Setup node of the dashboard. Browse to the deployment bundle directory location on your computer.
Only upload the “MDTBundle\Content\Deploy” folder from this directory.
Click Upload to upload the directory to the Tivoli Endpoint Manager server. Complete the upload process
using the Console on the Tivoli Endpoint Manager server.
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Part Three

Manage Images
The Manage Images node in the navigation tree captures and manages the images in your Image
Library.

Capture Images
From the Capture Image wizard, you can specify SMB share information and choose capture options.
Access it from the Manage Image node in the navigation tree.
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Specify SMB Share Information
From this section of the Capture Image wizard, you can set image destination, remote logging, and the
credentials used to access the share location.
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The "Prompt for credentials during capture" option is selected by default, which causes a prompt
to be shown on the endpoint requesting credentials. This occurs just before the .wim file is saved.
You can also choose the "Specify Credentials" option to specify the appropriate credentials
required to access the "Image Destination Folder" and, if applicable, the Remote Logging
location.

Note:

If you specify both Image Destination Folder and Remote Logging, the
credentials must be the same.

Choose Capture Options
From this section of the Capture Images wizard, you can select an operating system and architecture for
your capture, locate Windows PE drivers, defragment or check disk prior to capturing, and record specific
capture notes.
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Image Library
The Image Library manages images by importing, pre-caching, deleting, or modifying the metadata of your existing images. You can select an image from the list to either pre-cache or delete.
To import a new image, click Import Image.

Browse to locate the image on your computer and click Analyze.

The analysis typically takes several minutes to complete. When completed, your newly-imported
image is displayed in your Image Library list.

Note:
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If a .wim file does not contain a Tivoli Endpoint Manager agent, one is installed
during the re-image process.
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Part Four

Re-Image
From the Re-Image and Re-Image History wizards, you can choose a source image and attach options
for how that image is handled within your deployment. Click Re-Image from the navigation tree.

Choose a Source Image
Select a source image from the Image Name list in the wizard, or click Refresh Images if you
have recently imported images.

You can use the Search box to search by a specific image name. Select an image by clicking the
appropriate row in the table. If you deploy to multiple computers, copy the image to the nearest relay
repository using the Manage Image Repositories wizard.

Choose Re-Image Options
The Re-Image Options part of the Re-Image wizard sets specific parameters, including migration settings,
driver storage paths, network settings, and credentials. Scroll to the Choose Re-Image Options section.
The subsections below provide specific details about each component of Re-Image Options.
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Windows License Product Key
Enter a valid Windows license product key into this field. To deploy multiple copies of Windows, you need
a volume key.

Note:

Failure to specify a correct product key might result in a failed re-image job
and put the computer in an unrecoverable state.

Migrate User Settings
The Migrate User Settings capability captures multiple user profile directories from a system about to be
re-imaged. In most cases, the profile data stays on the migrated system. However, if the migration is from
Windows XP to Windows XP and the system does not have sufficient disk space to duplicate the
migrated profiles, the data might overflow to a "USM Overflow Location" (SMB) and be restored to the
system after the image task is complete.

Note:
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To avoid filling up your available storage on the specified USM Overflow
location, perform multiple migrations.
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User State Migration behavior and capabilities might vary based on the original operating system, new
operating system, or amount of storage space.
From / To
Windows XP

Windows XP

Windows Vista

Windows 7

Uses “hard link” to migrate
profile locally, no disk or
network impact

Uses “hard link” to migrate the
profile locally, no disk impact, no
network impact.

Windows Vista

Uses local storage space to copy
profile; potential disk impact, might
use local relay for compressed
storage if computer has insufficient
space (at cost of network impact)
Not supported

Windows 7

Not Supported

Uses “hard link” to migrate
profile locally, no disk or
network impact
Not Supported

Uses “hard link” to migrate the
profile locally, no disk impact, no
network impact.
Uses “hard link” to migrate the
profile locally, no disk impact, no
network impact.

Miscellaneous Options
The Miscellaneous Options section of Re-Image Options allows you to tag a system with role-specific
baselines, for example, Emeryville Office or Accounting Department. You can install specific software
applications relevant to those baselines, such as VPN for remote users or finance software for accounting
personnel.

Note:

During a system migration, pre-existing client settings are restored in the new
operating system. This feature allows you to extend with new client settings.

OS Deployment supports role-specific baselines that allow administrators to target deployments based on
user-defined tags. You can set a baseline to use these tags. For example, if the newly-imaged system is
tagged with “Location=Emeryville" and "Group=Accounting”, then the baseline to support the accounting
group in the Emeryville office uses the following relevance:
value of setting "Location" of client = "Emeryville"
AND
value of setting "Group" of client = "Accounting"
When systems are migrated from one operating system to another, OS Deployment retains the client
settings that were set in the previous operating system.
The System Tag field allows you to set a flag to indicate to the Tivoli Endpoint Manager platform that this
system has been freshly imaged. This is useful to “top off” baselines and enforce settings.
For more information about working with baselines, see the Tivoli Endpoint Manager Console Operator’s
Guide.
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Driver Path
In the Path to OS Drivers field, browse to a folder containing the appropriate storage and network drivers
for the targeted system. Driver installation is based on PNP ID matching. To deploy to hardware different
from the original captured image, provide valid driver paths.

Note:

The drivers in the specified folders are archived and uploaded to the Tivoli
Endpoint Manager server, and that archive is downloaded to the endpoint at the
time of deployment.

Additional WinPE drivers (Optional)
During reimage, computers boot into WinPE to start the reimage process, which includes network and
storage drivers. Computers might crash without appropriate WinPE storage drivers in place.
If computers do not have appropriate WinPE network drivers, they are unable to access the appropriate
network resources. For example, VMware computers with vmxnet or BusLogic devices require vmxnet
and vmscsi drivers to be specified in this field.

Note:

The drivers in the specified folders are archived and uploaded to the Tivoli
Endpoint Manager server, and that archive is downloaded to the endpoint at the
time of deployment.

Share Location
Remote Logging specifies a network location to which your log files are copied after capture or reimage.
To use this feature, click the Enable box and browse to assign a logging location.
USM Overflow specifies a network location where user files are to be migrated if there is insufficient
space on the endpoint. This occurs only during Windows XP to Windows XP migrations. To use this
feature, click the Enable box and browse to assign an overflow location.

Share Location Credentials
Enter username and password credentials for users to access the shared location. If using both Remote
Logging and USM Overflow, the credentials must be the same.
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Domain Credentials
At the end of a deployment, a computer can be joined to a workgroup or to a new or existing
domain.


Workgroup - To join a computer to a workgroup, enter the name of the workgroup.



New Domain – To join a computer to a new domain, enter the name of the new domain
and credentials with domain-joining privileges.



Existing Domain – To migrate domain settings from the previous operating system, enter
the appropriate domain-joining credentials.

Note:

OU/LDAP settings cannot be specified for a workgroup or domain name.
Domain-joining credentials can be specified as domain\username or username.
If the domain is not specified as part of the username, the name of the domain
you are joining to is used.

Maintenance and Configuration
Maintenance and Configuration tasks indicate actions that you must take to maintain your
deployment. If a Fixlet or task in the list is grayed-out, it is not relevant to any computers in your
deployment.
Click Maintenance and Configuration from the navigation tree and select a task or Fixlet. For
each Fixlet, click the name and then click in the Actions box of the Fixlet window to deploy the
appropriate action.
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Part Five

Support
Frequently asked questions
I have just upgraded to OS Deployment version 2.0 and I can’t find images from my previous image
repository.
To import your images into the new version, find each image on a share that you have access to, and
then import it.

What should I do with the image repositories I created in OS Deployment version 1.5?
When you have fully migrated to OD Deployment version 2.0 and have imported the images you
need, you can remove the version 1.5 image repositories using the Remove OS Deployment
SMB Shares task.

What is the BES Server Plugin service?
The BES Server Plugin service facilitates communication between the Tivoli Endpoint Manager
server and server side utilities such as the BES Upload Maintenance service. For more
information about the BES Server Plugin service and detailed setup instructions, click here for the
related Knowledge Base article.

What is the BES Upload Maintenance service and why does the Image Library page show my
images as “Upload in Progress”?
The BES Upload Maintenance service is a utility that must be set up on the Tivoli Endpoint
Manager server to manage file uploads. When the server utility is set up, file status is updated on
the server automatically. You might need to refresh your console to see the updates.

What types of inputs can be entered in the “Domain Credentials” section?
You can use the following formats for Domain Username: USER or DOMAIN\USER. You can use
the following format for Workgroup/Domain Name: WORKGROUP NAME or DOMAIN NAME
(default OU/LDAP settings are applied and cannot be specified here)
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How do I import a custom .wim file?
You can import from the Image Library dashboard under Manage Images in the navigation tree.
You can manually input operating system, architecture, and size on disk.

Note:

Size on disk in this case indicates the extracted size of the .wim file. This is
typically about two and a half times the size of the actual .wim file.

When can PE drivers be used?
PE drivers are injected into the PE .wim file in the operating system before the start of a
migration.

Technical support
The Tivoli Endpoint Manager technical support site offers a number of specialized support options
to help you learn, understand, and optimize your use of this product:





Support Site
Documentation
Knowledge Base
Forums and Communities
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Part Six

Notices
IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or service is not
intended to state or imply that only that IBM product, program, or service may be used. Any
functionally equivalent product, program, or service that does not infringe any IBM intellectual
property right may be used instead. However, it is the user's responsibility to evaluate and verify
the operation of any non-IBM product, program, or service.
IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You
can send license inquiries, in writing, to:
IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.
For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:
Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.
1623-14, Shimotsuruma, Yamato-shi
Kanagawa 242-8502 Japan
The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES
CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or implied warranties
in certain transactions, therefore, this statement may not apply to you.
This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new editions of
the publication. IBM may make improvements and/or changes in the product(s) and/or the
program(s) described in this publication at any time without notice.
Any references in this information to non-IBM Web sites are provided for convenience only and
do not in any manner serve as an endorsement of those Web sites. The materials at those Web
sites are not part of the materials for this IBM product and use of those Web sites is at your own
risk.
IBM may use or distribute any of the information you supply in any way it believes appropriate
without incurring any obligation to you
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Licensees of this program who wish to have information about it for the purpose of enabling: (i)
the exchange of information between independently created programs and other programs
(including this one) and (ii) the mutual use of the information which has been exchanged, should
contact:
IBM Corporation
2Z4A/101
11400 Burnet Road
Austin, TX 78758 U.S.A.
Such information may be available, subject to appropriate terms and conditions, including in
some cases payment of a fee.
The licensed program described in this document and all licensed material available for it are
provided by IBM under terms of the IBM Customer Agreement, IBM International Program
License Agreement or any equivalent agreement between us.
Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products
and cannot confirm the accuracy of performance, compatibility or any other claims related to nonIBM products. Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

COPYRIGHT LICENSE:
This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and distribute
these sample programs in any form without payment to IBM, for the purposes of developing,
using, marketing or distributing application programs conforming to the application programming
interface for the operating platform for which the sample programs are written. These examples
have not been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply
reliability, serviceability, or function of these programs. The sample programs are provided "AS
IS", without warranty of any kind. IBM shall not be liable for any damages arising out of your use
of the sample programs.

TRADEMARKS:
IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International
Business Machines Corporation in the United States, other countries, or both.
If these and other IBM trademarked terms are marked on their first occurrence in this information
with a trademark symbol (® or ™), these symbols indicate U.S. registered or common law
trademarks owned by IBM at the time this information was published. Such trademarks may also
be registered or common law trademarks in other countries. A current list of IBM trademarks is
available on the Web at "Copyright and trademark information" at
http://www.ibm.com/legal/copytrade.shtml.
Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or
trademarks of Adobe Systems Incorporated in the United States, and/or other countries.
Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle
and/or its affiliates.
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Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.
Other company, product, and service names may be trademarks or service marks of others.

26

OS Deployment

