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Preface

Preface

Audience

This document describes the installation and operation of BigFix Data Leak Prevention (DLP). It is intended for
BigFix administrators and operators, as well as people evaluating the product.

Organization of this Guide

This guide is composed of four major parts:
* Introduction: This section introduces BigFix DLP.
* Quick Start: This section provides brief instructions for deploying and using BigFix DLP.

* Using BigFix Data Leak Prevention: Three sections provides instructions for performing the most
common tasks with BigFix DLP.

* Frequently Asked Questions: This section provides answers for frequently asked questions about BigFix
DLP.

Conventions Used in this Guide

This document makes use of the following conventions and nomenclature:

Convention Use

Bold Sans A bold sans-serif font is used for chapter headers.

Bold text Bold text typically refers to a program interface.

Italics Italics are used for BigFix document titles.

Mono-space A mono-spaced font is used to indicate scripts or code snippets.
Versions

The document describes the functionality in BigFix Data Leak Prevention, Version 2.0 and later.

© 2008 by BigFix, Inc.
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Introduction

BigFix Data Leak Prevention (DLP) stops data leaks at the source before they can get on the network and ruin
your organization’s reputation. This site follows the BigFix distributed real-time visibility and control
architecture by installing fast, flexible and effective data-leak prevention on all your managed clients, allowing
you to manage it all through the BigFix Console.

Highlights:
* Stops data leaks at their source including data transfers to local ports and storage.

* Recognizes over 300 file types including email, office documents, graphics files, and engineering content in
native, compressed, or archived formats.

* Highly customizable & fine-grained policy-based framework.
e Supports multiple compliance standards.
* Real-Time execution and reporting.

» Logging and audit, violation alerting, full lockdown.

* Non-intrusive, lightweight operation.
e Active only during data transfer events.
* Intelligent Matching/Detection Engine.

»  Entity/Regex, Keyword, File Metadata.

» Policies and Signatures Supported.
* Complete mabile, branch office, corporate data-leak prevention.
e Superior, highly accurate leak protection—fewest false positives.
* Enterprise-grade to support minimal network impact with central management.
* Supports compliance efforts—reporting, inventory and forensics.
* Integrated with BigFix’s Convergent Management Platform:

» Pervasive real-time visibility and control.

» Single console, single agent management.

* Massively scalable architecture.

* Easy deployment and management.

© 2008 by BigFix, Inc.
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Quick-Start

This procedure assumes that you already have installed BigFix.

1. Obtain a masthead for the BigFix DLP site. Email licensing@bigfix.com to request the masthead. Refer
to the Console Operators Guide for more information about mastheads.

2. Add the BigFix DLP site:
a. Double-click on the masthead file.

b. A dialog box appears, asking if you want to proceed with adding the site. Click Yes.
c. Enter your Private Key Password and click OK.

At this point, the BigFix DLP site will begin the gathering process, in which Fixlet messages, Tasks, Analyses,
Wizards and Dashboards are gathered from the central BigFix server. When the gathering process is complete,
the status will change to Subscribed.

The DLP site will show as Subscribed in the Manage Sites dialog. You will also see a new BigFix DLP entry
in the Dashboards menu and links to DLP Wizards in the Wizards menu.

b Manage Sites
Mame Type Status Add External Site...
(D BES Support External Subscribed -
Q@ BigFix AntiPest External Subscribed Create Custom Site. ..
o BigFix Antivirus External Subscribed
[ @ sigFix DLP External Subscribed |
() BigFix Firewall External Subscribed
Gather All Sites
oK ] [ Cancel

© 2008 by BigFix, Inc.
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Using the BigFix DLP Dashboard

BigFix DLP provides a dashboard view with overview statistics and charts that enable you to gauge the current
status of your system and to track statistics as BigFix DLP enforces data-leak prevention policies throughout
your network. In addition, you can use the Dashboard as a central point to manage important tasks such as
deployment, analysis and configuration. To open the Dashboard, select Dashboards > Data Leak Prevention.

Activating the Dashboard Analyses

To activate the Dashboard, follow these steps:
1. When the Dashboard first appears, you will see a link at the top labeled Analysis Activation Required.

Click this link.
Data Leak Prevention
I Deploy Configure Scan Yiew Analyses Custom Policies Additional Tasks Custom Tasks ||

Recent Incident Information

1. Depending on the screen panel, an Analysis dialog pops up. For instance, in the screen above, clicking
the link labeled Recent Incident Information Would bring up the Incident Statistics Analysis:
B analysis "BigFix DLP - Incident Statistics™ | =181 x|

Analysis: BigFix DLP - Incident Statistics 0 Applicable Computers
ID 00-2 - Mever Activated 4 Analysis Properties

Diescription |Details I Applicable Computers I

BigFix DLP - Incident Statistics

BigFix DLP

This Analysis will track statistics about DLP incident data on relevant
computers.

These properties are evaluated every report.
After activating this analysis you will see the following properties:

Incident Data

Total Incidents

Total Incidents per Policy
Total Incidents per Activity

| ® Click here to activate this analysis. | =

=l
Rafarcncs #9

Click the link to activate the analysis. There are several panels, and each one must be activated to view
the corresponding analysis.

© 2008 by BigFix, Inc.
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Understanding the BigFix DLP Dashboard Controls

At the top of the Dashboard, you see the BigFix DLP Menu. The controls that BigFix DLP provides are:

* Deploy — Use these links to deploy, uninstall or upgrade DLP. Each computer with a DLP agent must have
exactly one policy. Computers without policies will not report any DLP data.

I Deploy Configure Scan ¥Yiew Analyses Custom Policies Additional Tasks Custom Tasks |I
= Deploy BigFix DLP
Uninstall BigFx DLP Latest Incident -
F Upgrade Bing DLF Time Usar Activity Document Acton User Response

55M Policy  S5SM Encryption 2008/7/21 11:46:20 -0F0 PEDEMOCWPEDEMOWAdminis FileWrite | Fiuaimporternew.b | Log, Encrypt, Challen <none=

* Deploy BigFix DLP
* Uninstall BigFix DLP
* Upgrade BigFix DLP

* Configure

I Deploy Configure Scan ¥Yiew Analyses Custom Policies Additional Tasks Custom Tasks |I

Create DLP Policy
Recent Incidier e L A=y Latest Incident v

Create Signature Repository User Actvity Document Acton User Response

Paolicy

SSM Policy  SSM Encreption 2008¢/7/21 11:46:20 -070 PEDEMOWPEDEMChAdminis| FileWrite | Filuaimporternew b  Log, Encrypt, Challen <none>

e Create DLP Policy — This link brings up the BigFix DLP: Policy and Rule Management Center.
e Customize Alert Box — This link brings up the BigFix DLP Alert Box Customization Wizard.

e Create Signature Repository — This link brings up the Signature Generation Tool that provides
information on how to fingerprint documents and maintain a signature repository.
(For more information about creating a signature repository, see the knowledge-base article at:
http://support. bigfix.com/cgi-bin/kbdirect.pl?id=489)

e Scan — Use scans to search for sensitive documents. Sensitive documents are defined by your current
DLP policy. Computers must have a set DLP policy in order to run a DLP scan.

I Deploy Configure Scan Yiew Analyses Custom Policies Additional Tasks Custom Tasks ||

Run DLP Scan

Recent Incident Inform atiofern e Rs :R1= ] Latest Incident v
Paolicy Rule Pause DLP Scan User Activity Document Action User Responsa
SEM Policy | $SM Encryption Resurme DLP Scan PEDEMOVPEDEMO, Adrninis Filewrite | Friuaimporternew.b  Log, Encrypt, Challen <none>

*  Run DLP Scan

» Cancel DLP Scan
* Pause DLP Scan

* Resume DLP Scan

© 2008 by BigFix, Inc.
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* View Analyses — Analyses enable you to view configuration information as well as incident and scan data.
These analyses are marked if activated.

I Deploy Configure Scan Yiew Analyses Custom Policies Additional Tasks Custom Tasks |I

BigFix DLP - Configuration Information

Recent Incident Information BigFix DLP - Scan Statistics Latest Incident v

Paolicy Rule Time BigFix DLP - Incident Statistics ivity Document Action User Response

SEM Policy  S%M Encryption 2008/7/21 11:46:20 -070 PEDEMONPEDEMOZADminis FileWrite  Filuaimporternew.b | Log, Encrypt, Challen <none=

» BigFix DLP - Configuration Information
* BigFix DLP - Scan Statistics
* BigFix DLP - Incident Statistics

* Custom Policies —This section lists any custom policies you have created.

I Deploy Configure Scan Yiew Analyses Custom Policies Additional Tasks Custom Tasks |I
Alert Policy
Recent Incident Information MMO PCI Palicy Latest Incident v
Paolicy Rule Time Use PCI Compliance Chwvity Document Acton User Response
55M Policy | S5M Encryption 200&/7/21 11:46:20 -070 PEDy 55M Policy ileWrite | Fi\uaimporternew.b  Log, Encrypt, Challen <none>

* Additional Tasks — These tasks are used for troubleshooting your DLP deployment.

I Deploy Configure Scan ¥iew Analyses Custom Policies Additional Tasks Custom Tasks |I

Deploy Signature Repository

Recent Incident Information Remove Signature Repositary est Incident v

Disable Monitoring Inside Local Metwork User Response

Policy Rule Time User

Enable Monitoring Inside Local Metwork Lilen <nones

S5M Policy | SSM Encryption 2008/7/21 11:46:20 -070 PEDEMCWPEDEMOC\Adminis

Hide DLP Process

Show DLP Process
Restart BigFix DLPF Components
Stop BigFix DLP

Set Maximum File Size Limit

Set Safe Zone

» Deploy Signature Repository (For more information about deploying a signature repository, see the
knowledge-base article at:_http://support.bigfix.com/cgi-bin/kbdirect.pl?id=490 )

* Remove Signature Repository

» Disable Monitoring Inside Local Network
» Enable Monitoring Inside Local Network
* Hide DLP Process

»  Show DLP Process

* Restart BigFix DLP Components

e Stop BigFix DLP

+  Set Maximum File Size Limit

+ Set Safe Zone

© 2008 by BigFix, Inc.
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* Custom Tasks—This section lists any alert box customization or signature deployment tasks you may have
created.

I Deploy Configure Scan Yiew Analyses Custom Policies Additional Tasks | Custom Tasks

DLP Alert Box Custorization: Anna's Message

DLP Alert Box Custornization: BigFix DLP 2.0

Recent Incident Information

Paolicy Rule Time Usar Activity Document Acton User Response

S5M Policy | 55M Encryption 2008/7/21 11:46:20 -070 PEDEMOAPEDEMOVAdminis FileWrite | Fiiuaimporternew.b | Log, Encrypt, Challen <none=

Reading the Dashboard’s Overview Statistics and Charts

Below the controls, you see reports on your deployment of BigFix DLP in chart and text format. Note that these
charts are clickable to expose more details.

Data Leak Prevention

Last Updated: Man, 28 Jul 2008 11:28:47 -0700

I Deploy Configure Scan Yiew Analyses

Custom Policies

Additional Tasks

Custom Tasks ||

Recent Incident Information

Latest Incident -

Email File Write: It Metwork Access

PGP Encryption Webmail

Policy Rule Time Apiser & | Activity Document Action User Response
55N Ralicy S5H Encryption 20068/7/28 11:25:09 -0700, Mon  PEDEMG\PEDEMONAdministra| Filewrite Fiyeustamer_info, bt Log, Enerypt, Challenge & Response <nones
Incidents By Activity Incidents By Policy
7 5
&
4
- 5 -
2 2
o 4 o 2
3 i
il i
2
1
. -
o 0

Alert Policy PCI Compliance S5N Policy

Sample Policy

Overall DLP Status

N Healthy
B sigFix DLP Stopped

BigFix DLP Without Policy

BigFix DLP Not Installed

Policy Distribution

B ssN policy

[ Folicy Not Deployed

BigFix DLP provides charts or graphs displaying:

* Recent Incident Information
* Policy

* Rule
« Time
e User

e Activity

¢ Document

© 2008 by BigFix, Inc.
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* Action
*  User Response
* Incidents By Activity—Bar Chart
* Incidents By Policy—Bar Chart
* Overall DLP Agent Status—Pie Chart
* Policy Distribution—Pie Chart

Custom Incident Statistics [ Update |

Computers with 1 or more incidents

P

Computers with incidents in the last 1 houri{s) v

Computers with DLP versions lessthan | 2007 |«

=

Custom Scan Statistics [ Update |

Computers with |1 of more sensitive documents 1

Computers scanned in the last 1 houris) - 1]
Computers not scanned in the last |1 hour{s) v

Computers that have sensitive documents with: l extension TJ xls

|Pd

The dashboard also provides charts presenting the following statistics:
e Custom Incident Statistics
e Computers with <number> or more incidents <number>
e Computers with incidents in the last <hour(s)/day(s)/week(s)> <number>
e Computers with DLP versions less than <version>
* Custom Scan Statistics
e Computers with <number> or more sensitive documents
e Computers scanned/not scanned in the last <hour(s)/day(s)/week(s)>

e Computers that have sensitive documents with: <extension/filename> <extension or filename>
<number>

© 2008 by BigFix, Inc.
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Working with BigFix DLP

This section provides instructions for performing the most common tasks with BigFix DLP.

Deploying BigFix DLP
This section contains instructions for deploying BigFix DLP.
To deploy BigFix DLP:
1. From the Dashboard, click the Deploy BigFix DLP link. The BigFix DLP - Deploy Task opens.

Task: BigFix DLP - Deploy
BigFix DLP

Description |Details | Applicable Computers | Action History |

BigFix DLP - Deploy

BigFix DLP

The listed computers currently do not have BigFix DLP installed. Enabling Data Leak Prevention (DLP) will allow you to monitor sensitive data on these
computers and configure policies to prevent important information from leaving your network.

Use the actions below to deploy BigFix DLP. To hide the DLP process from users who may try to disable protection, click on the first link. Select the second
action below if you wish to show the DLP process.

Note: Affected computers will report back as 'Pending Restart’ once the action has run successfully, but will not report back their final status until the affected
computer is restarted.

Note: Deployment of BigFix DLP to production server machines is not recommended. As a result, this task will not become relevant on server machines. See
the BigFix Knowledae Base for more information on how to deploy BigFix DLP to server computers.

Important Note: The Fixlet content contained in this site is a part of a BigFix Extension module and is not part of a BigFix Solution module. Therefore,
deployment of BigFix DLP is only allowed if the applicable licensing fees for such an Extension module have been paid to BigFix. You must click here to confirm
you are licensed to deploy extension modules.

® Click here for more information about BigFix DLP.

Reference #3
Portions Copyrighted @ 2001-2006 BigFix, Inc. Al Rights Reserved

2. Click the click here link located in the Description section to accept the extension license. Additional
links will appear in the Actions section.

Actions

® Click here to deploy BigFix DLP.

® Click here for mare infarmation abaut BigFix DLP.

© 2008 by BigFix, Inc.
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The Take Action dialog box opens.
? Take Action @@@

MName: ‘ BigFix DLP - Deploy

Preset: |[Custom] Default + | Cshow only personal presets

Target |Execution | Users | Messages | Offer | Post-Action | Applicabilty | Success Criteria | Action Seript |

Target:
O Specific computers selected in the list below
(® all computers with the property values selected in the tree below
() The computers specified in the list of names below (one per line)

=] g All Computers (6) A
=) By Retrieved Properties
) By Computer Name

&2 By 05
i arxs.3(1)
& Q Win2000 5.0.2195 (2) This action will be targeted at all computers with the
Q Win2003 5.2.3790 (1) retrieved property values selected on the left, There are
& Q Win%P 5.1.2600 (2) currently 2 computers with the selected property values.
[-{) By CPU Any computers that change to match the selected property
{7 By Last Report Time values while the action is open will be targeted as well,
&) By Locked This action has no end date. See the Constraints tab for

#-1.7) By BES Relay Selection Method more details.
) By Relay

{7 By User Name

#{7) By RaM

#1.7) By Free Space on System Drive

[# {7 By Total Size of System Drive

{7 By Subnet Address v

I OK ] [ Cancel ]

3. Inthe Take Action dialog box:
a. Select the computer(s) to which you would like to deploy BigFix DLP.
b. Set any desired options such as for scheduling, messages to users, etc.

c. For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

d. Click OK when you are finished.

4. Enter your Private Key Password to continue. An Action window appears, in which you can track the
progress of your deployment. When it is finished, the status will show “Pending Restart.”

Status Count Percentage

Pending Restart 1 100.00%

5. Restart the client computers using the BigFix Console.

© 2008 by BigFix, Inc.
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Creating DLP Policies Using the Wizard

This section demonstrates how to set data-leak prevention policies using the BigFix DLP Policy and Rule
Management Center

Creating and Deploying Template-Based Policies

1.

From the Dashboard, click the Create DLP Policy link from the Configure menu. The Policy and Rule

Management Center is displayed.
BigFix DLP: Policy and Rule Management Center

To add a new policy or edit existing policies, please selectthe "Policies" tab. To add a new rule or edit existing rules, please selectthe "Rules" tah

Important Note:  ou must create at least one rule befare you can create a policy

SN Encryption

Palicies Rules
Rule List
Rule Details
Black 35N Mame Alert Rule
Challenge Rule Template (Social Secutity Mumber[1])
Enerypt Activities All, FileYyrite, SMTP Email, Web Mail(Yahoohail), Weh MailiHotmail), YWeb Mail(GhMail,
Metadata Rule Web Mail(AalMail), I (MSM, I (AN, FTP, HTTP, HTTPS, PGP Encryption, Exchange
Client Email, Lotus Motes Email
PCI Level 1
Actions Log Incident, CligntSideAlerting
SB1386

Click the Rules tab and then Create to open the BigFix DLP Rule Configuration Wizard.
£ BigFix DLP Rule Configuration Wizard

)

Welcome to the BigFix DLP Rule Configuration Wizard

Use this wizard to configure a DLP rule to add to a DLP policy,

Enter a rule name:

|:Qu|e Mame

Select a rule bype:

O Keyword
Use lists of keywords to detect sensitive data (ex: Medical or legal dictionary terms).

) Metadata
Use external file characteristics to detect sensitive daka (ex: file extension, file size).

® Template
Use cuskom and pre-defined reqular expression templates to detect sensitive data (ex: Social

Security Mumber, Birth Date),

Enter a rule name. To create a template-based rule, select the Template option and click the Next

button.

© 2008 by BigFix, Inc.
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The Select Rule Templates window opens.
# BigFix DLP Rule Configuration Wizard

Select Templates

This rule will became relevant if ANY of the following conditions evaluate to TRUE.

For each set of conditions, select the appropriate data templates and specify the minimum number of
times each template must appear for data to be declared sensitive.

all

Social Securty Mumber A | [ola"H E] ggfnos'f; Set

Add / View Templates
=m ===

4. To select templates for your rule:
a. From the drop-down list, select the data template you wish to include.

b. Inthe Qty box, specify the minimum number of times each template must appear for data to be
declared sensitive.

c. Click Next.

NOTE: Each condition must consist of at least one data template and a quantity for that data template. Data
templates are used to detect sensitive information such as credit card numbers and social security
numbers.

The Select Activities window opens.
£ BigFix DLP Rule Configuration Wizard

Select Activities

Select which user activities to monitor, This rule will only apply to the selected activities,

All Activities
File Write: Remavable Drives
Encryption: PGP
Network Activity: FTP HTTP HTTRS
Email: Exchange Client Lokus Motes SMTP
WebMail: AL amail Hotmail vahao!

Instant Messaging: ACL IM SN IM

I N XN

© 2008 by BigFix, Inc.
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5.

6.

In the Select Activities window:

a.
b.

Select the activities you would like to monitor for sensitive data transfer.

Click Next.

The Set Actions window opens.
£ BigFix DLP Rule Configuration Wizard

Set Actions

Select which actions to take when a violation of this rule occurs,

Note: The action "Encrypt” implies blocking, therefore the actions "Block Activity" and "Ecrypt” may not be
selected at the same time,

Log Incident
Log all incidents {recommended).

[T atert user
Alert user through a dialogue box.

] Block Activity
EBlock anvy activity which violates the conditions of this rule,

|:| Encrypt
Require user to password encrypt files when copying to a removable drive,

[] challenge & Response
Require user to justify any actions which violate this rule.

1 Forensics
Save off copy of sensitive document For review,

[ Make this rue globally visible to all operatars,

el W

In the Set Actions dialog:

a.

Page 13

Select the actions you would like the DLP agent to take when a violation occurs.

b. Check the box labeled Block Activity or Encrypt if you wish to prompt the user about violations
of DLP policy. This will cause a Challenge and Response message to appear to the user if they
attempt to override encryption, asking them to provide a reason for overriding the file encryption.

This is what they would see.

Action required - Please respond promptly. 169

Fleaze enter a reazon [at least 10 characters long) for overnding the
enciyption for thiz file, then select "Submit”. Your copy will be allowed and
our reazon logged.

Content IF:\custDmer_infu.t:-:t

Mote: Prohibited spmbolz - < » ' 7 - will be replaced by a zpace.

coos |

© 2008 by BigFix, Inc.
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c. Finally, check the box labeled Make this rule globally visible to all operators if you would like
the rule to be available to other BigFix operators. Leave the checkbox unchecked if you would like

the rule to be private.

d. Click Save Rule. The rule is now saved to the Policy and Rule Management Center. Click on the
Rule List to update the contents.

NOTE: It is recommended that you log incidents without blocking for a period of time to gauge the effectiveness
of your rule. Note also that the Encrypt action only applies to USB transfers. If Encrypt is chosen, then
user blocking is implied. This means that if users subsequently choose not to encrypt the file, it will be
blocked. Encryption is password-based and requires a password length of at least 6 characters. The
internal mechanism is Blowfish.

7. Repeat these steps to create additional rules.

8. From the Policy and Rule Management Center, click the Policies tab. To create a new policy, click
the Create button. The policy creation window opens.

Policy Name:  Sample Palicy

Select rules to include in your policy:

|| AlertRule

[v] Block 58M

|| Challenge Rule
|| Encrypt

|| Metadata Rule
[] PCILeval

[ | Rule Mame

[ | 5B1386

(] S8M Encryption

9. To create a DLP Policy:
a. Enter a policy name.
b. Select the rules you would like to include in your policy.
c. Click Create to start a custom Task that will deploy your DLP Policy to applicable computers.

© 2008 by BigFix, Inc.
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10. Enter your Private Key Password and click OK. A Task window opens.

0 Task: Sample Policy 1 Applicable Computer
Master Operator Site

0 Open Ackions
Description | Details | Applicable Computers || Action History

Sample Policy

site

Description

This paolicy includes the following rules:

Criteria: (Social Security Mumber[3])

Activities: All, FileWrite, SMTP Email, WWeb Mail(YahooMail), Web MailiHotrail), Yeb MailiGMail), Web Mail(aolMail), IM (MSN), IM (AIM), FTP, HTTP, HTTPS, PGP Encryption,
Eichange Client Email, Lotus Mates Email

Actions: Log Incident, Block Activity

® Click here to deploy the DLP Palicy.

11. Click the Action link to deploy the DLP policy.

The Take Action dialog box opens.
. Take Action

Name: | Sample Policy |

Preset: |DeFauIt w | [Ishow anly personal presets

Target |Executinn Users | Messages | Offer | Post-action || Applicability | Success Criteria || Action Script

Target:
(*) Specific computers selected in the list below
() All computers with the property values selected in the tree below
() The computers specified in the list of names below {one per line)

g Applicable Computers (1) Compute, .. 03 CPLI L
PEDEMO WinZ003 5.2.3.., 1400 MHz Penki... 7}

[~
|

[ Ok l [ Cancel

12. In the Take Action dialog box:
a. Select the computer(s) to which you would like to deploy your policy.
b. Set any desired options such as for scheduling, messages to users, etc.

c. For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

d. Click OK when you are finished.
13. Enter your Private Key Password to deploy the task.
An Action window will appear, allowing you to track the progress of the deployment.
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Creating and Deploying Policies with Custom Data Templates

To create a policy that uses a custom data template:

1.

From the Dashboard, click the Create DLP Policy link from the Configure menu. The Policy and Rule

Management Center is displayed.
BigFix DLP: Policy and Rule Management Center

Important Note:  fou rnust create at least one rule before you can create a policy.

To add a hew policy or edit existing policies, please selectthe "Policies’ tab. To add & new rule or edit existing rules, please selectthe "Rules” tah.

Policies Rules
Rule List
Rule Details
Block 5N Marne Alert Rule
Challenge Rule Termplate (Social Security Mumber(1])
Encrypt Activities All, Filewyrite, SMTF Email, Web Mail(rahoobaily, Web MailiHotrmail), Web MailiGhail,
Metadata Rule Weh Mail(AolMail), 1M MSR), M (A, FTR, HTTR, HTTFS, PGP Encryption, Exchange
Client Email, Lotus Mates Email
FClLevel 1 . . . . .
Actions Log Incident, ClientSideAlering
SB1386

SEM Encryption

# BigFix DLP Rule Configuration Wizard

Click the Rules tab and then Create to open the BigFix DLP Rule Configuration Wizard.

E3

Welcome to the BigFix DLP Rule Configuration Wizard

LUse this wizard to configure a DLP rule to add to a DLP policy,

Enter a rule name:

|:3.u|e Marme

Select a rule type:

) Keyword

) Metadata

*) Template

Security Mumber, Birth Datel,

Use lists of keywords to detect sensitive data (ex: Medical or legal dictionary kerms),
Use external file characteristics to detect sensitive data (ex: file extension, file size).

Use cuskom and pre-defined regular expression templates to detect sensitive data (ex: Social

Enter a rule name. To create a template-based rule, select the Template option and click the Next

button.
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The Select Templates window opens.

£ BigFix DLP Policy Configuration Wizard

Select Templates

Current Rule: SOX Compliance

This rule will become relevant if ANY of the following conditions evaluate to TRUE.

For each set of conditions, select the appropriate data templates and specify the minimum number of
times each template must appear for data to be dedared sensitive,

All
[ Credit Card Number v|oy:[0 | HE Ao
[ US Dolar Amourt 3 o:[0 | a0 | pae
{Amen‘can Names vw} Qty: (10 | E]
OR
All
]Comparry Account V] Qty: {1 i B &g%g%; Set

Add/View Templates
===

4. Click the Add/View Templates button. The Manage Data Templates window opens.

£ BigFix DLP Policy Configuration Wizard

Manage Data Templates

To create a custom data template, define a Perl Compatible Regular Expression (PCRE) in the box marked
"Data Pattern” (center). To optimize detection, use the boxes on either side to specify startfend context
for your regular expression.

Canadian Social Insurance Number m

l
Norwegian Birth Number ’
|

>

American Names
Company Account

{l

Name: lCompany Account ]

Description: lnnnnnnnnn ]

Validation: ‘ No Validation vl
Regular 7
Expression: ‘ W l 15} l\W |
Test Data: ‘987123456 ‘
Note: The Test' function does not perform validation on test data.
1 Match(es) found.

N EE kN
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5.

6.

In the Manage Data Templates window:

a. Select a criterion from the scroll box.
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b. Name your data template, enter a description, and select a Validation criterion from the drop-

down box, or

accept the default values.

c. Enter a Perl-Compatible Regular Expression (PCRE) in the Regular Expression box.

d. Enter some test data and click the Test button.

e. After you are

Your custom template will now be available for use in configuring policies.

satisfied, click Save.

The Select Activities window opens.
A BigFix DLP Policy Configuration Wizard

Select Activities

Current Rule: 50X Compliance

Select which user activities to monitor. This rule will only apply to the selected activities.

All Activities
File Write:
Encryption:
Network Activity:
Email:
WebHMail:

Instant Messaging:

Removable Drives

PGP

FTP HTTP HTTPS

Exchange Client Lotus Notes SMTP
AOL Gmail Hotmail Yahoo!
AOLIM MSN IM

In the Select Activities window:

a. Select the activities you would like to monitor for sensitive data transfer.

b. Click Next.
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The Set Actions window opens.

& BigFix DLP Policy Configuration Wizard

Set Actions

Current Rule: 50X Compliance

Select which actions to take when a violation of this rule occurs.

Actions:
Log Incident
Log all incidents (recommended).
Alert User
Alert user through a dialogue box. If blocking is enabled, the message will notify the user that

their action has been blocked. Otherwise, the alert will inform the user that the current action is
not recommended.

[J Block Activity
Block any activity which violates the conditions of this rule.

N e RN

Select the actions you would like the DLP agent to take when a violation occurs.

Note: It is recommended that you log incidents without blocking for a period of time to gauge the
effectiveness of your rule.

9. Click Save Rule. The Create DLP Policy Task window opens.

4 BigFix DLP Policy Configuration Wizard

Create DLP Policy Task

Enter a name and description for this policy.

Policy Name:

|SOX Compliance Policy

Policy Description:

‘SOX Compliance |
|Metadata: File extensions - xls

Minimum File Size - 30 MB

Maximum File Size - Unlimited

Activities: All, FileWrite, SMIP Email, Web Mail (YahooMail), Web
Mail (Hotmail), Web Mail(GMail), Web Mail{AoclMail), IM (MSN), IM

(AIM), FTP, HITP, HTIPS, PGP Encrypticn, Exchange Client Email,
Lotus Notes Email

10. To create a custom Task that can be used to deploy your policy, enter a name for your policy and then
click Create.

11. Enter your Private Key Password and click OK. A Task window opens.
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12. Click the Task Action link to deploy your DLP policy. The Take Action dialog opens.
¥ Take Action @@

Target:

MName: ‘ SOX Comﬁli'aincerPorlrirc;tir
Preset: ;[;Fault v—j [[]show only personal presets Save Preset
| Target |Execution | Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Script |
(® Specific computers selected in the list below

O all computers with the property values selected in the tree below
(O The computers specified in the list of names below (one per line)

) @ All Computers {4) Compute... 05 CPU L
WINZ2K-PRO-5P4 WinéUDU 5.0.2..., 2200MHzCore2 9
PEDEMO WinXP 5.1.2600 2200MHz Care 2 9
ibm170.qa.bigfix... AIX5.3 330 MHz Power... 9}
£ >

[ OK ] [ Cancel ]

13. In the Take Action window:

d.

Select the computer(s) to which you would like to deploy your policy.
Set any desired options such as for scheduling, messages to users, etc.

For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

Click OK when you are finished.

14. Enter your Private Key Password to continue.

15. An Action window will appear, allowing you to track the progress.
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Creating and Deploying Keyword-Based Policies

1.

From the Dashboard, click the Create DLP Policy link from the Configure menu. The Policy and Rule
Management Center is displayed.

BigFix DLP: Policy and Rule Management Center

Important Hote:  You must create at least one rule before you can create a policy.

To add & new policy or edit existing policies, please select the "Policies” tab. To add a new rule or edit existing rules, please select the "Rules” tab.

Policies Rules
Rule List
Rule Details
Block 85N Marne Alert Rule
Challenge Rule Termplate [(Social Security Mumbet[1 ]
Encrypt Activities All, Fileiitite, SMTP Email, Weh Mail(vahoaohtail), Web MailiHotmaily, wWeb Mail(Ghail),
Wetadata Rule Web MailidolMail), I (S, M (&MY, FTP, HTTP, HTTFPS, PGP Encryption, Exchange
Client Email, Lotus Motes Email
PClLevel 1
Actions Log Incident, ClientSideAlering
S5B1386

S5 Encryption

Click the Rules tab and then Create to open the BigFix DLP Rule Configuration Wizard.

& BigFix DLP Rule Configuration Wizard

X

Welcome to the BigFix DLP Rule Configuration Wizard

Use this wizard to configure a DLP rule ko add bo a DLP policy,

Enter a rule name:

|Rule Marne

select a rule type:

® Keyword
) Metadata

> Template

Security Mumber, Birth Date),

Ise lists of keywords to dekect sensitive data (ex: Medical or legal dickionary terms),

IJse external file characteristics to detect sensitive daka (ex: file extension, file size).

Idse custom and pre-defined regular expression templates to detect sensitive data {ex: Social

Enter a rule name. To create a keyword-based rule, select the Keyword option and click the Next

button.

© 2008 by BigFix, Inc.



BigFix DLP Deployment Guide
Working with BigFix DLP

The Define Keywords dialog appears.

11 BigFix DLP Rule Configuration Wizard 5'

Define Keywords

Enter keywords and frequencies below. The lower the frequency, the higher the importance of the
assodiated keyword. For more information on how to use keywords, dick here.

Keyword: Frequency: Case Sensitive:
I:l |false =~
e

| Enter Keywords From List I

4. To define keywords for your rule:
a. Type the keyword in the text box labeled Keyword.
b. If desired, specify a frequency for the keyword.
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c. If case sensitivity is required, select the true option in the case sensitive select box.

d. Click the Add button to add the keyword to the keyword list.

Scoring information for the keyword will appear in the grey box below the keyword list.

NOTE: Any document with a total score of 100 or more will be considered sensitive. For example, keyword A
has a frequency of 2 and a score of 50. This means that a document must contain at least 2 instances of
keyword A to be considered sensitive. Keyword B has a frequency of 4 and a score of 25. This means
that a document must contain at least 4 instances of keyword B to be considered sensitive. A document
containing 1 instance of keyword A and 2 instances of keyword B will also be considered sensitive.

5. To add keywords from an existing list click the Enter Keywords From List button.
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The List Keywords window opens.
£ BigFix DLP Rule Configuration Wizard

List Keywords

Type directly in the text box below or copy and paste keywards from an existing file. Enter only 1 kewward
per ling,

Mote: To add a frequency to a keyword, use a single comma Followed by the desired Frequency (ex:
confidential, 2). For more information on how to use keywords, click bere.

Juarterly Report,l,true

Mote: If wou choose not ko specify a kevword Frequency, the default is 1.

6. Inthe List Keywords window:

a. Copy and paste keywords into the text area box, optionally using a single comma to separate a
keyword from its frequency and case sensitivity.

b. If you choose not to specify a frequency for each keyword, the default frequency will be 1.
c. If you choose not to specify case sensitivity, the default will be false (not case sensitive).
d. Click the Save button when you are finished.

7. When you are finished defining keywords, click the Next button.
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The Select Activities window opens.
& BigFix DLP Policy Configuration Wizard

Select Activities

Current Rule: SSN Log & Alert

Select which user activities to monitor. This rule will only apply to the selected activities.

File Write: Removable Drives
Encryption: PGP

Network Activity: FTP HTTP HTTPS
Email: Exchange Client Lotus Notes SMTP
WebMail: AOL Gmail Hotmail Yahoo!

Instant Messaging: AOLIM MSN IM

8. Inthe Select Activities window:
a. Select the activities you would like to monitor for sensitive data transfer.
b. Click Next.
The Set Actions window opens.

& BigFix DLP Policy Configuration Wizard

Set Actions

Current Rule: SSN Log & Alert

Select which actions to take when a violation of this rule occurs.

Actions:

Log Incident
Log all incidents (recommended).

lert user through a dialogue box. If blocking is enabled, the message will notify the user that
their action has been blocked. Otherwise, the alert will inform the user that the current action
is not recommended.

[I Block Activity
Block any activity which violates the conditions of this rule.

N Em N

Page 24

9. Select the actions you would like the DLP agent to take when a violation occurs. Click Save Rule.
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NOTE: It is recommended that you log incidents without blocking for a period of time to gauge the effectiveness
of your rule.

10. Repeat the previous steps until you have completed your policy. Click Finish.

The Create DLP Policy Task window opens.

£ BigFix DLP Policy Configuration Wizard

Create DLP Policy Task

Enter a name and description for this policy.

Policy Name:
|SSN Log & Alert on All Activities|

Policy Description:

{SSN Log & Rlert A
iCzir.ezia: (Social Security Number[1])

iActivicies: All, FileWrite, SMIP Emzil, Web Mazil(YahcoMazil), Web
|Mail (Hotmail), Web Mail (GMail), Web Mail (AclMail), IM (MSN), IM
}'.F-.IM), FTP, HITP, HITPS, PGP Encryption, Exchange Client Email,
|Lotus Notes Email

|Actions: Leg Incident, Rlert User

I N N

11. To create a custom Task that can be used to deploy your policy, enter a name for your policy and then
click Create.

12. Enter your Private Key Password and click OK.
13. A Task window opens.
14. Click the here link to deploy your DLP policy. The Take Action dialog box opens.
15. In the Take Action dialog box:
a. Select the computer(s) to which you would like to deploy your policy.
b. Set any desired options such as for scheduling, messages to users, etc.

c. For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

d. Click OK when you are finished.

16. Enter your Private Key Password to continue. An Action window appears, allowing you to track the
progress.
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Creating and Deploying Metadata-Based Policies

1. From the Dashboard, click the Create DLP Policy link from the Configure menu. The Policy and Rule

Management Center is displayed.

BigFix DLP: Policy and Rule Management Center

Important Note:  “You must create at least ane rule hefore you can create a policy

To add a new policy or edit existing policies, please select the "Folicies" tab. To add a new rule or edit existing rules, please select the "Rules" tab.

Policies Rules
Rule List
Rule Details
Black S5M Narne Alert Rule
Challenge Rule Temnplate (Social Security Mumber[1])
Encrypt Activities All, FileWrite, SMTP Ermail, WWeh MailvahooMail), Web Mail(Hotrmail), Web Mail{GMail),
Metadata Rule Wiieh Mailiaolvail, I (WMSNG, IM AN, FTP, HTTP, HTTPS, PGP Encryption, Exchange
Client Email, Lotus Motes Email
Pl Level 1
Actions Log Incident, ClientSideAleding
SB1386

S5M Encryption

2. Click the Rules tab and then Create to open the BigFix DLP Rule Configuration Wizard.

& BigFix DLP Rule Configuration Wizard

Welcome to the BigFix DLP Rule Configuration Wizard

Use this wizard bo configure a DLP rule to add to a DLP policy.,

X

Enter a rule name:

|Ru|e Mamne

Select a rule type:

O Keyword
Ise lists of kevwords ko dekect sensitive data {ex; Medical or legal dictionary terms),

(%) Metadata
IJse external file charackeristics to detect sensitive data {ex: file extension, file size),

O Template

Security Mumber, Birkh Date),

IJse custom and pre-defined regular expression templates to detect sensitive data (ex: Social

3. Enter a rule name. To create a metadata-based rule, select the Metadata option and then click the Next

button.
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The Define File Metadata window opens.

£ BigFix DLP Rule Configuration Wizard

Define File Metadata

Specify mekadata belaw,

For performance reasons, BigFix DLP is configured ko skip file conwersion for Files with a minimum size of 30
ME, Therefore it is recommended that vou define a metadata rule For Files larger than 30 MB,

A file is considered sensitive if:

(®) File extension equals | &l File Extensions

O archive bype is:

Encrypted
PGP
AND
File size is between |30 |MB - |Lln|imited ME.

Mote: Only files which meet all of the metadata criteria specified above will be considered sensitive,

1. Inthe Define File Metadata window:

Enter a file extension without the leading period or select an archive type.
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Select the Encrypted option if you would like to monitor documents such as encrypted .zip or .rar files.

Select the PGP option if you would like to monitor PGP encrypted documents.
Enter a minimum and maximum file size. To specify an unlimited maximum file size, type Unlimited

in the maximum file size box.

NOTE: For performance reasons, the DLP process is configured to skip file conversion of files larger
than 30 MB. Therefore it is recommended that you define at least one file metadata rule for files

larger than 30 MB.

o

When you are finished selecting file metadata, click the Next button.
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The Select Activities window opens.

£ BigFix DLP Policy Configuration Wizard

Select Activities

Current Rule: SSN Log & Alert

Select which user activities to monitor. This rule will only apply to the selected activities.

File Write: Removable Drives

Encryption: PGP

Network Activity: FTP HTTP HTTPS

Email: Exchange Client Lotus Notes SMTP
WebMaik: AOL Gmail Hotmail Yahoo!

Instant Messaging: AOLIM MSN IM

4. Inthe Select Activities window:
a. Select the activities you would like to monitor for sensitive data transfer.
b. Click Next.
The Set Actions window opens.

& BigFix DLP Policy Configuration Wizard

Set Actions

Current Rule: SSN Log & Alert

Select which actions to take when a violation of this rule occurs.

Actions:

Log Incident
Log all incidents (recommended).

Alert user through a dialogue box. If blocking is enabled, the message will notify the user that
their action has been blocked. Otherwise, the alert will inform the user that the current action
is not recommended.

[I Block Activity
Block any activity which violates the conditions of this rule.

N Em N

5. Select the actions you would like the DLP agent to take when a violation occurs. Click Save Rule.
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Note: It is recommended that you log incidents without blocking for a period of time to gauge the effectiveness
of your rule.

6. Repeat the previous steps until you have completed your policy. Click Finish.
The Create DLP Policy Task window opens.

£ BigFix DLP Policy Configuration Wizard

Create DLP Policy Task

Enter a name and description for this policy.

Pﬁl[qy Name:
|SSN Log & Alert on All Activities|

Policy Description:

(SSN Log & Rlert »
{Czibezia: (Social Security Number[1]) =]
iActivities: All, FileWrite, SMIP Emzil, Web Mazil(YahcoMazil), Web
|M2il (Hotmail), Web Mail (GMail), Web Mail(AolMail), IM (MSN), IM
}'.E.IM), FTP, HITP, HITPS, PGP Encryption, Exchange Client Email,
|Lotus Notes Email

|Actions: Leg Incident, Rlert User

I N N

7. To create a custom Task that can be used to deploy your policy, enter a name for your policy and then
click Create.

8. Enter your Private Key Password and click OK. A Task window opens.
9. Click the here link to deploy your DLP policy. The Take Action dialog box opens.
10. In the Take Action dialog box:

a. Select the computer(s) to which you would like to deploy your policy.

b. Set any desired options such as for scheduling, messages to users, etc.

c. For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

d. Click OK when you are finished.

11. Enter your Private Key Password to continue. An Action window appears, allowing you to track the
progress.
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Running Scans

Scanning searches for sensitive files on computers that have the DLP agent installed. Sensitive files are defined
by the currently deployed DLP policy. As a result, this task will not be relevant on computers that do not have a
set DLP policy.

Scanning is resource-intensive and will affect computer performance. In particular, full computer scans can take
several hours and should be performed only when there is no user present. The task will return as "Completed"
in the BES Console. However, the DLP scan will continue to run on targeted computers. To view the status of
this scan please see the "Current Scan Status™ property in the DLP Dashboard report.

To run a scan:
1. Choose Wizards > BigFix DLP Scan Wizard....

Data Leak Prevention

I Deploy Configure Scan ¥iew Analyses Custom Policies Additional Tasks Custom Tasks ‘

Run DLP Scan

Latest Incident A

Recent Incident InformaiePrtsy JE- R

Pause DLP Scan

Policy Time User Activity | Document Action User Response

Resurne DLP Scan

2008/7/28 16:44:20 -0700, PEDEMOVPEDEMO Administ FileWrite | Fiicustomer_infotxt | Log, Encrept, Challenge <nones

35N Policy

2. The BigFix DLP - Run Scan Task opens.
8 Tosk “Bigkin DI Runsean™ =k

Task: BigFix DLP - Run Scan 0 Applicable Computers
EigFix DLP 0 Qpen Actions

IDetaiIs I Applicable Computers I Action Histary I

BigFix DLP - Run Scan

BigFix DLP

This task will initiate a scan to search for sensitive files on computers which have BigFix DLP
installed. Sensitive files are defined by the currently deployed DLP paolicy. As a result, this
task will not be relevant on computers that do not have a set DLP policy.

Important Note: Scanning is resource-intensive and will affect computer performance. In
particular, full computer scans can take several hours and should be performed only when
there is no user present.

Important Note: This task will return as "Completed” in the BES Console. However, the DLP
scan will continue to run on targeted computers. To view the status of this scan please see
the "Current Scan Status” property in Analysis &: BiaFix DLP: Scan Statistic

Important Note: This task will not become relevant on computers that do not have a DLP
policy deployed. Please use the BigFix DLP Policy Configuration Wizard to create a DLP
policy to deploy to computers you wish to scan.

® Click here to run a full computer scan.

® Click here to run a scan with additional scan options.

=

To run a full computer scan, select the first action. To run a customized computer scan, select the
second action.
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3. The BigFix DLP Scan Wizard opens.

& BigFix DLP Scan Wizard

Scan Options

Select one of the following.

@ Scan Entire Computer

(O Scan the following folder (including subfolders):

: ;
| ‘ Browse

4. Choose whether you want to scan an entire computer or a particular subfolder. Click Next.
5. The Set Scan Inclusions/Exclusions — File Paths window opens.

4 BigFix DLP Scan Wizard

Set Scan Inclusions/Exclusions - File Paths

By default, the DLP agent will scan the entire computer. You may wish to set scan inclusion and exclusion
settings to improve scan speed and performance.

Note: Use file paths to specify which files and folders to indude or exclude from your scan (ex:
C:\Documents and Settings, %WINDIR %).

Note: Use an asterix '* to denote wildcard characters (ex: C:\Documents and Settings\financial®).

Use the '+ and '~ buttons to add and remove indusion and exdusion filters.

Include Exclude

|C:\Documents and Settings ‘ E]

6. Add any filters you want to mark for inclusion or exclusion. Click Next.
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7.

8.

The Set Scan Inclusions/Exclusions — File Extensions window opens.

& BigFix DLP Scan Wizard

Set Scan Inclusions/Exclusions - File Extensions

By default, BigFix DLP will scan the entire computer. You may wish to set scan inclusion and exdusion
settings to improve scan speed and performance.

Note: Use file extensions to specify which files and folders to indude or exdude from your scan (ex: .xIs,
.doc, .mp3).

Use the '+ and '-' buttons to add and remove indusion and exdusion filters.

Include Exclude
[:mp3 B8 o e
[ B0 o e

m S

Add filters for inclusion and/or exclusion. Click Next.

The Set Scan Priority window opens.

& BigFix DLP Scan Wizard

Set Scan Priority

Select a process priority for your DLP scan.

Process Priority Settings:
O Low
O Below Normal
@ normal
O Above Normal

O High

[ create a one-time action. One-time actions cannot be redeployed.

N EN N

In the Set Scan Priority window:
a. Set the process priority for the DLP scan.
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b. Leave the check box unchecked to create a reusable Task, or check it to create a one-time Action.

c. Click Finish.
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9. Enter your Private Key Password and click OK. A Task window opens.
10. Click the Action link to deploy your DLP policy. A Take Action dialog box opens.
11. In the Take Action dialog box:

a. Select the computer(s) to which you would like to deploy your policy.

b. Set any desired options such as for scheduling, messages to users, etc.

c. For more information about setting options using the tabs in the Take Action dialog box, consult
the BigFix Console Operators Guide.

d. Click OK when finished.

12. Enter your Private Key Password to continue. An Action window appears, allowing you to track the
progress.
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Frequently Asked Questions

What platforms does BigFix DLP support?

BigFix DLP supports Microsoft Windows 2000, XP, and Server 2003. Vista support is coming soon. BigFix
recommends running the DLP client on computers with at least 1 GB of memory.

Does BigFix DLP use document tagging to keep track of sensitive information?

No. Our DLP solution does not alter documents in any way and it does not need to track files across computers.
We use sophisticated techniques to analyze the contents of a file to determine whether that file contains
sensitive information.

Can | create signature repositories?

Yes, you can create sighature repositories and deploy them to clients. For more information, view the following
knowledge-base articles:

http://support.bigfix.com/cgi-bin/kbdirect.pl?id=489

http://support.bigfix.com/cgi-bin/kbdirect.pl?id=490

Does BigFix DLP require a network appliance?

No. BigFix DLP resides on the endpoints, thereby protecting the main source of data leakage in a company.
Note that BigFix DLP will integrate with many industry leading DLP solutions.

Why is the “BigFix DLP: Run Scan” task not relevant?

In order to run a scan, you must first create and deploy a policy using the BigFix DLP Policy Configuration
Wizard.

Do | need to run a scan first in order to start monitoring sensitive data transfers?

No. To enable real-time monitoring of sensitive data, all you need to do is install BigFix DLP and create and
deploy a policy.

What is the performance impact of the real-time BigFix DLP technology?

The BigFix DLP technology works much like AntiVirus technology (BigFix DLP monitors outbound file and
network activities rather than monitoring inbound files like AntiVirus) and has similar performance
characteristics. BigFix DLP will remain idle until information leaves the computer and then the data is checked
for sensitive information. The amount of time spent checking most files are measured in fractions of seconds
and the user experience is not expected to change.

Will BigFix DLP run on server class computers?

Yes. However, it is recommended that you do extensive testing to ensure that the real-time BigFix DLP agent
does not affect your server processes (especially servers that send lots of information over the network). In
order to prevent accidental deployment of BigFix DLP to server class computers without testing, the default
BigFix DLP installation Task is not relevant on servers.

Can BigFix DLP violation events be correlated with other event systems for correlation and
long time storage?

Yes. The BigFix DLP solution fully supports integration with SIM, SIEM, or log parsing systems. BigFix DLP
events can either by pulled directly from the BigFix Server or the Agents can upload their event logs directly to
the event correlation system for import.
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How long does it take the agent to send up information about violations and what happens if
the agent is disconnected from the network?

The interval that the agent uses to send violation information to the server is configurable, but the default is set
to 15-minute intervals. If the agent is not connected to the network, it will send up the violations when it is next
connected to the network.

Can the user disable BigFix DLP?

When you deploy BigFix DLP, you have the option to hide BigFix DLP process and files, preventing users
from easily seeing or disabling BigFix DLP. You can hide/show BigFix DLP with Tasks on the BigFix DLP
Fixlet site. If BigFix DLP is hidden, only administrators on the computer can stop or disable the service.
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About BigFix, Inc.

Founded in 1997, BigFix® Inc. offers the only converged IT security and operations platform that enables real-time visibility
and control of globally distributed desktop, mobile and server computers. BigFix enables large-scale enterprises to
continuously enforce IT security, IT policy compliance, and systems management on all computers, anytime, anywhere.
Designed for highly distributed and complex IT infrastructures, BigFix delivers real-time endpoint visibility and control
through its single-agent, multi-function, on-demand architecture. Its award-winning technology is proven in production at
more than 600 companies, government agencies, and public sector institutions worldwide, and currently manages over
7,000,000 desktop and mobile clients, workstations, and servers. More information can be found at www.bigfix.com.

BigFix, Inc.

1480 64" Street Suite 200
Emeryville, California 94608
[t] 510 652-6700

[f] 510 652-6742

[e] info@bigfix.com

[e] sales@bigfix.com
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