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Preface    

Audience  

This guide is intended for users of the BigFix Web Reports application. Most users will be interested in 
generating and printing out reports, but some users will be authorized to generate new custom reports. 

This guide encompasses all the features of the Web Reports Interface. Advanced topics in relevance and the 

low-level report language are beyond the scope of this document. For more information on these topics, see 
the BigFix Relevance Language Reference and the Inspector Guides. 

Organ ization of this Manual  

This document addresses the reporting features and the configuration settings for the Web Reports program. 

There are three major areas of discussion: 

Å Overview. This chapter provides details on pre-existing reports that convey a high-level view of the 

health of the network. 

Å Creating, Managing, Scheduling, and Filtering Reports. These chapters show you how to create, and 

manage your reports. 

Å Configuring Email, Databases, and User Privileges. These chapters show you how to configure the 

overall Web Reports environment. 

Conventions Used in this Manual  

This document makes use of the following conventions: 

Bold Sans  Bold sans-serif font is used for headings.  

Bold   Bold font indicates labels and field names in the Web Reports user interface.  

Italics   Italics are used for BigFix document titles. 

Mono- space   Mono-space font is used for sample programs and scripts. 

Versions  

This document describes functionality available in BigFix Web Reports version 7.0.4. 
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Introduction  

BigFix Web Reports is a web application. It connects to one or more BigFix Enterprise databases, analyzes the 

data gathered from these databases, and provides a visual display of the data. 

Requirements  

Web Reports can run on a stand-alone server or on the same machine that hosts the BigFix database. The 

requirements for the Web Reports server vary depending on the number of databases, computers, actions, and 

retrieved properties you wish to track.  

The Web Reports primary resource requirements revolve around memory size for fast access and CPU speed 
for fast report processing. The disk stores a local cache to make load times faster, but the disk speeds have less 

impact on the Web Reports than memory size and CPU speeds. 

BigFix deployments with more than 30,000 agents can benefit by having a separate Web Reports server so that 
the main BigFix Server does not need to share its resources. You can set up multiple Web Reports servers with 

minimal performance impact on the main BigFix Server. 

Web Reports Server requirements: 

Number of BigFix Agents  CPU Memory  

< 10,000 2ghz   1 GB 

10,001-30,000 2ghz (dual core) 2 GB 

30,000-100,000 2ghz (dual core) 3 GB 

100,000-200,000 2ghz (quad core) 4 GB 

 

The client browser requires Internet Explorer v. 6.0 or Mozilla Firefox. In order to view the graphs, you also 

need Adobe Flash Player version 9 or higher. 
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Viewing Web Reports  

BigFix Web Reports is divided into several sections.  

The left navigation bar provides links for quick access to reports you designate as Favorites and visited pages. 

 

The top navigation provides links to view the Overview, Reports, Create, Schedule, Email, Users, or 

Database page: 

 

Å The Overview section contains graphs and statistics that convey a general, high-level sense of the health 

of the network. 

Å The Reports section offers shortcuts to previously generated reports and links to external reports outside 

of the Web Reports application. It also allows you to select useful reports to be placed in the ñFavoritesò 
section for quick access. 

Å The Create section allows you to create basic reports that are capable of analyzing specific parts of the 

network based on certain criteria. These reports can be stored for viewing at a later date, viewed in a 

printer-friendly format, or saved in a format that can be imported into Excel or an equivalent spreadsheet 

application. 

Å The Schedule section allows you to run reports at a given time or when certain conditions are met. The 

report results can then be emailed to you or archived for later viewing. 

Å The Email section configures the email server settings, and allows you to edit your email addresses. 

Å The Users section handles Web Reports user management: adding, deleting, and editing users. 

Å The Database section takes care of BigFix database management. This includes adding, deleting, and 

editing database connections and settings.  

The following chapters will discuss each of these sections in greater detail. 
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Overview  

The BigFix Web Reports Overview page contains graphs and tables that visually represent the overall state of 

your network, as well as the effectiveness of your BigFix deployment. Next to the titles of each, there is a 

bracketed question mark [?], which you can click for additional information.  

NOTE: Reports will be disabled if a user is logged in without sufficient privileges to view them, or if the report is 
filtered. Users are not considered to have sufficient privileges unless they have full rights to all the 
computers on the server.  

The following sections describe each of the graphs, charts, and tables presented in the Overview. 

Total Issues  

The Total Issues graph adds the number of relevant Fixlets for each computer and then groups the issues by 

their severity rating. An issue is a Fixlet message that is relevant on any computer in your network. For 
example, if you have a computer with 5 relevant Fixlet messages and a second computer with 3 relevant Fixlet 

messages, the total number of issues is 8, even if some of those messages are the same. 

This graph can be set to different time granularities by selecting from the pull-down menu above the graph. 
The Auto-Fit Data option will automatically group the data in the graph for up to the last twelve months of 

your BigFix installation. Last 7 Days will group the data by day and show the last seven days. Last 30 Days 

will group the data by day and show the last thirty days. Last 26 Weeks will group the data by week and show 
the last six months. Last 52 Weeks will also group the data by week and show the last year. 

 

Different colored bars represent different issue severity. The height of each bar represents the number of issues 

for a particular bar. For example, if a bar for important issues starts at 300 and ends at 500, the total number of 

important issues is 200.  

Hover your cursor over any point in the 
graph to see a pop-up containing more 
detail. 

 



BigFix Enterprise Suite Web Reports User's Guide Page 5 

Overview 

  © 2009 by BigFix, Inc. 

Total Number of Computers  

The Total Number Of Computers graph displays the number of computers that have been under BigFix 

management in a given period of time. This graph offers a way to monitor additional deployments of the 

BigFix Client over time.  

 

Like the Total Issues graph, this graph will be disabled if a user logs in without sufficient privileges. Select the 

desired time scale from the pop-up menu above the chart. Move your cursor over specific data points for more 
information. 
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Compu ter Vulnerability  Status  

The Computer Vulnerability Status pie chart groups computers according to their most severe vulnerability.  

  

If a computer has a Critical  vulnerability, it will be considered to have critical status, regardless of other 
vulnerabilities it might possess. If a computer has no critical vulnerabilities, but has an Important  

vulnerability, it will be considered to have important status, etc., providing a general sense of how your 

network is doing. Initially, the vulnerability pie will be mostly red (critical), and as you continue to use BigFix, 
it will become green (no vulnerabilities). Hover your cursor over each pie slice to see the actual number of 

computers with each vulnerability state, and the percentage of network computers they represent. 
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Issues Remediated  

The Issues Remediated graph counts the number of computers that have returned Fixed in response to an 

action. The time segment for an action is pegged to its start time, not its completion time (which may occur in 

a subsequent time segment). This graph gives you a good picture of remediation rollouts across your enterprise 
as BigFix finds and fixes vulnerabilities. 

 

This is a historical graph. Select a time scale from the pop-up menu above the chart. This graph displays 

colored bars representing the severity of remediated issues, and lets you highlight data with your cursor. 

Overall Statistics  

The Overall statistics table displays important facts about your network: 

 

Å Total Number of Computers: the current number of BigFix Clients.  

Å Relevant Fixlets per Computer: the average number of relevant Fixlets per computer, or the total number 

of relevant issues divided by the total number of computers.  

Å Total Number of Fixlets: the current number of Fixlets that exist on the BigFix system. Note that if Web 

Reports is looking across multiple databases in the network, the number of Fixlets will be the union of all 

the Fixlets in all the databases. 
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Å Total Number of Fixlet Sites: the total number of sites to which the BigFix system is currently 

subscribed.  

Å Total Number of Tasks: the current total of relevant tasks on your BigFix network. 

Å Total Number of Analyses: the current total of Analyses that exist on the BigFix system.  

Å Total Number of Actions: the current total of actions issued so far by the BigFix system.  

Å Mean Time to Remediate: the average time it took for every relevant issue to become non-relevant on all 

computers. Note that issues may become non-relevant by methods other than actions. For example, users 

can manually update their computers, making those relevant issues no longer relevant. 

Top 10 Critical/Important Issues Detected  

The Top 10 Critical/Important Issues Detected report displays Fixlet messages that are currently affecting 

the largest number of computers on the network.  

 

There are four columns in this list: 

Å The Name column lists the name of the Fixlet message. 

Å The Source Severity column lists the severity of each common Fixlet. 

Å The Affected Computers column displays the number of computers that currently have the Fixlet 

relevant. The Fixlet list is sorted by the Affected Computers count.  

Å The Patch Completion column is the percentage of fixed computers out of the total number of computers 

that have ever been affected by the listed Fixlet.  
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Beneath the list of the top 10 most common issues, the Show Progress of Top 10 Critical/Important Issues 

link brings up a progress report.  

 

For each issue, the following information is displayed: 

Å The name of the Fixlet message. 

Å The number of computers affected by this issue. 

Å The percentage of computers where BigFix has deployed the action. 

Å The time and date when BigFix first detected the issue. 

Å The mean time BigFix has taken to remediate this issue across your network. 

Å A progress bar beneath each issue indicating the percentage of computers that have been remediated out 

of the total number affected.
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Managing Reports  

Click the Reports link to bring up the Report Management page. It has three main sections: Content Reports, 

Public Reports, and My Reports. 

You can sort tables and lists contained in the Reports page by clicking on their column headings. Clicking on 

the same column again will switch the order of the sort.  

You can designate Favorite reports that get listed in the Favorites box in the left navigation panel. Click the 
[add] or [remove] link in the Favorite column to switch the label between Yes (Favorite) and No. 

You can include links to External reports on this page. Click the Add External Link  button, fill out the 

Report Name and Description, and add the full URL of the external report. The URL must start with http:// or 

https://.  

You can also import local reports. Click the Import  button and specify a report file. Importing a report brings 

in the actual report rather than a link to a file. 
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Content Reports  

Content Reports are created by BigFix Sites and automatically distributed to Web Reports. There are five 

columns describing reports in this list: 

Å The Name of the stored report. 

Å The Sitename for the report. 

Å The Category of the stored report, such as Enterprise Security, or Custom. 

Å The Source of the stored report, such as Vulnerability Hotspot or Action Status. 

Å The Favorite column lets you add or remove a report from your Favorites list. 

Å The Copy column allows you to copy the report, in case you want to make minor changes. Copying brings 

the copied report into My Reports or Public Reports, depending on the visibility you select. 

Public Reports  

Public Reports are created by any Web Reports user and saved as Public. Web Reports only saves the 

templates; it generates the underlying data at report time.  

At installation, several reports are included in this section. The included reports are: 

Å Action List 

Å Analysis List 

Å Computer Properties List 

Å Open Vulnerabilities List 

Å Operating System Distribution 

Å Operator List 

Å OS Vulnerability Summary 

Å Progress of 10 Fixlets From Recent Actions 

Å Progress of 10 Fixlets Recently Relevant 

Å Vulnerabilities by Console Operators 

Å Vulnerabilities by OS 

Å Vulnerability Trends Over Time 

There are six columns describing reports in this list: 

Å The first column consists of check boxes. If you want to delete a report, click the appropriate check box, 

then click Delete Reports. 

Å The Name of the stored report. 

Å The Category of the stored report, such as Action Summary, Fixlet Progress, or Computer Properties. 

Å The Creator column lists the name of the BigFix Operator who created this report. 

Å The Favorite column lets you add or remove a Report from your Favorites list. 
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Å The last columns allow you to rename a stored report, if you are the reportôs creator or a Web Reports 

administrator. Clicking rename brings up a new page allowing you to change the name, description and 

category of the report. If you have custom reports in this section, you can edit them if you are the creator 
or a Web Reports administrator. Clicking edit brings up the reportôs Create page, so that you can edit its 

contents. 

My Reports  

The My Reports section of this page includes all reports you have created and saved, including test and 

sample reports. This section includes: 

Å The first column consists of check boxes. If you want to delete a report, click the appropriate check box, 

then click Delete Reports. 

Å The Name of the stored report. 

Å The Category of the stored report, such as Single Retrieved Property Status or Test. 

Å The Favorite column lets you add or remove a Report from your Favorites list. 

Å The fifth columns allow you to rename or edit a stored report. Clicking rename brings up a new page 

allowing you to change the name, description and category of the report. Clicking edit brings up the 
reportôs Create page, so that you can edit its contents. 
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Creat ing  Reports  

You can create and customize report templates and use them to generate reports at any time. Click the Create 

tab to display the Create Report page.  

 


