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Preface

Audience

This guide is intended for usesbthe BigFix Web Reportapplication. Most users wibe interested in
generating and printing out reports, but some users will be authorized to generate newepstism

This guide encompasses all the features of the Web Reépiartsice Advanced topics in relevance and the
low-level report language are beyond the sanfpdis document. For more information on these topics, see
theBigFix Relevancé.anguage Referen@nd thenspector Guides

Organ ization of this Manual

This document addresses the reporting features and the configuration $ettthg3Veb Reportprogram.
There are three major areas of discussion:

A Overview. This chapter provides detaits preexisting reports that convey a hitgvel view of the
health of the network.

A Creating, Managing, Schedulingand Filtering Reports. These chapters show you how to create, and
manage your reports

A Configuring Email, Databases,and User Privileges. Thesechaptershow you how te@onfigure the
overall Web Reportenvironment

Conventions Used in this Manual

This document makes use of the following conventions:

Bold Sans Bold sansserif font is used for heatys

Bold Bold font indicates labels and field names in the Web Reps#sinterface.
Italics Italics are used for BigFix document titles.

Mono- space Mono-space font is used for sample programs and scripts.
Versions

This document describes functionality available in BigFix Web Repertion 7.0.4.

© 20 by BigFix, Inc.
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Introduction

BigFix Web Reportss a web application. It connects to one or more BigFix Ensegtatabases, analyzes the
data gathered from these databases, and provides a visual display of the data.

Requirements

Web Reportgan run on a staralone server or on the same machine that hosts the BigFix dat@base
requirements for the Web Reports server vary depending on the number of databases, computers, actions, and
retrieved propertiegou wish to track.

The Web Reportprimary resource requirements revolve aroundorg size for fast access and CPU speed
for fast report processing. The disk stores a local cache to make load times faster, but the disk speeds have less
impact on the Web Reports than memory size and CPU speeds.

BigFix deployments with more than 30,00feats can benefit by having a separate Web Repenter so that
the main BigFix Server does not need to share its resources. You can set up multiple Web Repontsteervers
minimal performancémpact on themain BigFix Server.

Web ReportsServer requirements:

Number of BigFix Agents CPU Memory
< 10,000 2ghz 1GB
10,001-30,000 2ghz (dual core) 2 GB
30,000-100,000 2ghz (dual core) 3GB
100,000-200,000 2ghz (quad core) 4 GB

The client browsr requires Internet Explorer 8.0 or Mozilla Firefox. In order to view the graphs, you also
need Adobe Flash Player version 9 or higher.

© 200 by BigFix, Inc.
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Viewing Web Reports

BigFix Web Reportss divided into several sections.
Theleft navigation bar provides links for quick access to reports you designate as Favorites and visited pages.

Favorites *

« Operating System
Distribution

» Progress of 10 Fixlets
Recently Relevant

« Action List

Recent History =

= Overview

» Progress of 10 Fixlets
Recently Relevant

«» Report Management
» Vulnerabilities by OS
» All Fixlets

«» Report Management
» Overview

[Clear History]

The top navigation provides links to view tBgerview, Reports, Create, Schedule Email, Users or
Databasepage

® 'BES WEB REPORTS

Overview | B Reports | Ef Create | @ Schedule | BS Email | 22 Users | @ Database

A TheOverview section contains graphs and statisticst convey a general, higavel sense of the health
of the network.

A TheReports section offers shortcuts to previously generated reports and links to external oepsics
of the Web Reports application. I't also all ows vy
section for quick access.

A TheCreate section allows you to create basic reports that are capable ofiagadpecific parts of the
network based on certain criteria. These reports can be stored for viewing at a later date, viewed in a
printerfriendly format, or saved in a format that can be imported into Ebtcah equivalent spreadsheet
application.

TheSchedulesection allows you to run reports at a given time or when certain conditions are met. The
report results can then be emailed to you or archived for later viewing.

TheEmail section configures the emaiérer settingsand allows you to edit your email addresses.

TheUserssection handles Web Repottser management: adding, deleting, and editing users

o o o Do

TheDatabasesection takes care of BigFix databasanagement. This includes adding, deleting, and
editing database connections and settings

The following chapters will discuss each of these sections in greater detail.

© 200 by BigFix, Inc.
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Overview

The BigFix Web Report®verview page contains graphs and tables that visually represent the overall state of
your network, as well as the effectiveness of your BigFix deployment. Next to the titles of each, there is a
bracketed question mafk]|, which you can click for additional infmation.

NoTE: Reports will be disabled if a user is logged in without sufficient privileges to view them, or if the report is
filtered. Users are not considered to have sufficient privileges unless they have full rights to all the
computers on the server.

The following sections describe each of the graphs, charts, and tables presented in the Overview.

Total Issues

TheTotal Issuesgraphadds the number of relevant Fixlets for each coempamd then groups the issues by

their severity rating. Aiissue is a Fixlet message that is relevant on any computer in your network. For
example, if you have a computer with 5 relevant Fixlet messages and a second computer with 3 relevant Fixlet
messageghe total number of issues is 8, even if some of those messages are the same.

This graphcan be set to different time granularitmsselecting from the putiown menuabove the graph.
TheAuto-Fit Data optionwill automatically group the data in the graph for up to the last twelve months of
your BigFix installationLast 7 Dayswill group the data by day and show the last seven dags.30 Days

will group the data by day and show the last thirty dagst 26 Weekswill group the data by week and show
the last six monthd.ast 52 Weekswill also group the data by week and show the last year.

Total Issues [+ [Export to CSV]
[ Auto-Fit Data v |
50000
40000
I0000
20000
Critical
e/18/07
10000 170 (B.2%)
total: 2069
o _ [ Hover your cursor over any point in the
graph to see a pop-up containing more
4/3/07 4/19/07 5/5/07 5/21/07 6/6/07 6/22/07 7/8/07 detail.
B unclassified Low Moderate Important [J] cCritical

Different colored bars represent different issue severity hEfghtof each bar represents the number of issues
for a particular bar. For example, if a bar for important issues starts at 300 and ends at 500, the total number of
important issues is 200.

© 200 by BigFix, Inc.
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Total Number of Computers

TheTotal Number Of Computers graph displays the number @dmputers that have been under BigFix
management in a given period of time. This grafiers a way to monitor additional deployments of the
BigFix Clientover time.

Total Number of Computers | - [Export to CSV]

| Auto-Fit Data v |

50

40

30

20

10

0
4/2/07 4/17/07 5/2/07 5/17/07 6/1/07 6/16/07 7/1/07 7/16/07

l computer Count

Like the Total Issuegraph this graphwill be disabled if a user logs in without sufficient privileg8glect the
desired time scale from the pop menuabove the chart. Move your cursor over specific data points for more
information.

© 200 by BigFix, Inc.



BigFix Enterprise Suite Web Reports User's Guide Pageb
Overview

Compu ter Vulnerability Status

TheComputer Vulnerability Status pie chart groups computers according to their most severe vulnerability

Computer Vulnerability Status |- [Exportto CSV]

36 Computers Total

If a computer has &ritical vulnerability, it will be considered to have critical status, regasdté other
vulnerabilities it might possess. If a computer has no critical vulnerabilities, but hapamant

vulnerability, it will be considered to have important status, etc., providing a general sense of how your
network is doing. Initially, the vaerability pie will be mostly red (critical), and as you continue to use BigFix,
it will become green (no vulnerabilities). Hover your cursor over each pie slice to see the actual number of
computers with each vulnerability state, and the percentagévabnkecomputers they represent.

© 200 by BigFix, Inc.
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Issues Remediated

Thelssues Remediatedraphcounts the number of computers that have retufineztl in response to an
action. The time segment for an action is pegged to its start time, not its completi@whictemay occur in

a subsequent time segment). This graph gives you a good picture of remedlididaacross your enterprise
as BigFix finds and fixes vulnerabilities

Issues Remediated [Export to CSV]

Auto-Fit Data v

4

~N

U|II||I I | ml| H

4/2/07 4/17/07 5/2/07 5/17/07 6/1/07 6/16/07 7/1/07 7/16/07

B unclassified Low Moderate Important ] Critical

This is a historicafjraph Select a time scale from the pop menuabove the chart. This graph displays
colored bars representing the severity of remediated issues, and lets you highlight data with your cursor.

Overall Statistics

The Overall statistickable displays important facts about your network:

Overall Statistics

Total Number Of Computers: 36 Relevant Fixlets Per Computer (average): 88.50

Total Number Of Fixlets: 11375 Total Number Of Fixlet Sites: 35

Total Number Of Tasks: 364 Total Number Of Analyses: 180

Total Number Of Actions: 1349 Mean Time To Remediate: 10 days, 20 hours, 38 minutes, 30 seconds

A Total Number of Computers: the current number of BigFix Clients.

A RelevantFixlets per Computer: the average number of relevant Fixlets per computer, or the total number
of relevant issues divided by the total number of computers.

A Total Number of Fixlets: the current number of Fixlets that exist on the BigFix system. Note that if Web
Reportsis looking across multiple databases in the network, the number of Fixlets will be the union of all
the Fixlets in all the databases.

© 200 by BigFix, Inc.
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Total Number of Fixlet Sites the total number of sites to which the BigFix system is currently
subscribed.

Total Number of Tasks the current total of relevant tasks on your BigFix network.
Total Number of Analyses the current total of Analyses that exist oa BigFix system.

Total Number of Actions: the current total of actions issued so far by the BigFix system.

o To o o

Mean Time to Remediate the average time it took for every relevastis to become nemlevant on all
computersNote that issues may become fietevant by methods other than actions. For example, users
can manually update their computers, making those relevant issues no longer relevant.

Top 10 Critical/lmportant Issues Detected

TheTop 10 Critical/Important Issues Detectedreport displays Fixlet messages that are currently affecting
the largest number of computers on the network.

Top 10 Critical / Important Issues Detected
Name Sourc_e Affected Patch )
b Severity Computers Completion

1. Version of Dbmslpen.dll May Cause Handle Leak on BES Client/Server Components Important 10 0.00%

2. Updated BES Client Now Available! (Version 7.0.1.356) - WinNT/2000/2003/XP Important B 52.94%

3 I‘|;1SST2EEIID?2J Vulnerability in Microsoft MFC Could Allow Remote Code Execution - Windows XP/2003 (x64) (vZ, re-released Important & 0.00%

1S06-078: Vi ity in Wi e - ion - Windows Medi s -

4. !‘\(LS-EEIeaTsE;d ;Jlngrzagéh;-‘, in Windows Media Format Could Allow Remote Code Execution - Windows Media Player 6.4 Critical 5 0.00%

5. MS07-031: Vulnerability in the Windows Schannel Security Package Could Allow Remote Code Execution - Windows XP SP2  Critical 5 0.00%

6. MS07-035: Vulnerability in Win 32 API Could Allow Remote Code Execution - Windows XP SP2 Critical 5 0.00%

7. MS07-034: Cumulative Security Update for Outlook Express and Windows Mail - Windows XP SF2 Important 5 0.00%

8. MS06-068: Vulnerability in Microsoft Agent Could Allow Remote Code Execution - Windows XP 5P2 Critical 4 0.00%

9. MS07-008: Vulnerability in HTML Help ActiveX Control Could Allow Remote Code Execution - Windows XP SP2 Critical 4 0.00%

10. MS07-008: Vulnerability in Microsoft Data Access Components Could Allow Remote Code Execution - Windows XP SP2 Critical 4 0.00%

Show Progress of Top 10 Critical / Important Issues

There are four columns in this list:
A TheNamecolumnlists the name of the Fixlet message.

TheSource Severitycolumnlists the severity of each common Fixlet.

A

A TheAffected Computerscolumndisplays the numberf gomputers that currently have the Fixlet
relevant. The Fixlet lisis sorted by the Affected Computers count.

A

ThePatch Completioncolumnis the percentage of fixed computers out of the total nutbasmputers
that have ever been affected by the listed Fixlet.

© 200 by BigFix, Inc.
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Beneath the list of the top 10 most common issuesSiiogy Progress of Top 10 Critical/Important Issues
link brings up a progress report.

Progress of Top 10 Critical / Important Issues
Last refreshed: Fri, Jul 20, 2007 at 2:28 PM

0.00%

MS07-035: Vulnerability in Win 32 API Could Allow Remaote Code Execution - Windows XP SP2
5 Computers Total. 0.00%

First detected: Tue, Jun 12, 2007 at&:53 PM
Mean time to remediate: Unknown

0.00%

Updated BES Client Mow Available! (Wersion 7.0.1.356) - WinNT/2000/2003/XP
17 Computers Total. 52.84%

First detected: Thu, May 10, 2007 at 10:35 PM
Mean time to remediate: 2 days, 8 hours, 3 minutes, 33 seconds

52.94%

For each issue, the following information isplayed:

Thename of the Fixlet message.

Thenumber of computers affected by this issue.

Thepercentageof computers where BigFix has deployed the action
Thetime anddate when BigFix first detected the issue.

Themean timeBigFix has takero remediate this issue across your network.

To To To To Tx I»

A progress barbeneath each issue indicating the percentage of computers that have been remediated out
of the total number affected.

© 200 by BigFix, Inc.
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Managing Reports

Click the Reports link to bring up the Repbtanagement page. It has three main sectiGositent Reports
Public Reports, andMy Reports.

You can sort tables and lists contained inRlie@orts page by clicking on their colunmmeadings Clicking on
the same alumn again will switch the order of the sort.

You can designate Favorite reports that get listed ifréverites box in the left navigation panel. Click the
[add] or [remove] link in the Favorite columnto switch the label between Yes (Fat®) and No.

You can include links to External reports on this page. ClicktteeExternal Link button, fill out the
Report NameandDescription, and add the full URL of the external report. The URL must start with/nbip
https//.

You can also import local reports. Click thmport button and specify a report file. Importing a report brings
in the actual report rather than a link to a file.

Report Management .-
Content Reports
(7 reports found. Displaying reports 1-7)
Name & Sitename Category Source Favorite
| Before-After Patch Report BES 7.0 Beta Enterprise Security Report Vulnerability Hotspot Report - Source No[add] copy
1 Microsoft Patch Action Status Report BES 7.0 Beta Enterprise Security Report MSpatchActionStatus - Source No[add] copy
Microsoft Patch Report BES 7.0 Beta Enterprise Security Report mspatches - Source Nol[add] copy
MSPatches BESTest Custom Report mspatches - Source Nofadd] copy
) PowerTracker BESTest Custom Report mspatches - Source No[add] copy
] test BESTest Enterprise Security Report MSpatchActionStatus - Source No[add] copy
Vulnerability Hotspot Report BES 7.0 Beta CEnterprise Security Report Vulnerability Hotspot Report - Source Nol[add] copy
Public Reports
(14 reports found. Displaying reports 1-14)
Name « Category Creator Favorite
I 121 Action List Action Summary Admin Yes[remove] rename
™ 121 All Computers Unknown paul No[add] rename
™ 21 All Fixlets Unknown paul No[add] rename
|5 Analysis List All Analyses Admin Noladd] rename
™ 121 Computer Properties List Computer Properties Admin No[add] rename
[ Open Vulnerabilities List Relevant Fixlets Admin Nol[add] rename
™ 17 Operating System Distribution Single Retrieved Property Status Admin Yes[remove] rename
| Operator List All Operators Admin No[add] rename
™ 121 OS Vulnerability Summary Computer Properties Admin No[add] rename
I 121 Progress of 10 Fixlets From Recent Actions Fixlet Progress Admin Nofadd] rename
I 12} Progress of 10 Fixlets Recently Relevant Fixlet Progress Admin Yes[remove] rename
™ 21 Vulnerabilities by Console Operators Computer Properties Admin Noladd] rename
Jusd Vulnerabilities by 0OS Computer Properties Admin No[add] rename
| Vulnerability Trends Over Time Relevant Issue History Admin No[add] rename
My Reports
(3 reports found. Displaying reports 1-3)
Name « Category Favorite
E Operating System Distribution Single Retrieved Property Status No[add] rename
| Operating System Distribution Single Retrieved Property Status Nol[add] rename
I 121 RelevanceTest Test Nofadd] edit
Delete Reports
Import Report | Add External Link

© 200 by BigFix, Inc.
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Content Reports

Content Reports are created by BigFix Sites and auicafig distributed to Web Reports. There are five
columns describing reports in this list:

TheName of the stored report.

The Sitenamefor the report.

TheCategory of the stored report, such as Enterprise SecguwitCustom
TheSourceof the stored report, such as Vulnerability Hotspot or Action Status.

The Favorite columnlets you add or remove a report from your Favorites list.

Do Io Do Io o Do

TheCopy column allows you to copy the report, in case you wantd&e minor changes. Copying brings
the copied report intMy Reports or Public Reports, depending on the visibility you select.

Public Reports

Public Reports are created by any Web Reports user and saved as Public. Web Reports only saves the
templates; it generates the underlying data at report time.

At installation, several reports are included in this section. The included reports are:
Action List

Analysis List

Computer Properties List

Open Vulnerabilities List

Operating System Distributio

Operator List

OS Vulnerability Summary

Progress of 10 Fixlets From Recent Actions
Progress of 10 Fixlets Recently Relevant
Vulnerabilities by Console Operators
Vulnerabilities by OS

To To To To To To To o I I» o Ix

Vulnerability Trends Over Time
There are six columns describing repantshis list:

The first column consists of check boxes. If you want to delete a report, click the appropriate check box,
then clickDelete Reports

TheName of the stored report.
TheCategory of the stored report, such as Action Summdéiylet Progressor Computer Properties

TheCreator columnlists the name of the BigFix Operateho created this report.

o I» To I

The Favorite columnlets you add or remava Report from your Favorites list.

© 200 by BigFix, Inc.
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A The last columnsallow you torenamea st ored report, if you are the r
administrator. Clickingenamebrings up a new page allowing you to change the name, description and
caegoryof the report. If you have custom reports in this section, yoedathem if you are the creator
or a Web Reports administrator. Clickieditb r i n g s u p Créate page, 3 that you €as edit its
contents.

My Reports

TheMy Reports section of this page includes all reports you have created and saved, including test and
sample reports. This section includes:

The first column consists of check boxes. If you want to delete a report, click the appropriate check box,
thenclick Delete Reports

TheName of the stored report.
TheCategory of the stored report, such as Single Retrieved Property Status or Test

The Favorite columnlets you add or remove a Report from your Favorites list.

o Io To I

The fifth columnsallow you torenameor edit a stored report. Clickingename brings up a new page
allowing you to change the name, description and catexfahe report. Clickingedit brings up the
r e p cCreatédpage,so that you can edit its contents.

© 200 by BigFix, Inc.
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Creating Reports

You can create and customiaport templates and use them to generate reports at any time. Clilette
tabto display theCreate Reportpage.
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