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Preface

Preface

Audience

This guide is meant for Administratoasd IT managers who want to instatld administer thBigFix Enterprise
Suite(BES). It details the system requiremefs each of thd8ES components and provides licensiugd
installation instructionghat will enable youo deployBigFix in your environmentlt also includes informatioon
configuring and maintaininBES. Please refer to thBES ConsoleOperato® &uidefor operating instructions
andfurther information related to optimizirthe performance of the various suite compuagsgincludingBeS
Serves, Relays and Clients

Conventions Used in this manual

This document makes use of the following conventions and nomenclature:

Convention Use

Bold Sans A bold sansserif font is used fochaptetheaders.

bold text Bold texttypically refesto a program interface

Mono- space A mono-spaced font is used to indicate scripts or code shippets
bold italics A bold-italic font is used to indicate the titlesBigFix Guides.

Versions

The documenincludesthe functionality introduced ithe BigFix EnterpriseSuiteVersion7.2.

© 2008by BigFix, Inc.
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Introduction

TheBigFix Enterprise Suite (BES) aims tosolve the increasingly complex problem of keeping your critical
systems updated, compatible, and free of seclasls It uses patented Fixfétechnology to identify vulnerable
computers in youenterprise and allows you to remedititem across your entire network with a few simple
mouseclicks.

Fixlet messagearehighly flexible. Utilizing Fixlet technology, you can:

1 Analyze the ulnerability status (patched or insecure configurations).
Easilyandautomaticallyremediateall your networkedendpoins.
Establish and enforce configuratipaolicies across your entire network.
Distribute and updateoftware packages.

Manage your entire network system from a central Console

View, modify and audipropertiesand configurations of your networked client computers.

=4 =2 =2 A4 4 2

Maintain a robust redundanty minimize data los®ven in severe conditions

9 Depend on encrypted communication to protect sensitive information

Fixlet technology allows you to analyze the status of configurations, vulnerapémiésnventoriesacross your
entire enterprise and then enforce policies automaticahgar reatime. With Fixlet subscriptionghe work of
detecting and solving issues is done for you, allowing you to quickly autHiezewithout wasting time othe
implementatiordetails. In addition, administrators can create or custoth&eown Fixletsolutiors and Tasks to
suit their specific network needs.

BESis easy to instatnd tas builtin public/privatekey encryptiontechnology to ensure the authentiafyfFixlet
message and actionBESis designed to grant maximum power to you as the administratbrawninimal
impact on network traffic and computer resour&sSis capable of handling hundreds of thousands of
computers in networks spanning the globe.

OnceBESis installed you wil find it easy to keep your networked computprsperly configured, updated, and
patched, all from a centrBIES Console Rolling out a package such as a software application or atpaddarge
enterprise can be accomplished in minutes instead efsyallowing you to stay ahead of potential viang
hackerattacks. Computers that are not afflicted by a given issue are never bdthekébr those that do need
updates, the usevdll not even know they are being upddt(unless youpecifically want them to know).

You will be able to track the progress of each computer as updates or configpoditaes are applied, making it
simple to gauge the level of compliaraeross youentire enterprise. In addition to downloads and security
patches, you can also look directly at all your managed computers by specific attributes, allowing you to group
them for action deployments, ongoing policies or asset management. You can loglteeaésep an auditail

and charyour overall activity with a convenient wddased reporting program.

You can also usBigFix to gather a wealth of information about your computers such as instpjézhtions,
hardwaredevices, networking information, and more. If there is information specific to your deplogmaepbu
want to retrieve, you can instrusigFix to collect that information as well.

© 2008by BigFix, Inc.
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BecauseBigFix lets you author your own content, you will find it to be an invaluable tool for maintaining your
network, from a small installation to a large, globally dispersed enterprise.

Overview of the BES System

TheBESsystem has the following main components:

i BESCIients, also calledAgents,areinstalledon every computer you wish to manage urlgFix. They
access a collection of Fixlet messafjeat detects security hol@mproperconfigurationsand otler
vulnerabilities The BES Clientis then capable of implementing corrective actions received froBEBe
Consolehrough theBES ServerTheBES Clientis desiged to run undetected by end usgsgga
minimum of system resourcaédowever BigFix also allows the administrator to provide screen prompts for
those actions that require user in@tarting with version 7.1, BES Clients are capable of encrypting their
upstream communications, protecting sensitive informaBB& Client software can run under Windows,
Linux, Solaris, HPUX, AIX and Macintosh operating systems.

i BES Serves offer a collection of interacting services, indingapplication servicesweb server and a
database serveigrming the heart of thBigFix system. It coordinates the flow of information to and from
individual computers and stores the results irBig&ix databaseThe BES Serercomponents operate
quietly in the backgroundyithout any direct intervention from the administratBES Servesalso includea
built-in Web Reporting module to allow authorized users to connect via a web browser to view all the
information about comgaers, vulnerabilitiesactions, and mor&igFix suppors multiple servers, adding
robustredundancyo the system.

i BES Relaysincrease the efficiency of the system. Instead of forcing each resvoomputer to directly
access th8ES Serverrelays spread the load. Hundreds to thousanB&SfCliens can point to a single
BES Relayfor downloads, which in turn makes only a singdguest of the serveBES Relag can
connect to other relays as well, further increasing efficiendyES Relaydoes not need to be a
dedicated computérthe software can be installed any Windows 2000, Windows XP, or Windows
Sener 2003 computer with tH8ES Clientinstalled. As soon as you instalB&ES RelaytheBES Cliens
on your network have the ability to automatically discover and connect to them.

i The BES Consoldies all these componerttsgether to provide a systewide view of all the computers
on your network, along with their vulnerabilitiaad suggested remedi@heBES Consolallows an
authorized user to quickly and simphsttibute fixes to each computer that needs them without impacting
any other networked computefheBES Consolean be run on anyindows 2000, Windows XP, or
Windows Server 2008omputer that has network accestheBES ServeiBES Mnsole for large
deployments are often hosted from Terminal Seore@itrix Servers.

© 2008by BigFix, Inc.
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Using this Guide

The process of gettingigFix up and running varies, depending on your network environment and your security
policies. This guide foces on a standamigFix deploymentwhich applies to workgroups and to enterprises
within a single administrative domaiRor the sake of readability and generalitys tjuideassumeshese

restrictions

i1 TheBESServesareable to make connections the Internebn port 80 TheBES Servecan be set up to
use a proxywhich is a common configuratioAlternatively, anair-gapcan be used to physically
separate thBES Servefrom the Internet Fixlet Server (for more information, visit

h

1 EachBES Servemust haveaccess to a SQéerver located locallyonthe BES Servemachineor
remotely on a separate SQL Server.

i EachBES Consol@perator can makan ODBC connection to the database and-T P connection to
theBES Server

i EachBES Clientcomputer in the network must be able to make an HidFPection taBES Serveor
aBES Relayon thespecifiedport (the default port is 5231t any available port wikerve.

Some enterprisasill violate one or more of these conditions, BigjFix can still be deployed ihese
environment$ the section titleddeployment Scenariogpage80) shows you how. If your network configuration
does nommatch any of the scenarios in that chapter, talk to a BigFix support techmicianrie options.

The initial deploymenbdf a minimalBigFix system BES ServerBES Consoleand a fenBES Cliens) should
take roughly an hour to congik.

If you are installing th@igFix evaluation version, be sure to read BteS Evaluation Guide Whenyou are
ready to instalthe full systemyou will want to pay extra attention to the sections in this documeBESClient
andBES Relaydeploymentto ensure an efficient rollout

Several steps in th@igFix installation depend on the completion of prior steps. Fordaison, it is
recommended that you follow this guide in the order presented.

© 2008by BigFix, Inc.
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BES Operating Requirements

BigFix has been designed to run efficiently using minimal server, network and client resources. The reqéimements
theBES Client programs are not stringent. The hardwaired by th8ES Serveand theBES Consolevill depend

on the number of computers that are adminidtara the total number 8ES Consols. The distributed architecture of
BigFix allows a singlBES Serveto support hundreds of thousands of computers.

BES Server Requirements

TheBES Serves must be Windows 2000 or Windows Server 2003 compute4sBit versions of Windows 2000
and Windows 2003 are supported B#S6.0 and above.

A 2-3 GHz CPUwith 1 GB RAM s sufficient for a couple of hundr&ES Cliens, but the requirementgxale with
the number of computers. To support 200,000 computers, you would likely need 8 cores and 16 GB RAM.

A minimum of 5 GB free diskpace is needed by the database, data filesharfite caches to ruBigFix. However,
an additional 2660 GB of disk spacean be useful fadlatabase backups afusithergrowth.To support more than a
couple hundre®8ES Cliens, you will need RAID Arrays. For 200,0@@mputers, you will need about 3 Arrays
(RAID 10). For optimal performancéne disk cache should be set to 50/50 /iegit.

Theexacthardwareequirement$or theBES Serveswill vary depending onéw manyBES Cliens are attached.
The latest references can be founchéh://support.bigfix.com/cgConsult withyour support techniein for more
information about th8ES Serverequirements.

The following network configuratiois recommended for security and performance reasons:

1 Allinternal network communication will be on one specified ps2311 is the default) to allow for
simplicity and flexibility of deployment TCRIP and UDP on this port must be completely unblocked at
all internal routeraind internal firewalls (you can optionallisdble UDP but that may negatively affect
performance).

i TheBES Serveshould connect to the network}10 mbps or higher.

9 The BES Consokemust be able to make connection to the S®tver 2000 or 2005atkabase using
ODBC. SQL Server 2005 (3Bit and 64Bit) is supported for BES 6.0 and abo&S Consoles should
have high speed connections to the BES Server (100 mbps or higher)

9 The Windows Firewall must be turned off on BES Servemachire.

91 TheBES Clientmust be installed on tH2ES Servemachine.

These networking recommendations are typically easy to satisfy for most organizations maintaining a moderate
security posture. If these requiremecdsinotoe met in your gganization seeConfiguring the BES Components
(paged9). For information on larger installations, d@eployment Scenariogpage80).

© 2008by BigFix, Inc.
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TheBES Serveregurementsand performance may also be affected by other factors in addition to the number of
BES Cliens. These include:

1 The number of BES ConsoleOperators. Multiple BES Consol@perators can connect to tBES
Serve(s) at the same time to manage subsets of the networked comnipatene deployments may have
hundreds of operators. If you plan on having more than 30 opergta may want to have a more
powerful BES Serveto support the additional load.

i BES Relay. BES Relag should be used to lighten the load onBES Serve(s) by accepting
connectiongrom BES Clents and then forwarding the datad®BES Serverln most deployments, very
few BES Cliens report directly to the maBES Server

1 The number and type of Retrieved Propertiesand Analyses Custom Retrieved Properties and
Analyses can provide extremely useful data. But if custom propartgsoorly implemented or
overused, they can also create undue load on the system by requiring too much bandwidtlaoy too m
BES Clientresources. For instance, it would be unwise to create a custom retrieved property that returned
the names of every file on every computer, due to the load on the client computers and the network.

For moreinformationabout these performance issues, please iew/support.bigfix.com/ccor contact your
BigFix support technician.

BES Console Requirements

To installtheBES Consoleyou must have a computer that meets the following minimaguirements

11 Hardware: Intel Pentium IIT class processavith 512 MB RAM. Larger deployments will require more
capable computers.

I Software: Windows 2000, XP, 2003 or Vista with Interretplorer version 5.0 or better.
TheBES Console&an be installedn alaptopor any moderately powerful computer. However, as the number of

computers that you are managing with B&€S Consolgrows, you may need a more powerful compukbe
latestBES Consoleecommendationsan be found atittp://support.bigfix.com/cgi

TheBES Consolalso requires a high bandwidth connection (L&éeds work best) to tlBES Servedue to
the amount of data that needs to be transferred BHESeConsolelf you need to remotely connect to tBES
Serveracross a slow bandwidth connection, it is recommended that you use a remote conécti@omno a
computer (such as a Citrix server or Terminal Services computer) with-géglal connection to tilBES
Server

Contact your support technician for more information alg#6 Consolescaling requirements

NOTE: The BES Console is the primary interface to BigFix and manages a great deal of information about the
BES Clients. If the BES Console computers are underpowered or on a slow connection, it can adversely
impact performance.
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BES Client Requirements
TheBES Clientcan run on computers that meet the following minimum requirements

1 Hardware: x86-based computers, Mac 8PARC with 32 MB RAM and 20 MBfreehard diskspace.
Extra temporary disk space may be required for some patches.

1 Software: Windows 95, 98, NB+, Me, 2000, Server 2003, X®ista, LonghornRed Hat Linux8.0, &
9.0, Red Hat Linux Enterpris0& 4.0, Red Hat Fedora Core 3.0, 4.0 & 53nlaris7, 8 9 & 10, HPUX
11.00 & 11.11, AIX5.1,5.2& 5.3,SUSE 89& 10, Mac OSX 103 & 10.4.

New versions of th8ES Clientare always in development so please check with your support technician for more
details. For Windows platforms, lzor greater must be itadled

You can find the late®ES Cliens at http://support.bigfix.com/cgi

Database Requirements

BigFix requires SQLServer 2000/2005 or Microsoft Data Eng(iMSDE) 2000/2005, which will store all of the
data retrieved from thBES Cliens.

MSDE 2000 is the free version of SQerver 2000 and althougs sufficient for somaBigFix installations

(especially evaluation installations)jstnotrecommended for production deployments. MSDE 2000 is included

with theBES Srverand you will be prompted to instatlif a supported database is not already installed.

However, MSDE comes with some restrictions set by Microsoft, including a limit on the number of simultaneous
database carectionsyou can establish before performance degrades. Since some of these connections are used by
BES Servecomponents, it is recommended that you install the commercial version SQL Server if you expect to
have more than one operattdra time using BES ConsoleAlso, SQL Server comes with Cliefibols that allow

easy administrationf database activities such as backups and other maintenance activities.

Security Requirements

TheBigFix system authenticates all Fixlet messagas actions using secuypeblic-key infrastructure (PKI)
signdures. PKI uses public/private kpgirs to ensure authenticity

Before you can instaBigFix, you mususe the BES Installéo generate your owprivate key and then apply to

BigFix for a signed certi€ate containing youpublic key. Your private keywhich only exists on your computer

and is unknown to anyone else, including BigFix) is encrypted by a password of your choosing, so if someone steals
it, they still need ti&now your password in order to use it. Nevertheless, you shoatd @ well. Anyone who has

the private key and password for your site, access to the server and a database login will be able to apply any
action to yourBES Clientcomputers.

Treat your private kejust like the physicalkey o y our ¢ o mp a nnodesve ft lying arouncdoo a r . Dc
shared diskinstead, store it on a removable disk or a seclaeationi anddo notlose it In the physical world,

if you lose your master key you have to change all the liocttee building. Similarly, if you lose your digital

key,you will need to do a migration to a new authorization keyfoesh installof the entire system (including all

theBES Cliens). It is not unreasonable to store a backup copy of your site level key files in a secured safe deposit
box.
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As theBigFix Site Administator, you will authorizetrusted people within your enterprise to deplaypublish,

remedial Fixlet actions across the network. THS8 Consol@perators will have publishing rights, and they must

sign all the actions they publish with their own private. ke theBigFix Site Administratorthey have a password

to encryptheir private keyBoth the password and the key should be carefully guarded for each authorized operator.

Whenever operators issue an action, it must be signed by their private publisiidrdeewhen th&ES Client
receives the action, it validates the signatigiag the public keynformation.If the signature validation fails on
theBES Clienft he oper at or 6 s Thiaprdvents mauthorized peisameldrontdusing tBES
Consolgo propagatections.

Fixlet messageare alsaigitally signed. The Fixlet siteuthor signs each messagéna keythat can be traced back

to the BigFix root for authenticatiofhis signaturenu st mat ch t he Fi x |ptatedisthieBES6 s ma s
Clientinstallfolder upon subscribing to thées This procedure preverggoofirg and marn-themiddle attacks, and

guarantees that the Fixlet messages you receive are from the original certified author.

There are a few other settyrrelated issues to address before instaBigd-ix in your organization:

i Make sure th®ES Servecomputer is running Windows 2000 or Windows Server 2003 with the latest
Service Pack available from Microsoft.

i Make sure that SQBerver/MSDEHs securd with the latest securitgelated patches from Microsoft.

91 Verify that your network firewalforbids inbound and outbound traffic on the specified port (default
52311 so thaBigFix-related traffic will not be able to flow into or out of your network.
It is possible tadminister roaming laptogs/ opening this port on your firewall. However, a better
technique is to use SSH tunnelgaate the relay through a nalefault port ad avoid opening tis port
altogether

1 Make sure that TORP and UDP on the specified port (defab®311)is completely unblocked at all
internal routerand internal firewalls.

91 Verify with your network administratdhat you can allow thBES Serveto access the Interneia port
80. TheBigFix Gather service is the only component of BieS Servethat accesses the Internet and by
default it runs as the Windows SYSTEM accounthd SYSTEM account cannot reach the Internet
because of proxy or firewalkstrictions, then you will need to set BigFix Gather service to logoes a
user with Internet and administrative access oBtB8 Servecomputer Detailed instructions on how to
do this are in the knowledge base availabletiat//support.bigfix.com/

It is also possible to maintain a physical disconnect from the Internet with-gapgied implementatin
For more information, seetp://support.bigfix.com/bes/install

9 You should securthe BES Servecomputers anthe database (SQ&erver or MSDEusing company or
industrywide standards. Contact your network administrator or database administrator for more
information.

NOTE: Certain rare lockdown procedures may cause the BES Servers to function improperly. Contact your
support technician if you have any specific questions about lockdown procedures.
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A Basic Installation

A simplified BigFix deploymentesembles the diagrab®ow. Thereis at least onBES Servethat gathes
Fixlet messagefrom the Internetvhere they can be viewed by tBES Consol@perator and distributed to the
BES Relag. EactBES Clientinspectdts local computeenvironmentand reports any relevahixlet messages
back to theBES Relay which compesses the data and passes it back up to the @grver

Basic BES
Architecture

Internet

BigFix Fixlet Server

Firewall

HTTP
Port 80

ODBC
B ES Port 1433 i
B ——
Server T
bon 5aa11 % BES
Console(s)

Port 52311

BES Relays

HTTP Port
52311

UDP
Port 52311

BES Clients BES Clients
&

TheBES Consolsoverseealll this activity. They connecto theBES Serve(s) and periodically updateneir
displaysto reflect chages or new knowledge about your network. BEsS Consol@perator can then target
actions to the appropriate computersixovulnerabilities apply configuratiomolicies, deploysoftware, etc. The
progress of the actions can be followed in neartigad as they spread to all the releveomputers and, one by
one,address these critical issues
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This diagramabels all the default ports used BigFix, so you carsee which ports need to be open and where.
These ports were selected to avoid conflict, but if you are currently using any of these ports, they can be
customized upon installation.

NOTE: The arrows in the diagram are intended to illustrate the flow of information throughout the enterprise. The
arrows from the Fixlet Server to the BES Server(s) represent the flow of Fixlet messages into your
network. This data transfer is strictly one-way; information never leaves your network. BES Clients gather
Fixlet messages and action information from BES Relays. They then send small amounts of information
back to the BES Server(s) through the BES Relays. The UDP packets from the BES Relay to the BES
Clients are small packets sent to each BES Client to inform them that there is new information to be
gathered. The UDP messages are not strictly necessary for BigFix to work properly. Please view
http://support.bigfix.com/cai or ask your support technician for more details.

Big Fix Message Level Encryption (MLE) Overview

BEShasadd=dMessagé evel Encryption (MLE) to its 7.1 platform releasé&/ith MLE, your BES Clientgan
encryptupstream datasing a combination of an RSA public/private Kmgjir and an AES session key.

The RSAkey-pair can be of 1024, 2048, or 4088 key length, with longer keys offering additional security but
requiring more processing powr decrypton at the serveiThe AES sessiokey useshe maximum FIPS
recommended length of 256 bi¥ou can configre your BES relays to reduce the load on the BES Server by
decrypting and repackaging the Client data before relaying it.

The RSA public key encryptthe session key and addwithe AESencrypted reportAt the BigFix Server (or a
decryptingBigFix Rely) the corresponding RSA private key is usedecrypt the AES session key whish
then used to decrypt tlBES Client report.

There ardhree levels of report encryption:

1 Required: Clients require ecryption of reports and uploadghe client will notreport or upload file§f it
cannot find arencryption certificate of its parent relay does not suppogteipt of encrypted
documents.

1 Optional: Clients prefer, but do not requiraayption of reports and uploads. If encryption cannot be
performed, rports and uploadaredone in cleatext.

1 None:Clients do not encrypeven if an encryption certificate is present.
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A Typical Installation

Although the basic installation discussed above shows many of the specific ports neetiddisb dseBigFix
network, itdoes notllustrate two important aspects of maBigFix deployments: a DMZ and direct connections
In the DMZ example, an office connected by a V& share the content fronB&S Relayor Server. In the
direct connection, home PCs and laptops can connect directly to the Ifdercaitent from BigFix Fixlet
serverghrough their own private firewall§or the sake of akity, these extra connections may not be shown in
all diagrams, but they are generally present in most deploynhtgrisis a typicalinstallation

Typical BES
Architecture

BigFix Fixlet Server

DMZ HQ Data ~
BES Clients Gl
@ N
g@ x« e
o Server
S &0
BES
Console(s)
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BES
Relay
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BES Relay || 52311

Home
computers Internet
and laptops
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A Multiple Server Installation

BESVersion 7.0 introduakthe important ability to add multiple, fully redund@8&S Serves, calledDistributed
Server Architectur¢DSA). Each Server matains a replica of thBigFix databas@nd can be positioned
anywhere in the world. In the case of a network fracture, these Seovirsue to provide uninterrupted service
to the local networkAs soon ashe connedbn is reestablished, the Servers automaticedlgonnect and sync up.
TheBES Relag and Clientgversion 7.0 and lateBre also capable of gracefully recovering from such a
disconnect. DSAvrovidesthe following capabilities:

T
T
T
T

Continued ervice availability on both sides of a network sfdititomatic failovey.
Continued availability in the event of a server outage.
Distribution of Consolelatabase load during normal operation.

Automaticfailbackupon reconnection.

To take advantage of this functionality, you will need one or more addisenatrs with a capability at least
equal to your primary server.

All BigFix servers in your deploymentust run the same version of S@erver. If your existinES Servers
running SQL 2000, your new servers must run SQL 2000 as wedlutversion of SQLwas put there as the
BigFix Installerdefault it is thedesktop edition (MSDEof SQL 2000.

Understanding Replication

Additional servers help to distribute the work load and create a redwsydd@m that is hardened to outages.
Knowing how it accomplishes thican help you to create the most efficient deployrizgntour particular
network. Here are some of the important elements of +seailftier installatios

1
1

Serversommunicate on a regular schedule to replitaé@ data Youreview the current status and
adjust the replicatiomterval througt BES Administration > Replication.

When each server goes to repliciten the other servers in the deploymeéntalculates the shortest path

to every other server in the deployment. Primary links are assigned a length of 1, secondary links 100, and
tertiary links 1Q000. Links which resulted in a connection failtielast time they were used are

considered to be netonnected.

When an outage or other problem causes a network split, it is possible to for a custom Fixlet or a retrieved
propertyto be modified independently on both sides of the splitelthe network is reconnedie
precedence will go tthe version on the server with the lowB&S ServeiD.

If multiple copies ofWeb Reportsare installedthey will operate independently. Each Web Report
Server can connect todBES Servethat is most convenierdincetheyall contain an equivaleniew of
the database.

By default, server O (zero) is the master selB&S Administration will only allow you to perform
certain administrative tasks (such asating and deleting users) when connected to the master server.

If you want to switch the master to another seryeu, can do so with a settingor more information, see
Managing Replicationon pages9.
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Distributed Server Architecture (DSA)

The following is a diagram of a typicBISA setup with two servers. Ea8ES Servers behind a firewall
possiblyin a separate office, althouglis easy to set up multiple servers in a single office as Wedl.important
thatthe BES Serves have highspeed connections to replicate BigFix data (generally LAN speeds of-10
100MBPS are requiredThe BES Serves will communicate over ODB@nd HTTPprotocols This DSA
configurationprovides automatic failoveand failbackservices, minimizing lossf data.
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Automating Failover and Failback

If a BES Servegoes downwhether due to disaster or planned maintenahed SA deploymenteconfigure
itself (hot failover)asthe orphane®ES Relagfind a new server connectiowhen thedisabledserver comes
back online, its data will automaticalhe merged with the data dhe healthy server.
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