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Preface

Preface

Audience

This guide is meant for Administratoasd IT managers who want to instatld administer thBigFix Enterprise
Suite(BES). It details the system requiremefs each of thd8ES components and provides licensiugd
installation instructionghat will enable youo deployBigFix in your environmentlt also includes informatioon
configuring and maintaininBES. Please refer to thBES ConsoleOperato® &uidefor operating instructions
andfurther information related to optimizirthe performance of the various suite compuagsgincludingBeS
Serves, Relays and Clients

Conventions Used in this manual

This document makes use of the following conventions and nomenclature:

Convention Use

Bold Sans A bold sansserif font is used fochaptetheaders.

bold text Bold texttypically refesto a program interface

Mono- space A mono-spaced font is used to indicate scripts or code shippets
bold italics A bold-italic font is used to indicate the titlesBigFix Guides.

Versions

The documenincludesthe functionality introduced ithe BigFix EnterpriseSuiteVersion7.2.

© 2008by BigFix, Inc.
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Introduction

TheBigFix Enterprise Suite (BES) aims tosolve the increasingly complex problem of keeping your critical
systems updated, compatible, and free of seclasls It uses patented Fixfétechnology to identify vulnerable
computers in youenterprise and allows you to remedititem across your entire network with a few simple
mouseclicks.

Fixlet messagearehighly flexible. Utilizing Fixlet technology, you can:

1 Analyze the ulnerability status (patched or insecure configurations).
Easilyandautomaticallyremediateall your networkedendpoins.
Establish and enforce configuratipaolicies across your entire network.
Distribute and updateoftware packages.

Manage your entire network system from a central Console

View, modify and audipropertiesand configurations of your networked client computers.

=4 =2 =2 A4 4 2

Maintain a robust redundanty minimize data los®ven in severe conditions

9 Depend on encrypted communication to protect sensitive information

Fixlet technology allows you to analyze the status of configurations, vulnerapémiésnventoriesacross your
entire enterprise and then enforce policies automaticahgar reatime. With Fixlet subscriptionghe work of
detecting and solving issues is done for you, allowing you to quickly autHiezewithout wasting time othe
implementatiordetails. In addition, administrators can create or custoth&eown Fixletsolutiors and Tasks to
suit their specific network needs.

BESis easy to instatnd tas builtin public/privatekey encryptiontechnology to ensure the authentiafyfFixlet
message and actionBESis designed to grant maximum power to you as the administratbrawninimal
impact on network traffic and computer resour&sSis capable of handling hundreds of thousands of
computers in networks spanning the globe.

OnceBESis installed you wil find it easy to keep your networked computprsperly configured, updated, and
patched, all from a centrBIES Console Rolling out a package such as a software application or atpaddarge
enterprise can be accomplished in minutes instead efsyallowing you to stay ahead of potential viang
hackerattacks. Computers that are not afflicted by a given issue are never bdthekébr those that do need
updates, the usevdll not even know they are being upddt(unless youpecifically want them to know).

You will be able to track the progress of each computer as updates or configpoditaes are applied, making it
simple to gauge the level of compliaraeross youentire enterprise. In addition to downloads and security
patches, you can also look directly at all your managed computers by specific attributes, allowing you to group
them for action deployments, ongoing policies or asset management. You can loglteeaésep an auditail

and charyour overall activity with a convenient wddased reporting program.

You can also usBigFix to gather a wealth of information about your computers such as instpjézhtions,
hardwaredevices, networking information, and more. If there is information specific to your deplogmaepbu
want to retrieve, you can instrusigFix to collect that information as well.

© 2008by BigFix, Inc.
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BecauseBigFix lets you author your own content, you will find it to be an invaluable tool for maintaining your
network, from a small installation to a large, globally dispersed enterprise.

Overview of the BES System

TheBESsystem has the following main components:

i BESCIients, also calledAgents,areinstalledon every computer you wish to manage urlgFix. They
access a collection of Fixlet messafjeat detects security hol@mproperconfigurationsand otler
vulnerabilities The BES Clientis then capable of implementing corrective actions received froBEBe
Consolehrough theBES ServerTheBES Clientis desiged to run undetected by end usgsgga
minimum of system resourcaédowever BigFix also allows the administrator to provide screen prompts for
those actions that require user in@tarting with version 7.1, BES Clients are capable of encrypting their
upstream communications, protecting sensitive informaBB& Client software can run under Windows,
Linux, Solaris, HPUX, AIX and Macintosh operating systems.

i BES Serves offer a collection of interacting services, indingapplication servicesweb server and a
database serveigrming the heart of thBigFix system. It coordinates the flow of information to and from
individual computers and stores the results irBig&ix databaseThe BES Serercomponents operate
quietly in the backgroundyithout any direct intervention from the administratBES Servesalso includea
built-in Web Reporting module to allow authorized users to connect via a web browser to view all the
information about comgaers, vulnerabilitiesactions, and mor&igFix suppors multiple servers, adding
robustredundancyo the system.

i BES Relaysincrease the efficiency of the system. Instead of forcing each resvoomputer to directly
access th8ES Serverrelays spread the load. Hundreds to thousanB&SfCliens can point to a single
BES Relayfor downloads, which in turn makes only a singdguest of the serveBES Relag can
connect to other relays as well, further increasing efficiendyES Relaydoes not need to be a
dedicated computérthe software can be installed any Windows 2000, Windows XP, or Windows
Sener 2003 computer with tH8ES Clientinstalled. As soon as you instalB&ES RelaytheBES Cliens
on your network have the ability to automatically discover and connect to them.

i The BES Consoldies all these componerttsgether to provide a systewide view of all the computers
on your network, along with their vulnerabilitiaad suggested remedi@heBES Consolallows an
authorized user to quickly and simphsttibute fixes to each computer that needs them without impacting
any other networked computefheBES Consolean be run on anyindows 2000, Windows XP, or
Windows Server 2008omputer that has network accestheBES ServeiBES Mnsole for large
deployments are often hosted from Terminal Seore@itrix Servers.

© 2008by BigFix, Inc.
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Using this Guide

The process of gettingigFix up and running varies, depending on your network environment and your security
policies. This guide foces on a standamigFix deploymentwhich applies to workgroups and to enterprises
within a single administrative domaiRor the sake of readability and generalitys tjuideassumeshese

restrictions

i1 TheBESServesareable to make connections the Internebn port 80 TheBES Servecan be set up to
use a proxywhich is a common configuratioAlternatively, anair-gapcan be used to physically
separate thBES Servefrom the Internet Fixlet Server (for more information, visit

h

1 EachBES Servemust haveaccess to a SQéerver located locallyonthe BES Servemachineor
remotely on a separate SQL Server.

i EachBES Consol@perator can makan ODBC connection to the database and-T P connection to
theBES Server

i EachBES Clientcomputer in the network must be able to make an HidFPection taBES Serveor
aBES Relayon thespecifiedport (the default port is 5231t any available port wikerve.

Some enterprisasill violate one or more of these conditions, BigjFix can still be deployed ihese
environment$ the section titleddeployment Scenariogpage80) shows you how. If your network configuration
does nommatch any of the scenarios in that chapter, talk to a BigFix support techmicianrie options.

The initial deploymenbdf a minimalBigFix system BES ServerBES Consoleand a fenBES Cliens) should
take roughly an hour to congik.

If you are installing th@igFix evaluation version, be sure to read BteS Evaluation Guide Whenyou are
ready to instalthe full systemyou will want to pay extra attention to the sections in this documeBESClient
andBES Relaydeploymentto ensure an efficient rollout

Several steps in th@igFix installation depend on the completion of prior steps. Fordaison, it is
recommended that you follow this guide in the order presented.

© 2008by BigFix, Inc.
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BES Operating Requirements

BigFix has been designed to run efficiently using minimal server, network and client resources. The reqéimements
theBES Client programs are not stringent. The hardwaired by th8ES Serveand theBES Consolevill depend

on the number of computers that are adminidtara the total number 8ES Consols. The distributed architecture of
BigFix allows a singlBES Serveto support hundreds of thousands of computers.

BES Server Requirements

TheBES Serves must be Windows 2000 or Windows Server 2003 compute4sBit versions of Windows 2000
and Windows 2003 are supported B#S6.0 and above.

A 2-3 GHz CPUwith 1 GB RAM s sufficient for a couple of hundr&ES Cliens, but the requirementgxale with
the number of computers. To support 200,000 computers, you would likely need 8 cores and 16 GB RAM.

A minimum of 5 GB free diskpace is needed by the database, data filesharfite caches to ruBigFix. However,
an additional 2660 GB of disk spacean be useful fadlatabase backups afusithergrowth.To support more than a
couple hundre®8ES Cliens, you will need RAID Arrays. For 200,0@@mputers, you will need about 3 Arrays
(RAID 10). For optimal performancéne disk cache should be set to 50/50 /iegit.

Theexacthardwareequirement$or theBES Serveswill vary depending onéw manyBES Cliens are attached.
The latest references can be founchéh://support.bigfix.com/cgConsult withyour support techniein for more
information about th8ES Serverequirements.

The following network configuratiois recommended for security and performance reasons:

1 Allinternal network communication will be on one specified ps2311 is the default) to allow for
simplicity and flexibility of deployment TCRIP and UDP on this port must be completely unblocked at
all internal routeraind internal firewalls (you can optionallisdble UDP but that may negatively affect
performance).

i TheBES Serveshould connect to the network}10 mbps or higher.

9 The BES Consokemust be able to make connection to the S®tver 2000 or 2005atkabase using
ODBC. SQL Server 2005 (3Bit and 64Bit) is supported for BES 6.0 and abo&S Consoles should
have high speed connections to the BES Server (100 mbps or higher)

9 The Windows Firewall must be turned off on BES Servemachire.

91 TheBES Clientmust be installed on tH2ES Servemachine.

These networking recommendations are typically easy to satisfy for most organizations maintaining a moderate
security posture. If these requiremecdsinotoe met in your gganization seeConfiguring the BES Components
(paged9). For information on larger installations, d@eployment Scenariogpage80).

© 2008by BigFix, Inc.
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TheBES Serveregurementsand performance may also be affected by other factors in addition to the number of
BES Cliens. These include:

1 The number of BES ConsoleOperators. Multiple BES Consol@perators can connect to tBES
Serve(s) at the same time to manage subsets of the networked comnipatene deployments may have
hundreds of operators. If you plan on having more than 30 opergta may want to have a more
powerful BES Serveto support the additional load.

i BES Relay. BES Relag should be used to lighten the load onBES Serve(s) by accepting
connectiongrom BES Clents and then forwarding the datad®BES Serverln most deployments, very
few BES Cliens report directly to the maBES Server

1 The number and type of Retrieved Propertiesand Analyses Custom Retrieved Properties and
Analyses can provide extremely useful data. But if custom propartgsoorly implemented or
overused, they can also create undue load on the system by requiring too much bandwidtlaoy too m
BES Clientresources. For instance, it would be unwise to create a custom retrieved property that returned
the names of every file on every computer, due to the load on the client computers and the network.

For moreinformationabout these performance issues, please iew/support.bigfix.com/ccor contact your
BigFix support technician.

BES Console Requirements

To installtheBES Consoleyou must have a computer that meets the following minimaguirements

11 Hardware: Intel Pentium IIT class processavith 512 MB RAM. Larger deployments will require more
capable computers.

I Software: Windows 2000, XP, 2003 or Vista with Interretplorer version 5.0 or better.
TheBES Console&an be installedn alaptopor any moderately powerful computer. However, as the number of

computers that you are managing with B&€S Consolgrows, you may need a more powerful compukbe
latestBES Consoleecommendationsan be found atittp://support.bigfix.com/cgi

TheBES Consolalso requires a high bandwidth connection (L&éeds work best) to tlBES Servedue to
the amount of data that needs to be transferred BHESeConsolelf you need to remotely connect to tBES
Serveracross a slow bandwidth connection, it is recommended that you use a remote conécti@omno a
computer (such as a Citrix server or Terminal Services computer) with-géglal connection to tilBES
Server

Contact your support technician for more information alg#6 Consolescaling requirements

NOTE: The BES Console is the primary interface to BigFix and manages a great deal of information about the
BES Clients. If the BES Console computers are underpowered or on a slow connection, it can adversely
impact performance.
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BES Client Requirements
TheBES Clientcan run on computers that meet the following minimum requirements

1 Hardware: x86-based computers, Mac 8PARC with 32 MB RAM and 20 MBfreehard diskspace.
Extra temporary disk space may be required for some patches.

1 Software: Windows 95, 98, NB+, Me, 2000, Server 2003, X®ista, LonghornRed Hat Linux8.0, &
9.0, Red Hat Linux Enterpris0& 4.0, Red Hat Fedora Core 3.0, 4.0 & 53nlaris7, 8 9 & 10, HPUX
11.00 & 11.11, AIX5.1,5.2& 5.3,SUSE 89& 10, Mac OSX 103 & 10.4.

New versions of th8ES Clientare always in development so please check with your support technician for more
details. For Windows platforms, lzor greater must be itadled

You can find the late®ES Cliens at http://support.bigfix.com/cgi

Database Requirements

BigFix requires SQLServer 2000/2005 or Microsoft Data Eng(iMSDE) 2000/2005, which will store all of the
data retrieved from thBES Cliens.

MSDE 2000 is the free version of SQerver 2000 and althougs sufficient for somaBigFix installations

(especially evaluation installations)jstnotrecommended for production deployments. MSDE 2000 is included

with theBES Srverand you will be prompted to instatlif a supported database is not already installed.

However, MSDE comes with some restrictions set by Microsoft, including a limit on the number of simultaneous
database carectionsyou can establish before performance degrades. Since some of these connections are used by
BES Servecomponents, it is recommended that you install the commercial version SQL Server if you expect to
have more than one operattdra time using BES ConsoleAlso, SQL Server comes with Cliefibols that allow

easy administrationf database activities such as backups and other maintenance activities.

Security Requirements

TheBigFix system authenticates all Fixlet messagas actions using secuypeblic-key infrastructure (PKI)
signdures. PKI uses public/private kpgirs to ensure authenticity

Before you can instaBigFix, you mususe the BES Installéo generate your owprivate key and then apply to

BigFix for a signed certi€ate containing youpublic key. Your private keywhich only exists on your computer

and is unknown to anyone else, including BigFix) is encrypted by a password of your choosing, so if someone steals
it, they still need ti&now your password in order to use it. Nevertheless, you shoatd @ well. Anyone who has

the private key and password for your site, access to the server and a database login will be able to apply any
action to yourBES Clientcomputers.

Treat your private kejust like the physicalkey o y our ¢ o mp a nnodesve ft lying arouncdoo a r . Dc
shared diskinstead, store it on a removable disk or a seclaeationi anddo notlose it In the physical world,

if you lose your master key you have to change all the liocttee building. Similarly, if you lose your digital

key,you will need to do a migration to a new authorization keyfoesh installof the entire system (including all

theBES Cliens). It is not unreasonable to store a backup copy of your site level key files in a secured safe deposit
box.
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As theBigFix Site Administator, you will authorizetrusted people within your enterprise to deplaypublish,

remedial Fixlet actions across the network. THS8 Consol@perators will have publishing rights, and they must

sign all the actions they publish with their own private. ke theBigFix Site Administratorthey have a password

to encryptheir private keyBoth the password and the key should be carefully guarded for each authorized operator.

Whenever operators issue an action, it must be signed by their private publisiidrdeewhen th&ES Client
receives the action, it validates the signatigiag the public keynformation.If the signature validation fails on
theBES Clienft he oper at or 6 s Thiaprdvents mauthorized peisameldrontdusing tBES
Consolgo propagatections.

Fixlet messageare alsaigitally signed. The Fixlet siteuthor signs each messagéna keythat can be traced back

to the BigFix root for authenticatiofhis signaturenu st mat ch t he Fi x |ptatedisthieBES6 s ma s
Clientinstallfolder upon subscribing to thées This procedure preverggoofirg and marn-themiddle attacks, and

guarantees that the Fixlet messages you receive are from the original certified author.

There are a few other settyrrelated issues to address before instaBigd-ix in your organization:

i Make sure th®ES Servecomputer is running Windows 2000 or Windows Server 2003 with the latest
Service Pack available from Microsoft.

i Make sure that SQBerver/MSDEHs securd with the latest securitgelated patches from Microsoft.

91 Verify that your network firewalforbids inbound and outbound traffic on the specified port (default
52311 so thaBigFix-related traffic will not be able to flow into or out of your network.
It is possible tadminister roaming laptogs/ opening this port on your firewall. However, a better
technique is to use SSH tunnelgaate the relay through a nalefault port ad avoid opening tis port
altogether

1 Make sure that TORP and UDP on the specified port (defab®311)is completely unblocked at all
internal routerand internal firewalls.

91 Verify with your network administratdhat you can allow thBES Serveto access the Interneia port
80. TheBigFix Gather service is the only component of BieS Servethat accesses the Internet and by
default it runs as the Windows SYSTEM accounthd SYSTEM account cannot reach the Internet
because of proxy or firewalkstrictions, then you will need to set BigFix Gather service to logoes a
user with Internet and administrative access oBtB8 Servecomputer Detailed instructions on how to
do this are in the knowledge base availabletiat//support.bigfix.com/

It is also possible to maintain a physical disconnect from the Internet with-gapgied implementatin
For more information, seetp://support.bigfix.com/bes/install

9 You should securthe BES Servecomputers anthe database (SQ&erver or MSDEusing company or
industrywide standards. Contact your network administrator or database administrator for more
information.

NOTE: Certain rare lockdown procedures may cause the BES Servers to function improperly. Contact your
support technician if you have any specific questions about lockdown procedures.
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A Basic Installation

A simplified BigFix deploymentesembles the diagrab®ow. Thereis at least onBES Servethat gathes
Fixlet messagefrom the Internetvhere they can be viewed by tBES Consol@perator and distributed to the
BES Relag. EactBES Clientinspectdts local computeenvironmentand reports any relevahixlet messages
back to theBES Relay which compesses the data and passes it back up to the @grver

Basic BES
Architecture

Internet

BigFix Fixlet Server

Firewall

HTTP
Port 80

ODBC
B ES Port 1433 i
B ——
Server T
bon 5aa11 % BES
Console(s)

Port 52311

BES Relays

HTTP Port
52311

UDP
Port 52311

BES Clients BES Clients
&

TheBES Consolsoverseealll this activity. They connecto theBES Serve(s) and periodically updateneir
displaysto reflect chages or new knowledge about your network. BEsS Consol@perator can then target
actions to the appropriate computersixovulnerabilities apply configuratiomolicies, deploysoftware, etc. The
progress of the actions can be followed in neartigad as they spread to all the releveomputers and, one by
one,address these critical issues
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This diagramabels all the default ports used BigFix, so you carsee which ports need to be open and where.
These ports were selected to avoid conflict, but if you are currently using any of these ports, they can be
customized upon installation.

NOTE: The arrows in the diagram are intended to illustrate the flow of information throughout the enterprise. The
arrows from the Fixlet Server to the BES Server(s) represent the flow of Fixlet messages into your
network. This data transfer is strictly one-way; information never leaves your network. BES Clients gather
Fixlet messages and action information from BES Relays. They then send small amounts of information
back to the BES Server(s) through the BES Relays. The UDP packets from the BES Relay to the BES
Clients are small packets sent to each BES Client to inform them that there is new information to be
gathered. The UDP messages are not strictly necessary for BigFix to work properly. Please view
http://support.bigfix.com/cai or ask your support technician for more details.

Big Fix Message Level Encryption (MLE) Overview

BEShasadd=dMessagé evel Encryption (MLE) to its 7.1 platform releasé&/ith MLE, your BES Clientgan
encryptupstream datasing a combination of an RSA public/private Kmgjir and an AES session key.

The RSAkey-pair can be of 1024, 2048, or 4088 key length, with longer keys offering additional security but
requiring more processing powr decrypton at the serveiThe AES sessiokey useshe maximum FIPS
recommended length of 256 bi¥ou can configre your BES relays to reduce the load on the BES Server by
decrypting and repackaging the Client data before relaying it.

The RSA public key encryptthe session key and addwithe AESencrypted reportAt the BigFix Server (or a
decryptingBigFix Rely) the corresponding RSA private key is usedecrypt the AES session key whish
then used to decrypt tlBES Client report.

There ardhree levels of report encryption:

1 Required: Clients require ecryption of reports and uploadghe client will notreport or upload file§f it
cannot find arencryption certificate of its parent relay does not suppogteipt of encrypted
documents.

1 Optional: Clients prefer, but do not requiraayption of reports and uploads. If encryption cannot be
performed, rports and uploadaredone in cleatext.

1 None:Clients do not encrypeven if an encryption certificate is present.
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A Typical Installation

Although the basic installation discussed above shows many of the specific ports neetiddisb dseBigFix
network, itdoes notllustrate two important aspects of maBigFix deployments: a DMZ and direct connections
In the DMZ example, an office connected by a V& share the content fronB&S Relayor Server. In the
direct connection, home PCs and laptops can connect directly to the Ifdercaitent from BigFix Fixlet
serverghrough their own private firewall§or the sake of akity, these extra connections may not be shown in
all diagrams, but they are generally present in most deploynhtgrisis a typicalinstallation

Typical BES
Architecture

BigFix Fixlet Server

DMZ HQ Data ~
BES Clients Gl
@ N
g@ x« e
o Server
S &0
BES
Console(s)
Top-level
BES
Relay
VPN or Port
BES Relay || 52311

Home
computers Internet
and laptops
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A Multiple Server Installation

BESVersion 7.0 introduakthe important ability to add multiple, fully redund@8&S Serves, calledDistributed
Server Architectur¢DSA). Each Server matains a replica of thBigFix databas@nd can be positioned
anywhere in the world. In the case of a network fracture, these Seovirsue to provide uninterrupted service
to the local networkAs soon ashe connedbn is reestablished, the Servers automaticedlgonnect and sync up.
TheBES Relag and Clientgversion 7.0 and lateBre also capable of gracefully recovering from such a
disconnect. DSAvrovidesthe following capabilities:

T
T
T
T

Continued ervice availability on both sides of a network sfdititomatic failovey.
Continued availability in the event of a server outage.
Distribution of Consolelatabase load during normal operation.

Automaticfailbackupon reconnection.

To take advantage of this functionality, you will need one or more addisenatrs with a capability at least
equal to your primary server.

All BigFix servers in your deploymentust run the same version of S@erver. If your existinES Servers
running SQL 2000, your new servers must run SQL 2000 as wedlutversion of SQLwas put there as the
BigFix Installerdefault it is thedesktop edition (MSDEof SQL 2000.

Understanding Replication

Additional servers help to distribute the work load and create a redwsydd@m that is hardened to outages.
Knowing how it accomplishes thican help you to create the most efficient deployrizgntour particular
network. Here are some of the important elements of +seailftier installatios

1
1

Serversommunicate on a regular schedule to replitaé@ data Youreview the current status and
adjust the replicatiomterval througt BES Administration > Replication.

When each server goes to repliciten the other servers in the deploymeéntalculates the shortest path

to every other server in the deployment. Primary links are assigned a length of 1, secondary links 100, and
tertiary links 1Q000. Links which resulted in a connection failtielast time they were used are

considered to be netonnected.

When an outage or other problem causes a network split, it is possible to for a custom Fixlet or a retrieved
propertyto be modified independently on both sides of the splitelthe network is reconnedie
precedence will go tthe version on the server with the lowB&S ServeiD.

If multiple copies ofWeb Reportsare installedthey will operate independently. Each Web Report
Server can connect todBES Servethat is most convenierdincetheyall contain an equivaleniew of
the database.

By default, server O (zero) is the master selB&S Administration will only allow you to perform
certain administrative tasks (such asating and deleting users) when connected to the master server.

If you want to switch the master to another seryeu, can do so with a settingor more information, see
Managing Replicationon pages9.
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Distributed Server Architecture (DSA)

The following is a diagram of a typicBISA setup with two servers. Ea8ES Servers behind a firewall
possiblyin a separate office, althouglis easy to set up multiple servers in a single office as Wedl.important
thatthe BES Serves have highspeed connections to replicate BigFix data (generally LAN speeds of-10
100MBPS are requiredThe BES Serves will communicate over ODB@nd HTTPprotocols This DSA
configurationprovides automatic failoveand failbackservices, minimizing lossf data.

Distributed Server 2
Architecture internet | R Server

oDBeC
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HTTP Port
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BES
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Automating Failover and Failback

If a BES Servegoes downwhether due to disaster or planned maintenahed SA deploymenteconfigure
itself (hot failover)asthe orphane®ES Relagfind a new server connectiowhen thedisabledserver comes
back online, its data will automaticalhe merged with the data dhe healthy server.

BigFix
- e Fixlet
internet L Z SEwer

DSA Failover

Disabled Server

Port 52311

BES
Relays
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Getting Started

Administrative Roles

To installand maintairBigFix typically requires the cooperation of several administrators and operators:

9 The Network Administrator . This persorwill need to allow théBES Serveto connect to the Internet
through the existingroxy server (if applicable) as well as resolve any netvgpdcific issues that may
preventBigFix from working properly. The network administrator will also provide information about
WAN link connection speeds and subadtresses if necessarWhen starting a deploymeaot BigFix, it
is best tamake the Network Administrat@aware of howBigFix uses the networly reviewing thispage:
http://support.bigfix.com/cgi

9 The DatabaseAdministrator . This persorwill be responsible for setting up and maintaining the SQL
Server 200@r MSDE 2000 database for ti=ES ServerNote that i you perform a local database
installation and no SQL server is found, MSDE 200iDautomaticallybeinstalledandset up No extra
database admisirationis required unless SQL Server 2000 is installed or there are other policies
regarding databases that need to be enforced (i.e., backups, password changes, etc.).

9 The BigFix Site Administrator. This persomwill install and maintain th8igFix software, including the
BES ServerBES Consoleand theBES Clientprograms. The Site Administrataiill also be responsible
for creating, distributing, and revokimpgiblisher keys and management rights that aB&&% Console
operators to deplogctions. The Site Administrator is the only person in an organization who can
authorizenewBES Consol@®peratoror Master Operatsr(see below). A Site Administrator holds this
position by virtue of having administrative access toB&ES Servecomputer as well as access and the
password to the siievel signing keys.

1 BES ConsoleMaster Operators. These peoplare operatorwith access to all thBigFix computers
with the added authoritp assignh management rights to otB&S Consol®@peratorsMaster Operatar
can do most of whatou can do as the Site Administratbr fact, Master Operators are often referred to
as administrators. However, only tBaFix Site Administratoican create new operatarsd a Master
Operatorcan only create custom contavith permissiorfrom the Site Administrator.

i BES ConsoleOperators. These peoplaill manage the dayo-day operation oBigFix, including Fixlet
management and action deploymeaypically on a subset of computeysbject to the management rights
assigned by BigFix Site Administratoior Master Operator

Often these administrative roles will overlap and one person may be assigned multiple duties. The network and

database dies are limited to minimal setup procedures, which are covered in this documeBESH&onsole
Operatorgincluding Master Operatsy should read the separ&@&ES ConsoleOperatob s Gui d e
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Duties of the BigFix Site Administrator

This BigFix Site Administratohas the following primary responsibilities:

T

Obtaining and securingthe Action Site Credentials.In order to instalBigFix, theBigFix
administrator needs to generate a private kegeive a licenseertificate from BigFix, and create a
masthead with the digital signatuaad configuratiorinformation.

Certifying Users TheBigFix Site Administratormust create an account and private kg for each
operatorUse unigue valuesit is not wise to use your sitevel pasword for any of these keys, because
it could lead to signaturerrors.

Preparing the BES Server The BES Servemust be properly set up to communicate externally with the
Internetand internally with th&ES Cliens. TheBES Servealso needs to be configured to host the
BigFix databaséor another computer can be used as the S@\er database)

Installing the various BigFix Components.TheBigFix Site Administratomwill install the BES Client
Server, Relaynd Consolenodules.

Assigning ManagementRights. BigFix Master Operat@ can assign management rights toBES
Consde operators. These rights constrain operators to speoifipputersYou can also grant or revoke
the right to make custom contemtto view unmanaged assets.

Maintaining the BES Server The BES Serveruns a database (S@erver or MSDEand manyBigFix
specific services. Standard maintenance tasks like upgrades or fixes will be managed using Fixlet technol
ogy or may ke performed manually by th&igFix Site Administrator

Maintaining security . The BigFix system is protected by passwandcrypted private kesy TheBigFix
Site Administratorcontrols access to these and can create new private publisher keys othenoks
the need arise8igFix auhenticationuses public keynfrastructure (PKI) technology with kégngths of
up to 4096 bits.

Each of these administrative duties is described fully in the following sections of this guide.

© 2008by BigFix, Inc.



BES Administrator'sGuide Pagel7
Getting Authorized

Getting Authorized

BecauseaBigFix is powerful,you will want to limit access to trusted, authorized personnel Bidyrix operates
from a central repository of Fixlet actions called Aation site, whichuses public/private kegncryptionto
protect against spoofirend other unauthorized usage. get startedyou needauthorizatiorfrom BigFix, Inc.

If you have not yet purchased a licemse@iseBigFix, please contactales@bigfix.conor visit the BigFix
Websiteat hitp://www.bigfix.com The sales agentill want to knowhow manyBES Cliens youintendto

install. Based on thishie agent wilcreate, sign and emaibu aBBES License Authorizationfile which will have
a name likeiCompanWNameBESLicensduthorizatiord. Save this file in a safe pladgpically in your
Documents foldeor a PGPDisk on a USB kelfor security reasons, we recommend tfoatnot store it on the
BES Serveitself.

Thelnstaller program will collect further information about your deploynaart then create a file called the
action site mastheadThis file establishes a chain of authorftpm the BigFix root all the way down to tiBES
Consoleoperators in your organizationhe masthead combines configuratioformation (IPaddresses, ports,
etc.) and licensmformation (how manES Cliens are authorized anfdr how long) along with a public key
used to verify the digital signatures. To create and maintain the digital sigkeyssrand masthead, you will use
the BES Installer, which you can download from BigFix, Inc

NOTE: If you are using an evaluation version of BigFix, you may skip the following section. During installation, the
BES Evaluation Generator will create your signing keys through an expedited process, and the
generation of separate publisher keys will not be necessary.

Creating the Action Site Masthead

Before you perform the steps below, you must have purchased a liceras®l received aBES License
Authorization File (see previous section)

Once you have yodicenseauthorizatiorfile, youare ready to creat@personalizedction site mastheadhat
will, in turn, allow youto installand useBigFix. The masthead includes URLs for BES ServelCGI programs
and other site information in a signed MIMie. The masthead is central to accessing and authentigating
action site. To create the masthead and actixaie site, follow these steps:

1. Runthe BES Installeghat you downloaded frotine BigFix site (www.BigFix.com)At the welcome
screen, clickNext.

2. Youwill see a dialogffering to installthe Evaluationor Productionversion of BES. Sele&roduction
and clickNext.
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3. After reading thd.icense Agreementlick Yesto accept it and coimue. The Setup Type dialog
appears

BigFix Enterprise Suite Installation Generator - InstallShield Wizarc |

Setup Type -
Chooze the setup type that best suits your needs. 0 B I G F I x‘

Pleaze zelect from the following options.

" nztall uzsing the License Authorization fil from BigFis, [ne.:

™ | want ta install with a production license | alieady have.

™ | want to install with an existing masthead,

[Fztalls hield

¢ Back I MHest > I Cancel

Select the choice tmstall using the License Authorizationfile from BigFix, Inc., then clickNext.

4. The BigFix Action Site Mastheadreation Wizardauncheslt asks you for the location of your license
authorizatiorfile. Click theBrowsebutton tobring up astandard Windows opefile dialog. Navigate
to your license authorizatidite, which has a name like CompanyNaBIESLicensé uthorization
Select the file and cliclopen.

5. Adialog appeardisplaying the current contents of your liceasghorization:

Action Site Masthead Request Wizard x|

The license autharization wou have selected contains the Following
parameters:

Number of Clients: | 375000

License Start Dake: I Wed, 06 Jun 2007 00:00;00 +0000

Licerse End Date: I Thu, 05 Jun 2003 00:00:00 +0000

Crganizakion Mame: I BigCarp

< Back | Cancel |

Click Next.
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6. The next screen in the Wizapdomps you for theDNS nameor IP addressof your BES ServerType
this in and clickNext.

NOTE: The DNS/IP address that you choose becomes a permanent part of your deployment and must never
change.

7. The next screen in the Mard prompts you for a sitéevel passwordso you can create a site admin key
for your deploymentType inyour passwordwice (for verification) and specify a key sif&fom 1K-
to 4K-bits) forthe public/private keyair. Click Next.

8. From theSave Asdialog, find a folder to save your private K#g (licensepvk) to a secure location
such as PGPDisk on a USBrive. Click Save

9. The next screen in the Wizapdompts you to submit your masthead request to BidFiis request
consists of your original authorization, your server Did&e and your public kegll packaged ito a
sinde file. Typically, you will select the first choigeubmit request to postthe requestia the
Internet Click Next. The Wizardwill then retrieve your certificate (licenset) from the BigFix Licens
Server.

(Alternatively,the Wizard will let yousave the request as a filamedrequesBESLicenseRequest.
Thenyou canvisit the BigFix website, postour request and downloagur certificate)

10. Upon a successful requestbmissionthe Wizardretrievesyour license(license.crt and prompg youto
save it. ClickSave This action completes the Wizard, refamyouto theSetup Type dialog. You are
now readyto instal the programsvith your newproduction license

Keep in mind thathe private key(licensepvk) to your action site authorizes you, as BigFix Site

Administrator to createBES Consol@perators with publisher credentials. This kegassent to BigFix during
the creation process, and should be carefully protectedh&ighest level of security, it is recommended that
you save th&igFix Credentialdo anencrypted disksuch as a PGPDisk on a USB key or other removable
media.

Warning! If you lose your site credential files or password, then no one i not even BigFix i can recover your keys
or your password. You will need to reinstall the entire system, including all the BES Clients, with a freshly
generated key.

If the main BES Server is lost, you may also lose your encryption key file. For disaster recovery you have
two options: you can back up your encryption key now, so you can restore it after recreating the BES
Server, or you can generate a new encryption key after recreating the BES Server.

Installing the Programs

Once you have your licensad/or your action site masthegou are ready to instate prgrams. Herés how:

1. Iftheinstaller is not already running, launch it. From$etup Type dialog, select the second choice to
install with a production license Click Next.
2. Browse to lhe location of your licendeey and clickOpen.
3. Adialog appears, prompting you fpour privatesite signing key(licensepvk). This is typically stored
in the same folder as thie¢nse.crfile. Browse to it and cliclOpen.
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4. A dialog prompts you for th8ite Admin Private Key Password Enter the password you selected to
protect youmprivatekey (see the previous section) and cliok .

5. The program prompts for a server port number BiglEix will use for all its data transmissions. The
default port i52311

Action Site Request Advanced Parameters |

The default values for these parameters should be zuitable for most BES deployments.
For further information about the implications of these parameters, please contact a BigFix
zuppaort kechnician.

BES Server Part Murber:

[3 athering Interval;

=~

Imitial Action Lock: ILInh:u:ked j I 8 | inutes

Achon Lock Contraller; Il:cunscule j

Action lock exemptions: [ Exempt the follawing site URL from action locking:
[these are Fairly unuzual] I

] I Cancel

This is the recommended port number, but you may choose a different port if that omasient

for your particular network. Typically, you would choose a port from the IANA range of private ports
(49152 through 65535Y.0u could use a reserved port number (por1924), but it is not considered
best practice because it inhibits the ipilo monitor or restrict traffic properly and it defeats the idea of
port numbers for specific applications. The lagkions in this dialog typicallgo not need to be
changed unless you want a computer to automatically be locked afédliatitst. Click OK.

Y ou shouldaccepthe default settingsn this page unless you have a specific reason to change them.
Improper settings can cause BES to work suboptimalfashion Consult with a support technician for
more details

6. A standard WindowSave Asdialogprompts youo save théMasthead This is a public file thatloes
notrequire protection. Navigate to the desired folder, name the file (e.g. actionsije afxihclick
Save

7. You are now rady to generate tHeigFix Enterprise Suite installation components Select the
default directory (BESInstallers) or cliédeowseto choose a different folder. Clidkext.

8. The Install Wizardwill then generate and save varidigFix installation components. Aftasavingthe
files, a dialog appears confirming the installation and reminding you of their location Fitlisk to
exit and start th8ES Installation Guide.
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Installing the BigFix Components

Running the BES Installer s

So far, you have created a private kegquested and received a certificate, used the catéfto create a
masthead and then generated the vaif®dgBix installation components, including tB&ES Installation Guide.
When the components have been savedBEfe Installation Guide automaticalljaundes You may also run it
at any time by selecting it from the Start Menu.

To installthe three major componentsBigFix (BES ServerConsoleand Clien}, follow these steps:

1.

If it is not already running, launch the BES Installation G&tart > Programs > BigFix Enterprise
> BES Installation Guide).

Select the button labelddstall BES Components

A dialog boxappearsprompting you to selectBigFix component to installClick the buttons on the
left, in order from top to bottom, to install tBégFix components. The component installers include:

9 Install BES Serve
1 Install BES Console
9 Install BES Clients

9 Browse Install Folders

TheBES ServerConsoleand Clientsall have theilown installes. Follow the instructions for each, as
describedn the following sections
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Installing the Primary BES Server

TheBES Servers the heart of thBigFix System. It runs on a servelass computer on your network that should
have direct Internedccess as well as direct access to alBfE8 Clientcomputers in your network. Make sure
your server meets the requiremeonilined in theBES ServerRequirementssection (pag#é). Also, you can
consult the knowledgbase article dtttp://support.bigfix.com/bes/install/serverreq71.html

To installthe BES Serverfollow these steps:

1. If you have notlready done so, run the BES InstatlatiGuide(Start > Programs > BigFix
Enterprise > BES Installation Guide). Click the button labelebhstall BES Components

A new screerappears

S —————,
INSTALL BES SERVER Install BES Components
The BigFix Enterprise Suite requires that you install three
INSTALL BES CONSOLE main compaonents - the BES Server, BES Consale, and
— BES Clients.
e To begin deployment, click the "Install BES Server” button.

INSTALL BES CLIENTS

Make sure to remember all passwords that you create
during that process. After installing the BES Server, install

T the BES Console, and finally click the "Install BES Clients”
BROWSE INSTALL FOLDERS button to leamn more about BES Client deployment options.

After completing these installations, you can begin using
the BigFix Enterprise Suite by launching the Console from
the shortcut on your desktop.

P ———— ——————————
MAIN MENU EXIT

Click the tg button labelednstall BES Server. The BES Serveinstall Wizardpreserg a welcome
screen. ClickNext to continue.

3.  After reading thd.icense Agreementclick Yesto accept it and continue.

4. A dialog prompsyou to choose Master or Replicateddatabase. Click the first button to create a
Master database for later replicatioor if you only need &ingledatabase in yowteployment Click
the second button to create a Replica of an existing Méfstieis is your initial installation, click the
top button.

5. Adialog prompsyou to selecalLocal or Remotedatabasef you want to use another computer to host
the BigFix Databaset must have &QL Serveralready installedThe most common choice is to use
the local databas#.the prograncannotdetect adatabasaerver the program will install MSDER000
SP4 in the directy you specify.

© 2008by BigFix, Inc.


http://support.bigfix.com/bes/install/serverreq71.html

BES Administrator'sGuide Page23
Installing the BigFix Components

6. Adialog displaga list of theBES Servecomponents about to be installed
BigFix Enterprise Server - InstallShield Wizard x|

Select Features -
Select the features zetup will inztall, 0 B I G F I x‘

Select the features you want to install, and deselect the features you do not want to install.

B s - Descrption
@ Minoring Server Al components for the BigFis

8 BES Server Core Components Enterpriss Server

Weh Feparts

36.72 kB of space required on the C drive
7491923 MB of zpace available on the C drive
|mstallshield

< Back I Hext » I Cancel |

In general, you should accept the default components and\#ixik

7. The installer prompts you for the desired destimadf theBES Servecomponents. The default
location isC:\Program Files\BigFix Enterprise\BES Server, but you can specify a diffent location
by clicking theBrowsebutton. Once/ou havedecided on the destinatipdlick Next.

8. The Server Properties dialog prompts yownter a location for thHRES Serverveb root folde(if
different from the default)This iswheredownloadediles for the BES Cliens will be stored.The
default URL is also available for editing, should you wish to change it.

BigFix Enterprise Server - Installshield Wizard il

Server Properties ™
0 BIGFIX

The WiatwRoot folder below will be used az the web server's root folder.

IJRL: hittp://192.168.0.5:52311

|mstallshield

< Back I Hext » I Cancel

NOTE: No other application should be listening on the BES port or errors will occur.
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9.

Page?4

Nexta dialogpromps youfor a location and port number for BES Web Repdisdefault, it will use

port 52312.
BigFix Enterprise Server - Installshield Wizard

‘web Heports Properties

x|

OBIGFIX‘

The "waf'R oot folder below will be uzed as the ‘w'eb Reportz Server's roat folder.

Toinztall to a different folder, click Browse and select another folder.

AR IE:\F‘ragram Files [«86)\EBlaFix Enterprise\BES Server\BESF eportsSarverywmmro

Part: 52312

|mstallzhield

< Back I Nest » I Cancel

10. The BES Serveinstaller then presents a window displaying the selected inveotaerver
components to be installed well as some othersitallation programs to run.

11.

12.

13.

14.

BigFix Enterprise Server - Installshield Wizard =l
Information -
Please read the following text. 0 B I G F I x‘

Fleaze review the inztallation parameters below.

The BES Server inztaller will perform the following operations: :I
- Inztall the BES Server's program files

- Ingtall the BES Server service and other web zerver files

- Read in configuration settings from the Action Masthead

- Create a databaze and zet up the tables for SOL Server

- Prompt pou ko change the SCL Server default 'za' pazsword [if applicable)

- Prompt pou o create uzer loging for the BES Congzole [if running advanced installation)

- Prompt pou o mn the BES Diagnostics Tool to venfy the installation -
K _’I_I
|mztallshield

< Back I Hext » I Cancel

Click Nextto continue the installation.

When the fileshave beemproperly installedthe program promptyou for specific information,

depending on your installation parameterse ptogram will ask you o

set

a

def aul

6sabd pas s woSedver briMSDHatalmse & Qutrently blank (this is done for security

reasons).

The prograrnthen promps youto locate theAction Site Masthead Click OK to continue. At the
Windows Open dialog, navigate to the folder whgye storedyour masthead, select it and cli©lpen.

The program mapromptyou for the location of youlicensecertificate. Click OK to continue. At the
Windows Opae dialog, navigate to the folder whereu storedyour license (license.grtselect it and

click Open.

Next, the programmay promptyou for the location of your private kelicensepvk). Accept the default
path (if specified) or click thBrowsebutton to find a different location. Finally, enter your password to

initialize the database
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15. The program then pronmgyou to creat@an administrative user.

BESAdmin x|

In arder to complete installation, BESAdmin musk create an adminiskrative user,
Please use the Following dialog to set up at least one administrative user,

Click OK to open théBigFix Enterprise User Managementdialog
x|

Enterprise usernames and passwords are needed to log in bo the console. You can add or delete users
in the Future by runming the 'BESAdmIn' pragram in your consale installation direckary,

MName = | Tvpe | Custom Cao.., | nmanage. .. | Email Address Add User |

Remove User

Edit: Lser

Repair User:

ddl

4
You do notneed to add all the users at this point; you will be able to add more users by run&&the
Administration Tool later.Enter the name of thRigFix operator (no spaces allowed), the email
addressnd a password for this user. Indicate whetioerwant to allow thisiserto administer
management rightsor to create custom content

|
Usernannes: I joe
Email: I joe@bigcarp.com
Password: I bbb L L L)

Werify password: I sssssssl

Key size: |2I:l48 bits LI

Give this user the ability bo administer
I~ :
managenent rights.
Give this user the ability to create custom
I~
content,
rUnmanaged Assets
Oy shiow Ehis user unmanaged assets
= whose 'Scan Paint!is & campuker this user
admimisters.

% Show bhis user all upmanaged assets,

{7 Do not show Ehis user any unmanaged assets

(a4 I Cancel |

You must granadministrative rightso at least one usetypically yourself You can limit user rights to
view unmanaged assetsYou canalsolimit users to theispecificdomain (isingScan Point), allow
unfettered access or disallow all access. Gh&kwhen done.
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16. When youhaw finished entering users, cli€lone
BigFix Enterprise User Managemenkt 5[

Enterprise usernames and passwords are needed to log in ko the console. ¥ou can add or delete users
in the Future by running the 'BESAdmin' program in wour console installation directarsy,

Mame = I Tvpe I Cuskorm, .. I Unmanage. .. I Email Address ;

joe Administra... Enabled Showy All joe@bigcorp.com

sal Operator Disabled  Show MNone sali@bigoarp, com Rermayve ser |

sUE Administra,., Disabled  Show Al sue@bigcorp, com

kom Operator Enabled By Scan Point  tom@bigoorp.com Edit: User: |
Repait Iser |

| | 2

Done |
S

The progranpromps youfor your site adminpasswordn order to propagatée BigFix Operator
information

17. TheBES Serveinstallation is now complete. As the program exitgjies you a clnce to asseske
installation.Make surehe box labeledRun the BES Diagnostic Tools checkedand then clickFinish.
Click theFull Interface button torun theBES Diagnosticén orderto ensure that thestallation is
functioning properland to present a complete analysis for your inspeddonmore information on
this dialog, refer to the section labelRdnning the BES DiagnosticsT ool later in this guide.

Authenticating Addit ional Servers (DSA)

Multiple servers can provide a higher level of service for YRigFix installation If you choose to add

Distributed Server Architecture (DSA) to ydBigFix installation, you will be able to recover frametwork and
systems failures automatically while continuing to provide local serVim¢éake advantage of this functionality,
you will need one or more additionsgrvers with a capability at least equal to your primary server. Because of
the extra expemsand installation involved, you should carefully think through your needs before committing to
DSA.

First, you must decide how you want y®&ES Servesto communicate with each other. There threeinter-
server autheitationoptions the first two are flavors dfiT andthe third isSQL. Because it is more secure,
BigFix recommends NT Authenticatioiou cannotmix and matchall BES Serves must use the same
authorization.

Using NT Authentication with Domain Users/User Groups

With this technique, eadBES Serveuses the specified domain user or a member of the specified user group to
access all otheBES Serves in the deploymenilo authenticatgour BES ServesusingDomain Users/User
Groups follow these steps:

1. Create a service account user or user group in your domain. For a user group, add authorized domain
users to youBES Serves. You may need to have domain administrafionilegesto do this.

2. Onthe MasteBES Serveruse SQLEnterprisedManager (or the SQL 2005 Managem8hidio) to
create a login for the domain service account user or usap,gnith a default database of

© 2008by BigFix, Inc.



BES Administrator'sGuide Page27
Installing the BigFix Components

BFEnterprise, and give this login System Admin (sa) authority or the DBO (DataBase Owner) role on
the BFEnterprise and master databases.

3. Onthe MasteBES Serverchange the LogOn settings for the BES FillDB service to theattouser or
member of the user group created above, and restart the service.

Using NT Authentication with Domain Computer Groups

With this technique, eadBES Servers added to a specified domain computer group and each server accepts
logins from membersf that domain groupl'o authenticatgour BES Serves usingDomain Computer Groups
follow these steps:

1. Create a Global Securitgroup in your domain containing each desiB&S Serer. You may need to
have domain administratigrivilegesto do this.

2. After creating the group, each server will need to be rebooted in order to update its domain credentials.

3. Onthe MasteBES Zrver, use SQLEnterpriseManager (or the SQL 2005 Managem8hidio) to
create a login for the domain group, with a default database of BFEnterprise, and give this login System
Admin (sa) authority or thBBO (DataBase Owner) role on the BFEnterprise and master databases

Using SQL Authentication

With this technique, eadBES Servers given a login name and password, and is configured to accept the login
names and passwords of all otB&S Seversin the deploymentBe aware that the password for this account is
stored in cleatext under the HKLM branch of the registim eactBES ServerTo authenticatgour BES

Serves usingSQL Authentication follow these steps:

1. Choose a single Il ogin name (for example, Obesse
servers in your deploymefur interserver authenti¢en.

2.  Onthe MasteBES Serveruse SQL Enterprise Manager (or SQL 2005 Management Studio) to create a
SQL Server login with this name. Chose SQL Server Authentication as the authentication option and
specify the password. Change tredadilt database to BFEnterprise and grant it System Admin (sa)
authority or the db_owner role for the BFEnterprise and master databases

3.  Onthe MasteBES Serveradd the following String values under the key

HKLM \SoftwaréBigFix\Enterprise Servé&FillD B:
ReplicationUser = <login name>
ReplicationPassword = <password>

4. Restart the BES FillDB service.

NOTE: This choice must be made on a deployment-wide basis; you cannot mix domain-authenticated servers
with SQL-authenticated servers. Also, all BigFix servers in your deployment must be running the same
version of SQL Server.
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Installing Additional Servers (DSA)

Before proceeding with this section, determine youhentication method and complete the appropriate steps in
the Authenticating Additional Servers (DSA) sectiondiscussed previously

For each addition®ES Serveyou wish to add to your deploymemtake sure they are commcaating with
each other, and then follow these steps:

1. Install the same SQL Server version being used by the MBE®RIServer

2. Run theBES Server installeron each machine that you wish to configasean additional BES Server
You should usthe sama@lomain admirstrationthat you used for thiecal SQL Server install (sgou
have sa authority).

3. If youareextracting the server installer from the BES Installation GenersgtactProduction
Deployment andl want to install with an existing masthead Specify the masthead.afxm file from
the Master BES Serve@therwise, use the Server install package from the BESInstallers folder on the
Master BES Server.

4. On theSelect atabaseReplication page of the server installer, sel&aplicated Database

5. OntheSelect Databas@age selectLocal Databaseto host the database on the server (typical for most
applications).

6. Proeedthrough the installer screens as usual until the installer g€srifiguring your new
installation and prompts you with BatabaseConnectiondialog box. Enter the hostnaragéyour
master serverand the credentials for an account that can log into the master server with DBO
permissions on the BFEnterprise database.

7. TheReplicationServersvindow shows you the BES Senanfigurationfor your current deployment
By default, your newly installeBES Server should be configured to repliaitectly from the master
server every 5 minutes. You can adjust #isiecessary

8. Forlarge installatios, the initial database replicati@antake several minutes and may get interrupted.
If you experience this problem, you cdiscuss it with your BigFix technical contawr read the KB
article onUninterrruptableReplicationSeconds

9. Use SQLEnterpriseManager (or SQL 2005 Management Studio) to create the same SQL Server login
you created earlier on the Master BES Server BfEnterprise as the default database and System
Admin (sa) authority or the DBO role on the BFEnterprise and master databases.

For NT Authentication via Domain User/User Group, change the LogOn settings for the BES FillDB
service to the domain user or mieen of the user group created above, and restart the service

For SQL Authentication, add the following string values toRH®B registry keys and restart the BES
FillDB Service.

HKLM\SoftwardBigFix\Enterprise ServéFillDB:
ReplicatonUser = <login name>
ReplicationPassword = <password>

10. On thenewly-installedserver, run th&@ES Administration Tool and select th®eplication tabto see
thecurrent list of servers and their replicatjperiods Select the newly installed senfesm the pull-
down menuyand verify in the list below thatig successfullyconnected to the master servEnen
select the master server in the server dropdown, and verifig thiatperly conected to the new server
You may need to wait for the next replication period before both servers show a successful connection.
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NOTE: The initial replication could take several hours depending on the size of your database. Wait for the
replication to complete before taking any actions from a Console connected to the replica BES Server.

11. You canseea graph of the servers and their connectlonslicking theEdit Replication Graph
button. You can change tleennections between servers by simply dragging the connecting arrows
around.

Connecting the BES Console to a Different Server

When a BES Console is installed on a BES Server, you will have the option to connect to the local BES Server
via the bfenterpriseonnection and the Master BES Server via the EnterpriseServer connection, by default. All
standalone Consoles will only connect to the Master BES Server via the EnterpriseServer connection. To enable
standalone Consoles and the Master BES Server Consmarect to the new replica BES Server, a new ODBC
System DSN must be created:

1. FromControl Panel > Administrative Tools > Data Sources (ODBG)select the&System DSNab,
and clickAdd.

2. Select thesQL Serverdriver, and clickinish.
3.  Specify the followirg information

4. Onthe subsequent dialog, enbels_<servername> for tiName, and <servername> for tiserver,
where <servername> is the hostname of the new replica BES ServemN&ick

5. On the following dialog, specify NT Authentication or SQL Autheritaraas appropriate for your
deployment. If unsure, use SQL Authentication. Uncheck the box to Connect to SQL Server to obtain
default settings. ClicNext.

6. Check the top box and change the default database to BFEnterpriséNéXtcknd on the following
screen, clickEinish.

Now when the Console is started, the ddmpvn menu will offer you the choice betwenterpriseServeto

connect to the Master BES Serveryervername> (to connect to the new replica BES Server) and, on BES
Servers only, bfeterpise (to connect to the local BES Server).
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Running the BES Diagnostics Tool

Page30

The BES Diagnostic®ol verifies the proper functioning of the BES Sermemponents. It identifies components
that are incorrectly configured or ndmnctional and displays the results. To run the diagnostics, follow these

steps:

1. If you have just installedhe BES Servetthe BES DiagnosticEool shoutl already be running.
Otherwise, log on to the BES Server as an administrator and launch the prStaerm Programs >
BigFix Enterprise > BES Diagnostics Togl The program analyzes the server components and creates

a report.

2. For moe indepth information, click th&ull Interface button. The BES Diagnostaontrol panel is
displayed. This window has tabs corresponding to the categories of server diagnostics, including
ServicesandWeb Reports.

[ BESDiagnostics

Server I Sewices' wheb Heportsl About I

&

T
® O @ @& 0 @

&
o

@
o

-]

o
i

BES Root Server Running

IServer logged in a3: LocalSystem
Cliznt Register Plugin

Post Results Plugin
BESGathertdirror Plugin

BES G athertdirrort ev Plugin

BE StdirorRequest Plugin

Werifying that the BESGather service can reach the Internet (This might not pass
immediately after a fresh install).

“ernifying that 192.168.0.5 refers to this machine
Checking that this machine iz not a domain controller

Checking that this machine i mwinning either Windows Server 2000 or ‘Windows
Server 2003

Checking that this maching is running the BES Clignt
Checking that TCP/F ig enabled on SOL server

Test Failed: Checking that thiz machine is unning the BES Client
Reason: The service does not exist

Result

LL POO SO0 SC000C |©

X

Refresh | Cloze I

Note that if you have not yet installed the Client, a warning light will appear. It will register green as
soon as you install the Client.
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3. TheServicestab shows you if the database and gathering services are properly instaliedrang.

B BESDiagnostics |

Server Services IWeb Heportsl Lbout I

FillDB Service Installed
FilllB Service Running
GatherDB Service Installed
GatherDE Service Running

tirror Gather Service Installed

o &0 & o D
& O 0 & o @

QOO OO

Firrar Gather Service Runhing

Wiew Mirrar Gather Service Status |

Wiew Mirrar Download Status |

B out of & tests paszed

Refrezh | Cloze I
If a red light is glowing next to an item, it indicates a failure of that component. You must address the
stated problem before you can be sure that the BES Seffueictioning properly.

4. To find out more information, clickhe question mark button to the right of any item. These buttons link
to knowledgebase articles at the BigFix Support Site.

5. If all the buttons are glowing green, cliCtoseto exit the Diagnostic

NOTE: If the BES Server computer is a member of a domain, but you are logged in as a local user, the BES
Diagnostics Tool will sometimes improperly report that permissions are incorrect. If you see your
permissions tests are incorrectly failing, you can safely ignore the diagnostics warnings.
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Understanding the BES Server Components

The BES Serveis now successfully installedt will respond to messages and requests fraBES Relay
Clientand Consoleomputers using a variety of components. To better understand what the BES Server does,
here is a list of some of the components along wehaat description:

i Client Registration Component.When the BES Clieris installedon a new computer, it registers itself
with the client registration component of the BES Seaweithe BES Client is given a unique.lDthe
c o0 mp u t &ldrésschandes, the BES Client will automatically register the new IP address with the client
registration component.

1 Post Results Server ComponentVhen a BES Cliendetects that a Fixlet has become releyameports
to the Post Results server component using an HHOS8T operation. It identifies the relevant Fixlet
along with the registered IBf the BES Clientomputer.This information is passesh to the BES database
through the FillDB servicand then becomes viewable in the BES Congdé®, other state changes are
periodically reportedby the clients to the server directly or though BES Relay

i Gather Server Component.This component watches for changes in Fixlet content for all the Fixlst site
to which BES is subscribett.downloads these changiesthe BES Serveand makes them available to
the GatherDB Component

i FillDB Component. This componenpostsBES Clientresults into the database.

i GatherDB Component.This componengathers and storésxlet downloads from thinternetinto the
database.

9 Download Mirror Server Component.The DownloadMirror Server Component hosts Fixlet sitata
for the BES Relay and BES Cliens. This component functions as a simplifdownloadserver for
BigFix traffic.
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Installing the BES Console

The BES Consoltets the opetor monitor and fix problems on all managed computers across the network. It can
be installedbn any computer that can make a network connection via QiBid433to the BES ServeExcept

in testing @ evaluation environments,is not a good idea to run the BES Consmtethe BES Server computer

itself due to the performance and security implications of having the publisherddmntials on a computer that

is running a dtabase and/or web server.

To installthe BES Consoldollow these steps:

1. Runthe BES Installation GuidStart > Programs > BigFix Enterprise> BES Instdlation Guide).
Click the button labelethstall BES Components

2.  From the next screen, cli¢kstall BES Console

3.  After a welcome screen, yowill see the BES Consolieenseagreement. After reading the agreement,
click Yesto accept the terms and continue the installation.

4. From the Select Features dialog, you salect specific features tostall.

BigFix Enterprise Console - InstallShield Wizard |
Select Features -
Select the features zetup will install o B I G F I x.

Select the features you want ta ingtall, and deselect the features you do not want to ingtall.

Q¥ Frcoyom Fiies Description
i Desktop Shartout The pragram filez that are
Language Pack needed ba ik the BigFix

E nterprise Conzole.

24 70 MB of space required on the C drive
619202 ME of space available on the C drive
|stall=hield

< Back | Mewt » I Cancel I

Typically, however, you will accept the default. Clidlext.

5. The next screen prompts you for an installation location for the BES Combeleefault location is
C:\Program Files\BigFix Enterprise\BES Console To choose another destination, cl@fowseand
navigate to the desired location. Clidlkext to continue.

6. After the files are installectlick Finish to complete the installation. At this jpbj you can choose to
launch the BES Consqgler continue to the next section to install the BES lient

See théBES ConsoldUsers Guiddor more dedils on using th€onsoleprogram.
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Installing the BES Client s

The BES Clienshould be installedn every computer in your network that you wemadminister with BE$
including thoseeomputergunning the BES Servend the BES Consal@hat allows those computers to receive
important Fixlet messag€like security pathes configurationfilesor BES upgrades).

If you are running the BES Installgrou can selednstall BES Components> Install BES Clients > Install
Locally, which will installthe Clienton your local machine in the directory you specify.

Deploy BES Clients

The BES Client should be installed on every computer that

is going to be administered by the BigFix Enterprise Suite.
— You can install it using the BES Client Deployment Tool if

you have Active Directory available, or you can use other

methods to install the BES Clients (such as a Windows
logon script).

BROWSE INSTALL FOLDERS

If you wish to install the BES Client on this computer, click
the "Install Locally” button. If you wish to run the BES Client
Deployment Tool, click the "Install Remotely” button. If you
wish to install it manually on other computers, click the
"Browse Install Folders” button. copy the "Client” folder to
the intended computers, and run the "setup.exe” application
on them.

3\ - 3
EACK EXIT

There are several different techniques for installing the BES Client on remote corrpateding theBES
Client Deploy Tool, login scripts, thirebarty utilities and manual installation. Once the BES Cliargsnstalled
upgrades and other maintenance tasks can be automated with Fedagme

Using the BES Client Deploy Tool

On smaller networks (less than about 5,000 computers) connected to Active Directorpise®Ndry domans,

you can use the BES ClieDeployTool to installWindows BES ClientsFor larger networks, you may find it
easier to use other deploymeméthods. This is an easy way to roll out clients, but there are some requirements
and conditions:

9 You must have an Active Directory or NDirectory domain (there is also an option to depitog list of
computes if you have an administrator account on the computer).

9 The BES ClienDeployTool can only target computers running Windows, 12000, Server 2003, or XP.

91 The computerunning the BES Clierbeploy Tool must be connected to the domaint should not be
the domain controller itself
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i The Service Control Manager (SCM) and the Remote ProcedurgREB4ll) services must be running on
the target machines.

91 There must be no security poliop the computer that would prevent either a remote connection to the
SCM or the issuance of a Remote Procedural Call.

i The dnsName propertf every target computer in the Active Directory must be properly defined.

The ClientDeploy Tool is designed to make it easier to push the BES Glecamputers, but is not a full
featured enterpriselass software distribution tool. If you already have a software distribution tool, it is
recommended that you use the existing software distribution tool instead.

The BES ClienDeployTool startsby getting a list of computers from the Active Directory server and remotely
connecting to the computers (accessing 100 computers at a time) to see if the BEE:@ligais already
installedon each computer. If sd,reportsinstalled along with the status of the BES Client service such as
Running, Stopped etc. If itcannotdetermine the status due to a permissions problem or for any other reason, it
will report Status Unknown Otherwise it reportBlot Installed i unless itcannotcommunicate with the

computer at all, in which case it repokiet Responding

If the BES Clienis not yet installedthe tool provides interfaces that allow you to issue a Remoteéural Call
that accesses the shared installerianith the proper domain administratioredentialg runs it silently, with
no end user interaction. Harehow to use the tool:

1. The BES ClienDeploy Toolis created by the BES Installation Genera¥wu can launch the tool from
the BES InstallatioiGuide (click thenstall BES Components> Install BES Clients > Install
Remotelybutton) or launch it directly frortart > Programs >BigFix Enterprise > BES Client
Deploy.

2.  The resulting dialog offers three ways to deploy BES Clierg

9 Find computers using Active Directory. The BES ClienDeploytool contacts the Active
Directory server to get a list of all of the computers in the domain. It checks ethehooimputers
to see if the BES Clieri$ already installednd displays this information in a list.

9 Find computers using NT4.0 Domains All the computers in the domain are listed withatss
flag indicating whether the BES Clielnas been installeor not.

9 Find computers specified in a listBased on how your network resolves computer addresses, you
will need to provide a list of cqgater names, IBddressangesor hostnames. The list must have
onename / IP address range / hostnamger line. Using this option, the BES Cliddéploy Tool
will not attempt to discover any computers, but instead will attempt to idgtdtly to all the listed
computers.

3. Type in a username and password that has administrative access to the desired computers. In most cases
thisis a domain administrator account. If you are using the computer list option, you can specify a local
account on the remote computers (such as the local administrator account) that have administrative
privileges The rest of the clientagploymentprocess will use this username/password so if the account
does not have the appropriate access on the remote computers, you will receive errors that access is
denied.
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x
Please select one or more of the following computers ta install the
BES Client on, and then press Nest to continue.

Computer Name / I Domain l Status EI
BESINTERNAL bigfix Installed (Running) _]
BIGBIRD bigfix Installed [Running)
BLUEBIRD biafix Not Responding
BLUEJAY bigfix Not Responding
BUDDHA biafix Not Responding
BUTTER bigfix Installed [Running)
CAMUS bigfix Installed (Running)
CHANSEY bigfix Installed (Running)
HawWK biafix Mot Responding
HEPHAESTUS bigfix Installed (Running)
HERMES bigfix Not Responding
HERON bigfix Installed (Running) _'_I

1 computer selected)

Back I Next I Cancel |

4.  When the list of computers is displayed, staftd controiclick to select the computers you want to
administer with BES. CliclNext.

5.  You will see a list of the computers you have selected. The default options are usually sufficient, but
you may want to seleétdvanced Optionsto configurethe following installation parameters:

91 File Transfer: You can elect tpushthe files out to the remote server for installation or to have the
files pulled from the local computer. Unless there are security policies in place to prevent it, for
most cases pusiy the files to the remote computer works best.

9 Connection Method There are two ways to connect to the remote compuiisiag theService
Control Manager (SCM) is recommended, but you may also usddhk scheduér if the SCM
does notvork.

9 Installation Path: Specify a path for the Clignor accept the default (recommended).

91 Verification: Check this box to verify that the BES Cliesgrvice isunning after waiting for the
installation to finish, which will allow you to know if the installation completed successfully.

9 Custom Setting: Add a BES Custom Setting to each BES Clieployed, in the form of a Name /
Value pair.
6. To begin the installation, clicgtart.

7. When completed, a log of successes and failures is displ@ieply retrying can resolve some failures;
use advanced options if thdes notvork. For more information, segtip://support.bigfix.com/cgi

Installing the BES Client Manually

The BES Clientan always be installday manually running the BES Cliemstaller on each computer. This is a
quick and effective mechanism for installing the BES Client on a small number of computers.

1. Log on to the desired computer with administrator privileapescopy theBES InstalleraClient folder
from the BES installation computer to the local hard drive.

2. Orrunthe BES Installation Guidavailable aStart > Programs > BigFix Enterprise> BES
Installation Guide) and click the button markdsrowse Install Folders It opens thé8ESInstallers
folder and displays th€lient folder.
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3.  Onceyou havecopied the Clienfolder to the target computer, doudkick on setup.exefrom that
folder to launch the installer.

4.  After the welcome screen, you will be prompted for a location to itb@&oftware. You may accept
the default, orlick Browseto select a different location.

5.  After the files have been moved, cliboneto exit the installer. The BES Clieapplication is now
installedand it will automatically begin working in tHeackground.

6. Repeat this process on every computer in your network that you want to place under BES
administration

Installing the BES Client with MSI

You canuse theMicrosoft InstallelMSI) version of the BES Clieno interpret the package and perform the
installationautomatically. This MSI version of the client (BESClientMSI.msi) is stored in the
BESInstallers\ClientM Sl folder. You can run this program directly to install the client or you can call it with
arguments. Here are some sample commands, assuming that the MSI version of tieiCkieat
c:\BESInstallersClientMSI folder.

9 msiexec.exe /i c: \ BESInstallers  \ ClientMSI \ BESClientMSI.msi /gn
The\gn command performs a silent install

I msiexec.exe /i SBESInstallerfClientMSABESClientMSI.msiNSTALLDIR="c:\myclient'
This command will instalthe program to the given directory.

You can find the full list of installation options at the Microsoft site:
http://msdnmicrosoft.com/library/default.asp?url=/libraryfes/msi/setup/command_line_options.asp.

With the MSilversion of the client installer, yazan create &roup Policy Object (GPO) for BESClientMSI
deploymets. For more information on Group Policiege the Microsoft knowledge base article:
http://support.microsoft.com/kb/887405

Using Software Distribution Tools

If you have accesstoasefar e di stri buti on tool such as Microsoft
Novell 6s ,andaltheimdnded computers have the tool enabled, you can use the tool tadeploy
installation package for the BES Cliefihis is the most effective way to deploy to an enterprise because the
infrastructure and deployment procedure is already in place

Using Group Policies
It is possible, using Active Directory Group Policyjetis (GPO), to define a poliéggsisting that the BES Client
should be installedn every machine in a particular group (Organizational Unit, Domain, etc.). This policy is

applied eventime a user logs into the specified domain, making it a very effective way to dbplolfent if
GPO is enabled. Consult your Active Directory administrator for more details.
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Using Login Scripts

In an NTor AD domain, login scripts can be written that check for the presence of the BES \@lemt the
computer logs in and finds the BES Cliemsing, it can automatically access the BES Client installer from a
specfied locaion on a globafile share. The BigFix Support Sitelatp://support.bigfix.conhas a knowledge
base article with a sample login script (Keyworglssampldogin script) and instructions on how to use login
scripts to instalthe BES Client.

If your network will be adding new computers from titaetime, this approach can be very convenient, ensuring
that the BES Servavill discover and manage new machines automatically. However, in some networks using

Windows 2000 or XP, users must log in with administrator privilégethis technique to work.

These scripts pass arguments to the installer, whichoneated using InstallShidghdofessional, version 7. For
more information about command | ine options for
are some examples of command line switches for the BESt @lgtaller that can be used in a login script:

1 Toinstallthe BES Cliensilently while writing a log to the &:execute a DOSommand of the form:
setup .exels /f2 " C:\ besclientinstall.log "

i To change the default installation location, the appropriate form of the command is:
setup.exe/s fZ:\besclientinstall.log--InstallFolder 0 <1 ns*al | Pat h
Where<InstallPattr is the full windows path to the folder where the BES Cl#aiuld be installed

NOTE: The Windows user running setup.exe must have Administrative privileges on the computer and must be
able to write a log file to the same folder that
and a log file will not be created.

Embedding in a Common Build

If your organization employs a specific build image or common dpgrahvironment (COEon a CDor image
that is used to prepare new computers, you can include the BESitlieistbuild. To create the imagellow
these directions:

For Windows
1. Install the BES @ent on the computer to be imaged.

2. The BES Clienwill immediately attempt to connect to the BES SerWfet successfully connects to the
BES Server, it will be asgined aComputerlD. This ComputerID is unique to that particular computer,

so it shouldhot be part of a common build image. The next steps will delete this ID
3.  Open the Windows services dialog and stopBES Client service

4. Open the registryo HKLM \Software\BigFix\EnterpriseClient\GlobalOptions and delete the values
ComputerlD RegCount, and ReportSequenceiber.

5. The computer is now ready to be imaged with the BES (likatBES Clientvill start again when the
computer is restarted).

NOTE: if the BES Client is started before the image is completed, the BES Client will re-register itself and the
registry values will need to be removed again (steps 3 and 4).
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For Macintosh and Linux

1. Letthe client register

2. Stop theBES Client in the approved way, usisgdo systemstarter stop BESClient

3. If they exist, emoveRegCount ReportSequenceNumberandComputerID from the client
preferencesolder: /Library/Preferencdsom.bigfix.besagent.plist. (On Linux systems edit the .config
file in this location).

4. Delete the BESDatafolder. Thedefaultlocationis \Library \Application Support\BigFix\BES
Agent.

Using Email

You can send users amgail containing a URL and asking them to use it to in&IBES Clientvhen they log

in to the network. This is an effective technique for Win9x computers since there are no limitations on user rights
on those platforms. However, where administrative rights are enforced, this method requires users to log in with
administrator privileges

Enabling Encryption on BES Clients

Once installed, you can set up your BES Clients to encrypt all outggpogtsto protect data such as credit card
numberspasswords and otheensitiveinformation.

NOTE: You must have encryption enabled for your BigFix deployment before enabling it for your Clients. In
particular, for the required option, your clients will go silent if you enable them without first setting up your
deployment.

To enable encryptiarfollow these steps:

1.

2
3.
4

Click theComputerstab and select the computer or set of computers you wish to use encryption.
From the rightclick context menu, sele&dit Computer Settings
From theEdit Settingsdialog, clickAdd.

In theAdd Custom Settingdialog, enter the setting name &ESClient Report_Encryption (note the
double underline starting the namé&here arghreepossible values for this setting:

1 required: causes th8ES Qient to alwaysencrypt In the event that there is no encryption certificate
available in the masthead or if ttewgetcomputer (BES Relay or Server) cannot acceptygtion,
the BES Client will not send reports.

optional: the BES dent encrypts if itis able otherwisdt sendsts reports in cleatext.

none: No encryption will be done, even if an encryptiontifieate is presentThis allows you to turn
off encryption after you enable it.

Click OK to accept the value ar@K again to complete the setting. You will need to enter your private
key password to deploy the setting action.

© 2008by BigFix, Inc.



BES Administrator'sGuide Page40
Installing the BigFix Components

Running the BES Administra tion Tool

The Installer automatically creates the BES Administration Tool (also called BES Admin), when it installs the
other components of the Console program. This program operates independently of the BES Console and is
intended for Administrative Opei@s only. You can find it from the Start mer&tart > All Programs > BigFix
Enterprise > BES Administration Tool. To run the program, you must first browse to sigingkey

(license.pvk):

Site Admin Private Key x|

In order to run BESAdmin, wou need to specify the location of the
site level signing key for the database you would like bo administer.

Sike Signing Key (license. puk)

i Documents and Settings) administratorh] Browse |
Cancel |

Note that you can also change your administrative passwaragihithis interface. Once you have selected the
signing license, click OK to continue. You will need to supply your private key passwprdceed

Change Passwaord, .

User Management

If this is the first time you have run the prograhe Administration TooWill provide you with a blank slate of
users. ClickAdd Userto include new BES OperatorBhis is where you will return when you want to add,
remove or edit the management rights of your users.

B BES Admin x|

User Management |Masthead Management I Systemn Cpkions I Advanced Options I Replication I Encryption I

Mame = | Type | Custom Ca... | Unmanage. .. | Ernail Address | Cietails
ahe Cperakor Enabled Show Bl abe@bigcarp, com
joe Adminiskra,..  Enabled Show Al joe@bigcarp, com Remaone ser |
jon Cperakor Enabled Showe Mone jon@bigcarp,com
moe Administra... Enabled Showa all moe@bigcorp.com Edit: ser |
sal Cperakor Dizabled Show Mane sal@bigeorp. com
sLe Administra... Disabled Shows &l suei@bigcarp, com Repair LIset |
kom Cperakor Enabled By Scan Paoink  tom@bigoorp, com
< | *

Ik Cancel | Apply |

&

You can find out more about how to assigh management rights in thensé@t@iAdding BES Console
Operators, page47.
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Masthead Management
Click thesecondab to view theMasthead Managementialog.

B BES Admin x|

User Management  Masthead Management ISystem Crpticns I fdvanced Options I Replication | Encryption I

Edit Masthead Click. here ta change your Action Site Masthead parameters,

Export Masthead | Click here to save the Action Sike Masthead in wour database ko disk.

ERequest Masthead Click. here ko request a new Action Site Masthead From BigFix, Inc,

. Click here to activate a new Action Site Masthead using a site certificate
Activate Masthead | hich wou have received From BigFix, Inc.

Ik Zancel apply |

&

I f you donét yet have a tm8ESComsaedthisdimlbg povismiinserfacestayui r e d
request and subsequently activate a new masthead. If you have an existing masthead, you can edit it to change
ports, gathering intervals and locking. For more information on managing your masthehd,sssion named

Editing the Masthead, page71. You can also export your masthead, which can be useful if you wexietod

your BES network to other servers.
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System Options

The third tab opens tHgystem Optionsdialog. Tte first option sets a baseline minimum for refresh intervals.
This refers to the Fixlet list refresh period specified in the Preferences dialog of the BES Console. The default
period is 15 seconds, but if you feel that your network can handle the bandwidttan lower this number to

make the Console more responsive. Conversely, if your network is strained, you may want to increase this
minimum.

B BES Admin x|

User Management I Masthead Management  Sstem Options | Advanced Options I Replication | Encryphion I

Minirmum Refresh Interwval
Console operators will not be allowed to set their automatic refresh
I 15 seconds interval ko less than this value, Increasing this number will reduce the
database lnad created by automatic console refreshes.,

—Default Fixlet Yisibility

% Fixlets, Tasks, and Analyses gathered From external sites are globally visible by default,

Fixlets, Tasks, and Analyses gathered From external sites are globally hidden by defaulk,
™ They will not be accessible ko non-master operatars unkil & masker operator marks them
as globally visible,

— Client UI Icon

Click here ta seleck an icon file to be displayved when Client LT is
&dd Icon
presented to the user,

Remove Ieon | Click here to clear wour current icon selection,

(04 Cancel Apply

4

This dialog also lets you set the default visibility of external sites. These are, by default, globd#ytwialb
Console operators. To give you extra control, you can set the visibility to hidden, and then adjust them
individually through the Console. You must be an administrator or a master operatiketdhese hidden sites
become visible.

This dialog ato lets you add your own logo to any content that is presented to the user through the BES Client.
Branding can be important to reassure your users that the information has corporate approval.
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The fourth tab opens thdvanced Optionsdialog. This dialog lists any global settings that apply to your
particular BES installation.

b BES Admin x|
Lser Management I Masthead Management I Syskem Options  Advanced Options | Replication | Encryption I
Advanced opkions are special name)value pairs that allow vou o custamize the behavior of your BES

deployment. Most deplovments will nok need ko set any advanced options. IF any advanced options are
necessaty for your deplovment, your BES Support Technician will advise wou of the necessary walues,

Mame | Yalue | Add |

enable\wakeOnLAMN false

usePre70CientZompatibleMIME False Edlit |
Delete |

0, I Cancel Gpply
i

These options are name/value pairs, and are typically supplied by your BES Support Tedmmmaxample,
if you are subscribed to the Power Management siepbthese optionwould allow youto enable the
WakeOnLAN functionality

Replication

The fifth tab opens thBeplication dialog. This dialog helps you to visualize your replication servers. For more
information, see the section titlddhnaging Replication (DSA), pages9.

Encryption

The final tab opens thencryption dialog. This dialog allows you to generate a new encryption key or to disable
encryption altogether. For more information, see the section kitiethging Client Encryption, page69.
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Understanding Operator Rights

BES Consolaisers, also known as publishersoperators, can be in charge of flexibly defined groups of
computers with varying degrees of freedom. As the Site Administraiarare in charge of each operator's
domain and the specific rights they have over that domain. You can manage your team of opdrators an
administrators by using tHBES Administration Tool. This program is usually found in the start menu, under
Programs > BigFix Enterprise> BES Administration Tool.

There are thee basic classes of users: Site AdministeatiulasteilOperatos and ordinaryNor-Master)
Operators. They each have different responsibilities and restrictions, described below.

Site Administrator s

As a Site Administratgryou are the caretaker of the diéwel key Thisis a special key anshould only be used
for sitellevel tasks, and never for BES Consoperations. Foday-to-day operatiog, you must create Baster
Operatorkey. Only use your Site Administrator key when performinglieyel management tasks, including the
following:

1 Creating/Modifying/Deleting Userswith the BES Administratioool.

9 Seting globalsystem optionicludingthe Minimum Refresh Interval , Default Fixlet Visibility , and
the Client Ul Icon with theBES Administration Tool

i Editing Mastheads

9 Initializing Action Sites Although this is typically dom by the Site Administratpa Master Operataran
also create an Action site

9 AdministeringDistributed Server Architecture (DSA) configurationsThis includes setting the
replicationrate and the linkage between Replication Servers

Master Operator s

Master Operatar can perform all of the functions of ordinary operatorgddition, they caalso:

1 Edit the management rightssettingsfor other operators. This allows you to divide up the computers on
your network among various operators so they saeha smaller subset of client computers.

i Create nevcomputer settings whichmonitor andcontrol BES Clienbehavior and hold various labeled
values for filteringFor more information, sewtp://suppot.bigfix.com/bes/misc/besconfigsettings.html

91 Create or ediglobal retrieved properties, which are used to filteand sort computers and can be used to
create reports.

9 View all unmanaged assets
9 Change th®ES Client heartbeat, to optimize BES performance.

9 Subscribeor unsubscribefrom Fixlet sites.
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9 Create neweustom Fixlesites.

Desigrate operators to be custom site ovenerritersand readers.

= =

Globally hide or unhide Fixlet message

=2

Audit all actions taken itheBES Console

=2

Manage External Fixlet Site subscriptions

Operator s

Ordinary operatorsanperform various management functionscomputers under their contrdépending onhe
management rights that are delegated to them by master opeFatyan:

9 DeployActions.

i Createcustom content including Fixlet message TasksBaselinesand AnalysesThe Site
Administratorcan grant or revok#his right from the BES Administration Taol

i Change or deleteomputer settings whichmonitor andcontrol BES Clienbehavor andhold various
labeled values that can be used for sorting and filtering

i View unmanaged assetaccording to each Operafos scope (as defined by Scz:
Administratorcan grant or revok#his right from the BES Administration Taol

i Be custom site owners, writers, and readers if granted the privilege by Master Gperator

Operators and Analyses

Operators have various rights and restrictions when it comes to acti@atrdgactivatingnalyses:

i Ordinary operatorsannotdeactivatean analysis activated lmgher operatorsn computershey
administer

1 Master Operatarcannotdirectly activatecustom analyses authored dnglinary operators. They can,
however, make a copy of an analysis and activate the copy.
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This chart summarizsthe privilegesand abilities oboth typesf ConsoleOperator

User Privileges

Initialize Action Site

Manage Fixlet Sites

Change BES Client heartbeats
Create Fixlets

Create Tasks

Create Analyses

Create Baselines

Create Groups
Activate/Deactivate Analyses
Take Fixlet/Task/Baseline Action
Take Custom Action

Stop/Start Actions

Manage Administrative Rights
Manage Global Retrieved Properties
View Fixlets

View Tasks

View Analyses

View Computers

View Baselines

View Computer Groups

View Unmanaged Assets

View Actions

Make Comments

View Comments

Globally Hide/Unhide

Locally Hide/Unhide

Use Wizards

Remove computer from database
Create Manual Computer Groups
Delete Manual Computer Groups

Create Automatic Computer Groups

Delete Automatic Computer Groups
Create Custom Site
Modify Custom Site Owners

Modify Custom Site Readers/Writers

Master Operator

Yes

Yes

Yes
Requires Custom Authoring
Requires Custom Authoring
Requires Custom Authoring
Requires Custom Authoring

Yes

All

All
Requires Custom Authoring

All

Yes

Yes

All

All

All

All

All

All
Administered by BES Admin

All

All

All

Yes

Yes
Requires Custom Authoring

All

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Operator

No
No
No
Requires Custom Authoring
Requires Cust om Authoring
Requires Custom Authoring
Requires Custom Authoring
Manual Groups Only
Administered
Administered
Requires Custom Authoring
Administered
No
No
Administered
Administered
Administered
Administered
Administered
Administered
Administered by BES Admin
Administered
Administered
Administered
No
Yes
Requires Custom Authoring
Administered
Yes
No
Requires Custom Authoring

Requires Custom Authoring and
Administered

No
No

Site Owners

Administered: The operator must own or have permissions
Requires Custom Authoring Granted by the Site Administratthrough BES Admin
Administered by BES Admin: Granted by the Site Administrattirough BES Admin
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Adding BES Console Operators

As the BES Site Administratpyou must cret@ accounts for each new BES Consaerator, allowing them to
view the database using the BES Consbte security purposes, a passwprdtected public/private keg also
generated sthe new operator can properly create and sign actions. To add a new operator, use the BES

AdministrationTool.

1.

When you instalthe BES Servethe BES Adnn Tool is automatically run so you can add new
operators. However, you may add operators at any time by laur8tainig> Programs > BigFix

Enterprise > BES Administration Tool.

If not already displayed, browse to yaite signing key(licensepvk) and select it. ClicloK .

Click theUser Managementtab. ClickAdd Userto start adding new BES Consalperators with
publishing credentials. For each operator/publisher you add, you will fill out dataAathBublisher

dialog:
Add User ]|
Uzername: Ihesuser
Ermnail Ibeuser@bigfix.cum
Pazzword: I “““““““

xxxxxxx

Yerfy pazzword: I

Ky size: IED#E bitz j

Give this user the ability to adminizter management
3 rightz.

¥ Give this user the ability to create cuztom content.

— nmanaged Azzets

Only show thiz uger unmanaged azsets
" whose 'Scan Point' iz a computer this user
adrninizters.

% S how this user all unmanaged assetz.

' Do not show this user any unmanaged assets.

k. I Cancel

Enter theUsernameandEmail address of the person you want to designate as a publisher, or operator.
Start with yourself, making sure you grant yourself management rights.

Create @asswordand retype it for confirmation. Once you hand the k@yex to your operators, they

can change their passwords if they wish.

Enter aPrivate Key Length from the pultfdown menu, or accept the default.

Check the first box if you want this operator@minister management rights making them a Master
Operator As the BES administrator, you should check this box when you add yourself to the user list.
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8. Check the second box if you want this operator to betaldleeate custom contentsuch as custom
Fixlet message Tasks and BaselineBhe availability of this feature depends on the licegraated you
by BigFix, Inc.

WARNING ! Cugom actions grant the user the ability to create and depisipmactions across the
entire network with just a few mouse clicks. Use good judgment when granting these rights to operators.

9. At this point, you can also grant rights to viemmanaged assetsyou can grant albr-none access, or
limit users to their personal Scan Point scope. Make note of this operator and password in a safe place
and then cliclOK.

10. A dialog will appear prompting you to choose a location in which to create &otdmw that will
contain the operatorés credentials. You wil!/ ne
new fol der, whi ch wi || def aul t t o t Hoeadditipmalr at or 6
security. You willhand this folder, along with the password, to the designated BES Copsoégor.

11. BES will ask you for th&ite Admin Private Key Password(this is the password you created when
you first installedBES) to authenticatgou as the BES Site Administratdrype it in and clickOK.
Note that yu will have opportunities tar to change this password.

12. Repeat this process for each operator you wish to auttawiaedBES Consolgperator. These operators
will then have a personal folder that acts as theirttalie BES Cosole They should take care to
protect the diskontaining this folder, which holds the following files:

9 publisher.pvk: the private keyreated for each authorized operator/publisher. As with théokey
the front door, the operator must understand the responsibility of caring for this file.

9 publisher.crt: the signed certificate authorizimgich operator/publisher to issue actiditss file is
also stored in the database.

13. Onceyou havegranted publishing rights to all your designated BES Corogmeators, cliclAPPLY
and provide your site level password again

14. The BES AdministratioT ool must propagatthe action sité with the new operator informatidn
throughout your network. Clickesto send the updated user information to all the BES Gliétany
time, you can add new awttized operators by running the BES Administration Tool again.

Notes on Operators.

9 You should propagatiie action site whenever you change any operator information, especially when you
revokeoperators.

9 If two operatos were created prior to BES Versi@rOwith the same email address, their signing
certificates may conflict with each other and télf not be able to use the custom site functionality until
one of them is deleted and reissudch users will be higighted in red in BES Admii clicking on
repair will pop up a message box explaining the problem.

T A user 6s st artMaster Gpseratd® peentagehtlp associated with the usernamecandot
be changed.

I Tobe on the safe side, Site Administraterould be wise tareate users with a default password and
store a backup copy of the console kias with those default password€onsoleoperatos who forget
their passwordcan be provided with the saved copy
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Configuring the BES Components

Now that the BES components have been instajled can configurgour system for greater efficiency ar t
support larger or nestandard deploymest

The picture below represents a large and fairly complex deployh&S. Study the picture to understand how
the system communicates. In particular, notice thabfalimation flows into the BES Servar the HQ/Data
Center, that there are multiple levels of BES Relayd that all communications flow through the relay chain
back to the server.

BES Architecture:
Relay Hierarchy

Internet 2
BigFix Fixlet Server

HQ Data Large Regional Office

Center
BES Clients
e || R

i Server f&@

BES
Console(s)
Top-level
BES

Relay

BES Relay(s)

Small Office

BES
Relay

BES Clients
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Using BES Relay s

BES Relays can significantly improve the performance of your BES installation. BES Relays are designed to
lighten both upstream and downstream burdens on the BES SRatker than communicating directly with a
BES Server, BES Cliemtcan instead be instructed to communicate with designated BES Relays, considerably
reducing both server load and client/server network traffic. BES Relays work by:

1 Relieving Downstream Traffic. The BES ®rverhas many duties, one of the most taxing of which is
distributing files, such as patches or software packages, and Fixlet nselsstgeBES Cliest BES
Relays can be saip to ease this burden, so that the BES Server does not need to distribute the same file
to every BES Clientinstead, the file is sent once to the BES Reldyich in turn distributes it to the BES
Clients. In his model, the BES Client connects directly to the BES Relay and does not need to connect to
the BES Server.

i Reducing Upstream Traffic.n the upstream direction, BES Retayan compresand package data
(including FiXet relevance, action status and retrieved propégfiies) the BES Clierstfor even greater
efficiencies.

i Reducing Congestioron Low-Bandwidth Connections.If you havea BES Servecommunicating with
computers in a remote office over a slow connection, designate one of those computers as a BES Relay
Then, instead of sending patches over the slow connection to everglRESndependently, the BES
Server only sends a single copy to the BES Rg@lalyneeds it). That BES Relay, in turn, distributes the
file to the other computers in the remote office over its own fadt.L s effectively removes the slow
connection bottleneck for remote groups on your network.

i Reducingthe Load on the BES ServerThe BES Server has many duties including handling
connectiongrom BES Clents and BES Relay At any given instant, the BES Server is limited in how
many connections it can effectively service. BES Relays, however, can muftgrle BES Clientand
upload thecompressed results to the BES Server. BES Relays also distribute downloads to individual
BES Clients, further reducing the workload of the BES Server and allowing BES to operate faster and
more efficiently.

BES Relays are an absolute reqirement for any network with slow links or more than a few thousand BES
Clients. Even with only a few hundred BES ClienBES Relays are recommended: they make downloads faster
by distributing the load to several compsteaither than being constricted by the physical bandwidth of the BES
Server

BES is quite powerful; it is easy to deplag action causing hundreds of thousands of BES Glierdownload
very large fies all at once. Windows XP SP2 alone is more than 200MB and it is not uncommon to distribute
software packages that are gigabytes in size. Without BES S}elagn network pipes as fast as T1 (or faster)
lines can be overwhelmed by mani 8 Clientgequesting large, simultaneous file downloads.

Establishing the appropriate BES Re#dgucture is one of the most important aspects of deploying BES to a large
network. When BES Reya are fully deployed, an action with a large download can be quickly and easily be sent
out to tens of thousands of computers with minimal Wissdge.

In an effort to ease deploymdmirdens and reduce the total cost of ownerehiBES, the BES Relayare

designed to run on shared servers such as file/print servers, domain controllers, SMS servers, AV distribution
servers, etc. As a consequence, a typical BES installation will have less than 1% of its neliagsan dedicated
computers.
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For the most part, the BES Relages minimal resources and should not havetigeablempact on the
performance of the computer runningsee the section below for BES Relay requirem)eiiitse BES Cliergcan
be set to automatically find their closest BES Relay. These features allsigriiicantsavings in both hardware
and administrative overhead.

NOTE: If the connection between a BES Relay and BES Server is unusually slow, it may be beneficial to connect
the BES Relay directly to the Internet for downloads. More information about BES Relays can be found by
visiting http://support.bigfix.com/cai, or by talking to your BigFix sales engineer or support technician.

BES Relay requirements

A BES Relaytakes over most of the download duties of the BES Sefveveral BES Cliestsimultaneously
request files, the BES Relayay consume a fair amount of bandwidth to serve them up. Generally, however, the
duties of the BES Relay are not too demanding. When many actions are being deployed at oaoe, d$}J

usage can spike, but typicallgrfonly a short duratiorl.he primary resource constraint for the BES Relay will be
disk space.

The requirement®r a BES Relagxomputer vary widely depending on a number of factors. Biereome
requirements for the BES Relays:

i The BES Relaynust have a twavay TCPconnection to its parent (which can be a BES Seswanother
BES Relay.

i The BES Relagan be installedn an ordinary workstation, but if many BES Clesimultaneously
download files, it may slow the computer down. Also, for the BES Relayork poperly, the computer
must be powered on sworkstations that are commonly powered off are poor choices for BES Relays

11 Workgroup file servers, print servers, SMS servers, AntiVéersers, domain controllers, test servers,
and other seer-quality computers that are always turned on are good candidates for installing a BES
Relay BES Relays were designed to be instatiedin existing shared server to reduce the total hardware
cost of deploying BES. Most companies already have partially utilized servers in the appropriate places
throughout their networks. Fortunately, should you need to purchase a new computer for the task, the
BES Relayrequirementsre low. An inexpensive workstatiartass computer or bottowf-theline server
should suffice.

i BES Relag must be installedn Windows NTSP6a, Windows 2000, XP, Server 2@83/Vindows Vista
computers.

9 Due to the fact that older versions of InterB&plorer used outdated network libraries, the computers
running the BES Relaymust have at least Internet Explorer 4.0 or above to work properly.

9 More informaton about BES Relasequirementgan be found dittp://support.bigfix.com/cgi

i The BES Relagache size is configurable but is set to 1GB by deftustrecommended that you have
at least 2 GB available for the BES Retache to prevertard drive bottlenecks
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Designating a BES Relay

To set up a BES Relayou need to designatéindows NT, Windows 2000, Server 2003r Windows XP
computer that is running a BES Clid¢atact as the BES Relayhe BES Gentson your network will detect the
new Relays and automatically connect to them. To create a BES Relay, use the BES @odollew these

steps:

1. Inthe BES Consolelick theTaskstab to bring up a tree/list of all Tasks.

2. Find the Task with the titlnstall BES Relay (it may include a version number after. ithis Task will
be relevants bng as there is at least one BES Clibiat meets the requiremerits the BES Relay

- Tazk: Install BES Relay 14510 Applicable Computers
BES Suppart 0 Open Actionz

Diescription | Detailsl Applicable I:l:umputersl Action Histl:ur_I,II

Install BES Relay -

This task will install the BES Relay on the selected computers, For more
information on BES Relays, please visit the following support web pages:

e BES Relay FAD - Information on using BES Relays to reduce
bandwidth on slow YWak links, increase scalability, and increase
performance.

s BES Pelay Health - Information on best practices for setting up and
maintaining BES Relays.

Mote: Windows NT 4.0 SP6a has recently been added to the list of
supported OSes for BES Relays by popular request,

® Click here to install the BES Relay to the default location,
® Click here to be prompted for a path where the BES Relay will be installed. .

® Click here to install the BES Relay on the drive with the most free space.
4| | _’lJ

3. Choose your deploymenption by choosing one of the actions in the Task. dautarget single or
multiple computers with this action.
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Automatically Discovering Relays

Onceyou haveset up your BES Relayyou arealmost done. If they are configured to perform automatic relay
selection, the BES Cliesiwill automatically find the relay that is the fewest hops away and point to that
computer instead of the server. This is the recommended technique, since it dynamically balances your system
with minimal administrative overhead. To make sure YRS Clientsare set up to automatically discover relays:

1.
2.

4.
5.
6.

Start up the BES Consaoémd click theComputerstab to bring up a filtelist of BES Cliens.

Shift- and ctriclick to select the set of computers you want to automatically detect BESRetags
ctrl-A to select the entire set of BES Clignt

Right-click on this highlighted set and chodsdit Computer Settingsfrom the popup menu.
Depending on whether you selected one or more computers, the dialog boxes are slightly different.
Typically, you will have selected all the BES Cligimt your network, so you will see the multiple
select dialog.

Check the box markeBES RelaySelection Method

Click the button markedutomatically Locate Best BES Relay

Click OK.

Defaulting to Automatic Relay = Discovery

As you instalBES Cliens, you may want them to automatically discover the closest BES Bgldgfault.Here
is how to set this up:

o0k wbdE

From theEdit Computer Settingsdialog (see above), select tharget tab.
Click the button labeledll computers with the propertyé

In the window below, sele&ll Computers.

Select theConstraints tab.

Uncheck theexpires On box.

Click OK.

Now as new BES Clientare installedthey will automatically fidd and connect to the closest BES Reléiout
any further action.
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Notes about Automatic Relay Discovery

The BES Clierg use a sophisticated algorithm to figorg which BES Relajs the closest on the network. The
algorithm uses small ICMP packets with varying TTLsliscover and assighe most optimal relayf multiple
optimal relays are found, the algorittaatanatically balanceghe loadIf arelay goes dowrthe Clientswill

perform an autdailover. This represents a major improvement over manually specifying and optimizing relays.
However, there are a few important notes about automédig selection:

i ICMP must be open between the BES Cliamdl the BES Relay If the BES Clientannot send ICMP
messages to the BES Relays, it will be unable to find the optimal BES (Rethis case itvould use the
failoverrelay if specified or pick a random relay).

9 Sometimes fewer network hops are agjoodindication of higher bandwidth. In these cases, BES Relay
Auto-selectionrmay not work properlyFor instance, a datacenteay havea BES Relayn the same
high-speed_AN as the BES Cliest but a BES Relay iaremote office with a slow WANInk is fewer
hops away. Ira casdike this, you shalld manually assign the BES Cliemntsthe appropriate optimal
BES Relays.

9 BES Relag will use the DN$iame that the operating system reports. This name must be resolvable by
all BES Cliens otherwise they will not find the BES Relajhis DNS name can be overridden with an IP
address or different name using a Task in the BES Support site.

9 BES Cliens canreportthe distace to theicorrespondingelays. This information is valuable and should
be monitoredor changesComputers that abruptly go from one hop to five, for instance,intbgate a
problem withtheirrelays.

91 More information about BES Relayautomatic relay selection, and troubleshooting BES Redags
can be found &i

Using Relay Affiliation

BES 7.0 introduces a new feature called By Affiliation that is intended to provide a more sophisticated
control system for automatic relay selection. The feature is very flexible and may be used in many different ways
but the primary use case is ttoa the BES infrastructure to be segmented into separate logical groups. A set of
BES Clients and BES Relays can be put into the same affiliation group such that the BES Clients will only
attempt to select the BES Relays in their affiliation grdups feature is built on top of automatic relay selection

and you should understandatiprocesgsee the previous sectiopjior to implementing BES Relaffiliation.

BESRelay Affiliation only applies to the automatic relay selection process. The manuasestayion process
(see next section$ unaffected even if computers are put into By Affiliation groups.

Creating BES Client Affiliation Groups
BES Clients are assigned to one or mieegay Affiliation groups through th8ES Client setting
_BESCIlent_Register_Affiliation_SeekList

This BES Client setting should be set to a seatdn (;) delimited list of relay affiliation groups.
Example: AsiaPacific;Americas;DMZ
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Creating BES Relay and Server Affiliation Groups

BES Relays and BES Servers can $signed to one or mo#ffiliation groups through th8ES Client setting
_BESRelay_Register_Affiliation_AdvertisementList

This BES Client setting should also be set to a sman (;) delimited list of relay affiliation groups.
Example: AsiaPacific,DMZ;*

NOTE: BES Relays and BES Servers are not required to have a SeekList setting. The SeekList is only used by
the BES Client.

BES Relay Affiliation List Information

There are no prdefined relay affiliation group namegou are free to pick group namestthee logical to your
deployment of BESThere are some naming rules you should observe:

9 Do not use special charactdrs n ¢ | u evien gickirig names
9 Group names are not case sensitive
i Leading andrailing whitespaces are ignored in comparisons
The orcering ofRelay Affiliation groups is important for the BES Client. Tasterisk (*)hasa special meaning

in aRelay Affiliation list: it represents the set of unaffiliated computers. Unaffiliated computers are BES Clients
or BES Relays which do not haveyarelay affiliation group assignments or havedkteriskgroup listing.

For more information on BES Relay Affiliation, see the article at the BigFix website:
http://support.mfix.com/bes/install/besrelayaffiliation.html

Manually Selecting Relays

You may have a reason to manually specify exactly which BES €8botild connect to which BES Relagou
can do that toddere ishow:

1. Start up the BES Consaénd click theComputerstab to bring up a filtelist of BES Cliens.
2. Shift- and ctriclick to select the setf computers you want to attach to a particular BES Relay

3. Rightclick on this highlighted set and chodsdit Computer Settingsfrom the popup menu. As with
creating the relagy/(above), the dialog boxes are slightly different if you have selected one or multiple
computers.

4. Check the box labele@rimary BES Relay and therselect a computer name from the ddgovn list of
available BES Relagervers.

5. Similarly, you can assign@econdary BES Relaywhich will be the backup whenever the Primary
RelayServer is unavailable for any reason.

6. Click theOK button
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Viewing BES Relay Selections

To see which BES Cliestire selecting which BES Rekyclick on the Computers tab in the BES Consolg

look under theRelay columns (these columns may be hidden; if so you will need to-clghton the column

headings and make sure the Relay columns are checked). The BES Relay columns show information including the
BES Relay method, service and computer.

By default, the BES Clieatwill attempt to find the closest BES Rel@hyased on the fewest number of network
hops) every six hours. Momeformation on BES Relays can be founch&b://support.bigfix.com/cgi

Monitoring BES Relay Health

BES allows you to monitoyour BES ClienRelaysetups to ensure they are working optimally. Before deploying
a large patchyou may want to check the status of your BES Relayguaratee a smooth rollout

Here are some suggestions for monitoring your BES Ridployment

91 Click on theAnalysestab and, from the BES Support site, actiiheeBES RelayStatus This Analysis
contains a number of propertigmt will give you a detailed view of the BES Relaalth.

11 Click on theResultstab for the analysis to monittie Distance to BES Relayropertyin theBES
Relay Status Analysis to get a sense of whatriormal in your network. If your topology suddenly
changes, or you notice that some of your BESrBiare using extra hops to get to the server, it could
indicate the failure of a BES Relay.

91 Try to minimize the number of BES Cliereporting directly to the BES Serveecause it is generally
less efficient than using BES Retayfou can see which computers are reporting to which BES Relays by
studying this Analysis.

91 Checkhttp://support.bigfix.com/cgdr consult with your support technician for more information.
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Optimizing the BES Server (s)

BES is designed to operate efficiently, with minimal impact on network resources. However, there may be
installations that stretch the recommended configurations, where there just seem to be too many BES Client
the allotted server power. The best solution is to buy another server, but short of that, you may heaatibe to
some preferences to get better performance. Most of these optimizations involveddf tbed@een throughput

and responsivenesso proceed with caution. Your BigFix support technician has more infornadtart which
modifications might be best for your particular deployment

Here are some possible optimizatiechniques:

i DeployBES Relag to reduce the load on the server. This is byhfa most effective way to increase the
performance and responsivenes8ES. Generally, the more BES Relays, the better the performance (as
a rule of thumb, one BES Rel&yr 5001000 BES Cliergtis a good choice, although it can be much
higher for a dedicated computer).

9 Slow down theBES Client heartbeatfrom File > Preferences This decreases the frequerudy
messages that are regularly dispatched by the BES Glienpsiate their retrieved propertié®educing
this frequency will reduce the amount of network traffic generated, but also decreases the timeliness of
the retrieved properties. However, regardless of the heartbeat salim@ES Clients always send up
their latest information whenever they receive a refreshfpimg the BES Servesr when they notice
that a Fixlet is relevant

9 Slow down theFixlet List Refreshratefrom File > Preferences This decreases the update frequeiocy
the information diplayed in the BES Consoli there are many BES Consoles simultaneously connected
or the database is very large, reducing this frequency can substantially reduce the load on the BES Server
If multiple BES Consol®perators are going to be simultaneously using the BES Console, you should set
the refresh rate to be something higher than the d€fdikecondso reduce the load on the BES
databaseConsider changing it to 6020seconds or more if there areanyBES Console operators. The
BES Admin tool on the BES Server will allow you to set a globaimum refresh rate.

If you areusing SQLServer 2000 for the BES databageur chtabase administrator may be able to help you with
the following optimizations:

i Change the SQBerver 2000 RecoveModel for the BFEnterprise databaseSimple rather tharfull
which is the SQL Server 2000fdealt (MSDE2000 defaults to Simple).

1 Reduce the percentage of memory allocated to S€ker 2000 from 100% to 85%, to ensure that the
web server and operating system are not starved for memory.

More performance recommendations &ee found abttp://support.bigfix.com/cgi
bin/redir.pl?page=besperformanamdhttp://support.bigfix.confdes/install/serverreq71.html
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Optimizing the BES Console(s)

To be responsive, the BES Console requieasonabl€PU power, memory and cache space. If you have a BES
Console that is taking a long time to load or that is performirgpgly, there are several technigyes can
use tospeed it up:

9 Make sure you havesufficient memory. The BES Consolbenefitsgreatlyfrom capaciousnemoryto
speed upheviewing, filtering and sortingf content Fixlet messages, Tasks, Actions, etif.your
computerdoes notiave enough physical memory, the BES Consolerwilhoticeably slower. You can
checkmemory usage from the Task Manager (Shift-ESC) Select thé*erformance taland refer to
the Physical Memory sectioti the available ramory is less than 10% tifetotal memory, you are
running lav on RAM andcan benefit from addinmore.

9 Use highspeed network connectiongetween youBES Consoleand Servers, preferabiyith LAN
connection®f at least 100 MBPS he BES Database can sieeable for a large network, saning the
BES Console from a computer with a slow connectihoften result invery long loadtimes.

1 Use remote control softwareWith so much data ttmad anddisplay, operating the BES Console in a
remote office oer a slow link can be tedious. In situations like tha) snay be able to benefit from
solutionssuch agCitrix, TerminalServicesor other remote control softwarget upthe remote control
serveron a computer with fast access to the BES Server. Alhavrhachine tpreseninstances of the
BES Console and let the branch office run these Consoles remotely. The database stays in the main office,
and the remote office enjopptimal performance-or more information, se@itrix / Terminal Services
Configuration, page91l.

9 Delete old actionsThe BES databasstoresinformation about old actions which the BES Console loads
in at startup and saves out at shutdoivipou do notneed to track thesad actionsyou can delete them
allowingthe BES Consol& load and close fastdxote that deleted actions continue to exist in the
database, but astmply not loaded into thBES nsole oWebReports and can hghysically
undeleted if necessary.

9 Close somavindows. When the BES @nsole does a refresh, it updates all the open BES Console
windows. You can significantly speed up the refresheselgctingwindow > Close Alll.

9 More information about enhancing the performance of BES is avaiable
http://support.bigfix.com/bes/misc/besperformance.html
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Managing Replication (DSA)

Replication serverare simple to set up and require minimal maintenavioa.may wish tdaweak the interval or
allocate your BES Sernvedifferently. Most of these changes are done through the BES Administration Tool
Here you can see the current settifaysyour BES Serverand make the appropriate changes.

Change the Replication Interval
1. Start up théBES Administration Tool.
2. Select theReplication tab.

3. Select the desired server from the ddmgwn menulUsinglongerreplication intervals willmean that the
servers will need teeplicate data less often, but they will have more data to transfer each time. Note

that replication intervals can be different for
4. Select the desired replicatianterval from the menat the right.
5. Click OK.

Uninstalling a Replication Server

To uninstalla replicatiorserver, you will have to call threatabasestored procedurdelete_replication_server
which removes the specified fbom the replication set. Be careful not to delete the wrong server, or you may
lock yourself out.The details of this procedure are beyond the scope of this guide, but basically ydagrmist
the database witBQL Query Analyzeror EnterpriseManager (or the equivalent SQL 2005 taehere yu

should be able to see this stored procedtime.cancall the procedure fronEQL Query Analyzer or from OSQL
with somethindike:

9 dbo.delete_replicatiorserver( 1)
This would delete the BES Serwegith ID=1.
Switching the Master Server

By default, server O (zero) is the master seB&S Administratiorwill only allow you to perform certain
administratve tasks (such as creating and deleting users) wheareconnected to the master server. If you
wishto switch the master to another server, you reesthe deploymenptionmasterDatabaseServerlDto the
desired ID Here ishow:

Start up théBES Administration Tool.

Select theAdvanced Optionstab and click theAdd button.

Type masterDatabaseServerID as the name, and then enter the desisethéDralue
Click OK.

A w DN PR

Once that valueds successfully replicated to the new server, it will become the master server. If a server suffers a
failure whileit is the master, another server will need to be made the master sediexdbynanipulation of the
ADMINFIELDS table in the databas&hedetails of this are beyond the scope of this guide, but broadly

speaking, you mightse a tool like SQIEnterpriseManager toview and altethe ADMINFIELDS table Set the

variable namenasterDatabaseServertDthe desiredalue.
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Managing Bandwidth

File downloads consume the bulk of the bandwidth in a typical BES Installatencan control this bandwidth
by throttling which limits the number of bytes per secondu¥an specify the bandwidth throttling on either the
BES Servepr on the BES Cliendr on both (in which case the lower of the two values is u3éd§ can be
important whenever you have bandwidthuess, as in the following situations:

9 A remote office with a thin channel
I Remote diain users or users on a slow connection
9 A shared channel with higheriority applications

' A WAN or LAN that is already saturated or has stringeatlirequirements
Bandwidththrottling settings(and other BES RelaBES Serverand BES Cliensettings) can be set using the
Tasks from the BES Support site. SelectThekstab to see the entire task list. You can narrow down the list by
selectingBES Server/Relay Settinggrom the filterpanel on the left.

For more mnformation About BES ReldBES Clientthrottling, please visititip://support.bigk.com/cal

Dynamic Throttling

When a large download becomes available, each link in your BES deplayragiiave unique bandwidth

issues. There are serMerclient, servetto-relay and relayto-client links to consider, and eamay require
individual adjustmentAs explained in the previous sectionisi possible to simply set a maximum value (throttle)
for the data rates, and for this there are bigagkd policies you can follow. You might, for instance, throttle a
BES Clientto 2Kb/s if it is more than three hops from a BES Retégwever, the optimal data rates can vary
significantly, depending on the current hierarelmg the network environment.

A better techniquesito usedynamic bandwidth throttling , which monitors and analyzes overall network

capacity. Whereas normal throttlisgi mpl vy speci fies a maxi mum data rate
percentage. Thiis the fraction of the bandwidth that you want to allocate when the network is busy. For instance,
you could specify that BES downloads should not use any more than 10% of the available bandwidth whenever
BES detects existing network traffic. Dynamicdttling also provides for a minimum data rate, in the case the

busy percentage is too low to be practical.

When you enable dynamic throttlifigr any given link, BES monitors and analyzes the existing data throughput

to establish an appropriate data rate. If there is no competing traffic, the throughput is set to the maximum rate. In
the case of existing traffic, BES will throttle the data rate to the specified percentage or the minimum rate,
whichever is higher
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You control dynamic bandwidth throttlingith computer settingsThere are four basic settings for each link:

T
T

DynamicThrottleEnabled: This setting defaults to zero (disabled). Any other value enables dynamic
throttling for the given link.

DynamicThrottleMax: This setting usually defaults to the maximum unsigned integer value, which
indicates full throttle. Depending on the link, this value sets the maximum data rate in bits os kibobit
second.

DynamicThrottleMin: This setting defaults to zero. Depending on the link, this value sets the minimum
data rate in bits or kilobits per second. This value places a lower limit on the percentage rate given below.

DynamicThrottlePercentage: This setting defaults to 100%, which has the same effect as normal (non
dynamic) throttling It represents the fraction of the maximum bandwidth you wish to use when the
network is busy. It typically has a value between five and ten getogorevent it from dominating
existing network traffic. (A zero for this setting is the same as 100%.)

As with any other setting, you can create or edit the dynamic bandwidth seitinght-clicking on an item (or
group of items) irany computer list and choosing Edit Computer Settiraya the context menu.

The specific variable naméwxlude the BESServerRelaysettings
_BESRelay HTTPServer DynamicT hrottleEnabled
_BESRelay HTTPServer_DynamicThrottleMaxKBPS
_BESRelay HTTPServer_DynamicThrottleMinKBPS
_BESRelay HTTPServer_DynamicThrottlePercentage

The BES Cliensettings
_BESCIient_Download_DynamicThrottleEnabl ed

_BESCIlient_Download_DynamicThrottleMaxBytesPerSecond

_BESCIlient_Download_DynamicThrottleMinBytesPerSecond

_BESCIlient_Download_DynamicThrottlePercentage

The BES Gathering settings
_BESGather_Download_DynamicThrottleEnabled

_BESGather_Download_DynamicThrottleMaxBytesPerSecond

_BESGather_Download_DynamicThrottleMinBytesPerSecond

_BESGather_Download_DynamicThrottlePercentage

NOTE: For any of these settings to take effect, you must restart the affected services (BES Server, Relay or

Client).

If you set a BES Servand its connected BES Cliatat differing maximums or minimums, the connection will
choose the smaller value of the two.
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Creating Client Dashboard s

You can create custom ClieDbbshboards, similar to those in the BES Conddéshboards are HTML files with

embedded Relevanctauses that can analyze thedbcomputer and print out the current results. BES Glient
with a dashboard have an extra tab to display the resulting report.

To create a ClierlDbashboard, you must create a new folder named __UISupport (note the l@adiznignes) in
the _ BESData folder. This is a subfolder of the BES Cfi@der, so the final pathname looks like:

Program FilegBigFix Enterprise/BES Client/__ BESDatd___UISupport

Place the Dashbodfile (named _dashboard.hinsind any accompanying graphfies into this folder. The next

time the Clienstarts up, it will incorporate these files into its interface, adding a tab labakdthoard When
the user clicks on this tab, the Dashboard will calculate the latest values of each Reluesgcand display
them.

The Relevancstatements are embedded in the HTML inside special tags with the form:

<?relevance  stat ement ?>

For instance, to find and print the time, use the following:

<?relevance now ?>

When theBES Clientdisplays thepage containing this statement, the BES Clexatiuates the Relevanckause

Anewand substitutes the value for the tag. The
current date and time:

<html >
<body>
Date: <?relevance now >
</body>

</html>

To allow the user to refresh the Relevaagealuation, add this line to the file:

<html| >
<body>
Date: <?relevance now ?>
<A href="cid:load?page=_dashboard.html"> Refresh </A>
</body>
</html>

f

ol

This link, labeledrefresh, causes the pago reload. When it does, it reevaluates the relevance clauses. It is easy

to see how you would add other Relevaegpressions to this page.
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For instance, to print out the G8d the computer name, add these two lines:

<htm| >
<body>
Date: <?relevance now ?>
Operating System: <?relevance name of operating system ?>
Computer Name: <?relevance computer name ?>
<A href="cid:load?page=_dashboard.html"> Refresh </A>
</body>

</html>

You canuse style sheets to format the output. You can even use the defauthstgteffer.cssfor some preset
formatting. Here is an example of a Dashboard with a title, a header, a refresh link and a section of retrieved
propertyvalues:

<ht ml>
<head>
<link type="text/css" rel="stylesheet" href="offer.css"></link>
<title>BigFix Dashboard Example</title>
</head>
<body>

<div class="header">
<div class="headerTitle">
<font size="6"><?relevance computer name ?></fon t></div>
<div class="headerCategory">
<font size="1">(Last updated: <?relevance now ?>)</font><BR>
<div><font size="1">
<a href="cid:load?page=_dashboard.html ">Refresh </a></font>
</div>
</div>
</div>

<div class="section">
<div class="sectionHeader">Computer Information</div>
<div class="subsection">
<table>
<tr> <td valign="top">0S  <ftd>
<td><?relevance operating system ?></td></tr>
<tr> <td valign="top">RAM  <ftd>
<td><?relevance (size of ram)/1048576 ?> MB</td></tr>
<tr> <td valign="top">DNS Name: </td>
<td><?relevance dns name ?></td></tr>
</table>
</div>
</div>

</body>
</html >
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When executed ém the BES Clientthis dashboarill producethe followingoutput

¥ BigkiSupport Center
File Edit Help

{ Dashboard | Offers | Progress |

TOKYO-FIN76

{Last updated: Mon, 11 Jun 2007 22:48:18 -0400)

Computer Information

05: WinXP Media Center Edition.2600
RAM: 1022 MB
DNS Name: tokyofin76

To learn more about Relevanegpressions, see ti#gFix RelevanceLanguage Reference

Geographically Locating BES Client s

Since the BES Clientare often deployed in remote offices, it is useful to create a prapattets the BES
Clientsreport their own location. You can create a laaproperty in BES using theocation Property
Wizard.

1. Inthe BES Consoleggo toWizards > Location Property Wizard. A wizard dialog pops up.

2. The wizard creates a hamed propettpwing the BES Clierstto identify themselves based on their
subnet IP range, or other information. Read the instrutdin the wizard to create the property.

Viewing Reports over the Web

TheBES Web Reportscomponent of the BES Servesin monitor, print or analyze the status of the local
database. It also has the ability to réaeldatabases of other BES Senaend include their data. That offers the
administrator a tojevel view of a large or faflung enterprise with multiple database servers and hundreds of
thousands of managed computers.

BES Web Reportsan be viewed at any time fro&tart > Programs > BigFix Enterprise> BES Web Reports
or from the BES ConsolenderTools > View Web Reports
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Aggregating Multiple BES Server s into One Web Reports Server

Any BES Web Report server can be set up to include data from any other BES IBeveer to do so, the
program must be able to connecttie other databases using ODB&nmunications over TGP (i.e., the
computers must be on the same LANconnected by VPNetc.).

Using a SQL Server Authenticated Account
To set up te BES Web Reportssing a SQLServer authenticated account, perform the following steps:

1. From the BES Consal®pen the BES Web Repopage undefools > ViewWeb Reports
2. Log into the BES Web Reporés an administrator.

3. Click on theDatabasedab,and therclick on theAdd New Databasdink.

4

Enter a Server Name that will identify this databd#fiseonnecting through a DS{Data Source Name),
enter theDSN name If connecting through an I&ddress, seletise a default DSNess connection
and type in the IP address of the BES Seyearwish to include (e.g1,92.168.100.123 or
besserverl.acme.com).

5. There are two ways to provide authentication for your database. The first opiamdisws
Authentication, which is convenient if you have access to the Microsoft S€iver Enterprise
Manager and the servers are in the same domain

6. Alternatively, you can choose the option labdle Username and Passworib login. With this
option, you need to enter thisernameandPasswordof a user with access to the desired database.
You can use your BES Consalsername and password, or you can use the Micr8&iftServer
Enterprise Manager to create a newser who hatotal access to thAggregatedBytable andead
access to all other tables in the BFEnterprise database.

7. Confirm or edit the Web Reports SenidRL, which will be inserted into this database as an iflenti

Logging Web Reports

You can keep track gfour Web Reports usage of by setting up a log file. The name of the log file is stored in the
registry. Here ishow to set or access the name:

1. Run Regedit and find theKey Local Machine\Software\BigFix\Enterprise ServeABESReports
key. You will see some variables and pathnames used by Web Reports. You need to add two values to
this key; one for the logginiipg, and one for thBlename.

2. Create a new DWORD value nameagOnand set it to 1 to turn on logging

3. Create a new string value namashPathand set it to the full pathname of your desired log élg,fi C:
\fullpathifile.txt".

The next time you launch B Reports, a log of the session will be saved to the specified file.
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HTTPS Configuration

To provide more security to Web Reports, you can use HTii$?€ad of HTTRo make your browser
connectionTo use HTTPS, gu must have a proper SSL certificate. The SSL certificate should be in standard
OpenSSL PKCS7 (.pem) file format. If the certificate meets all of the trust requirements of the connecting
browser, then the browser will connect without any interventiortedyser. If the certificate does not meet the
trust requirements of the browser, then the user will be prompted with a dialog asking if it is OK to proceed with
the connection, and provided with access to information about the certificate. Typicalbted trertificate is one
which is signed by a trusted authority (e.g., Verisign), contains the correct host name, and is not expired. The
.pem file is your SSL certificate, which you must obtain through your favorite CA. If you don't require
authenticatiorback to a trusted root, you can also generate aiggléd certificate with the OpenSSL utilities (see
for more information). Oncgou have a certificate, place it
on the computer running web reports (usually the BES Server) and follow these directions:

1. Runregeditand locattHKEY_LOCAL_MACHINE\SoftwaréBigFix\EnterpriseClienSetting$Client
You need to add or modify three subkeyse for the HTTPS flag, one for the location of the SSL
certificate, and one for the HTTPS port number.

Note:For x64 systems, the key will be here:
HKEY_LOCAL_MACHINE\SoftwaréaWow6432Nod&BigFix\EnterpriseClienGetting§Client

2. Create a new sukey of Client called_WebReports_ HTTPServer_UseSSLF[@gmnay already exist).

3. Create a new strg value (reg_sz) for the keyWebReports HTTPServer_UseSSLFlag callallie
and set it to 1 to enable HTTPS.

4. Create a new sukey ofClient called _WebReports HTTP&er_SSL CertificateFilePath (it may
already exist).

5. Create a new sitrg value (reg_sz) for the keyWebReports HTTPServer_SSL CertificateFilePath
calledvalue and set it to the full path name of the SSL certificate (cert.pem).

6. Create a new sukey ofClient called _WebReports HTTPServer_PortNumber (it may already exist).

7. Create a new string value (reg_sz) for the key _WebReports_ HTTPServer_PortNumbemabaded
and set it to port number you would like to use (typically 443).

8. Update the Web Reports URbh use https:// instead of http:// and Port 443 instead of Port 80. You can
do this by editing the URL string within Web Reports. To do this, from the Overview page select the
Databasedink. Then select th&dit Databaselink under the appropriate databa3hen you can
modify the entry foMWeb Reports URL

9. Restart thdBESWebReportsService.
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Managing and Maintaining BES

Now thatyou havenstalledthe BES components and customized the configur&isait yourown needs, this
section explains how to maintain and manage your BES installation.

Adding New Operators and Master Operator s

There are two classes of operator for the BES Con€utiinary Operatrsand Master Operatsr

i Ordinary Operators manage a subset of the BES Clamased on their management rights and have
restricted privilegeto administer BES functions.

91 Master Operators have the ability to manage all the BES Clgamd can also assign management rights
to other operators.

The Site Administratonas the most important primary kéicensepvk), and can do anything a Master Operator
can.However, it is bad practice to use your site key for ordinary tipag Insteadgreate a Master Operator
account and use thiaty (publisher.pvkgxclusively for ConsoleperationsTo add new Operators and Master
Operators to the BES system, simply repeat the steps outlidettiing BES ConsoleOperators (page47).

Assigning Management Rights

In a typical BES deploymenthere will be anywhere from a couple hundred to a couple hundred thousand
computers reporting to a single BES Servdrthese scales, it is often important to separate out which computers
can be controlled by different BES Consofeerators for organizational and security reasons.

BES allows you to break down management rights into separate sections based upon gatepaphment

computer type (servers vsovkstations)pr any other propertyeach BES Consoleperator can be assigned
management rights to the appropriate computers. All of this is done by assigning computers to operators based on
computer properties-or instance, you could allow a member of a server team to control all computers that have
serverbased operating systems in the company datacenter. First specify which subnets are in the datacenter, then
any computer in that subnetith a server OSvill be managed by the given operator.

Using this approach, the operators can see a subset of computers and will not be able to see information or change
anything on computers that they do not manage. When they view the BESBI€&n BES Web Reportst
appears to them that they have their own BES Serithmo other computers.

Because different operators can be assigned to overlapping groupspaftecs, any kind of configuratios
possible. BES Consolgperators only receive information from their assigned computers, improving
manageability and responsiveness
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Here ishow toAdd or Deletemanagement rights:

1. Loginto the BES Consoles aMaster Operator

2. Click on theConsoleOperators tab (if this choice is not available, you may not have the proper
authorization to perform this commant)ou will see a filteflist of BES Consol®perators.

3. Rightclick on a single operator from the list and sefessign User ManagjementRights from the
pop-up menu.

4. If user rights have already been set for this user, you will see them here. Clakdtheitton to assign
manayement rights to the selected operator. (You canrelgikespecific management rights using this
dialog box by clicking on thBeletebutton.)

5. Use the filtepanel on the left to narrow down the computers you want toressifis operator. By
shift- or ctrkclicking on items in th&etrieved Propertiesor Group folders, you can specify a set of
computers that share common properniesettings As new compute are added to the network, they
will automatically be classified by their retrieved properties or group, and the proper BES Console
operators will automatically be assigned to manage them.

NOTE: If you grant a user access to computers with a specific retrieved property value and the property value
changes, then the user will no longer have access to those computers. For instance, if you assign a user
permissions on a certain subnet and a laptop moves to a different location with a different subnet, the user
will no longer be able to administer the laptop unless it comes back to the original office.

6. Click theOK button.

Changing a Publisher Password
Any con®le operator can change their publisher credepéiasword from the BES Consble

1. SelectManage Signing Keysrom theTools menu.
2. Click theChange Passwordutton at the bottom of the dialog.
3. Type in your old password to authenticgteirself, then enter your new password and confirmation.

Note that the publisher password and database passwortwigaly created as the same password, but they can
be different if desired.

Changing a BES Database Password

You can change your database password from the BES Console

1. SelectChange Databasd®asswordfrom theFile menu (you must have the proper permissions to select
this item).

2. Type in your old password to authenticateirself,and therenter your new password and
confirmation.

Note that the publisher password and database passwords are normally created as the same password, but they c:
be different if desired.
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Removing a BES Console Operator

When an employee leaves, you will want to delete their access rights to the BES dataibasalone with the
BES Administration Tool:

1. Launch he program by selectirfstart > Programs > BigFix Enterprise> BES Administration Tool.
2. Select a user from the list, and cliRemove User

3.  Whenyou havedeleted the desired operator, clOK. This will remove that operator's privileggem
the database, stop alll of t he ushatthé privapedys flomn g
that user are no longer valid.

4. You will be prompted to propagatiee action site mastheaal reflect the user changes. Cli¢ksto
continue.

5.  Enter your private kepassword and clicK.

Using NT Authentication

By default,BES Console create an ODB€onnection to the SQtatabaseand the DSNs set to use SQL
authenticationYou can change this DSN to use Bdthentication througthe Windows ODBC Data Source
Administrator Doing so willcausehe BES Consol& askthe current Windows user to authenticate it
SQL ServerFor more information, see the articlen@to://support.bigfix.com/cgi

Managing Client Encryption

Saver and Relaypound communications froBES Cliens (version7.1 and greatean beencrypted to prevent

unauthorized access $ensitiveinformation To enable it, you must generate a key and provide a setting value.

The setting is accomplished in the BES Console and is deselgmdherén the section labeleBnabling
Encryption on BES Clients The key is generated frotine Encryption tabof theBES Administration Tool

1. Launch theBES Administration Tool by selectingStart > Programs > BigFix Enterprise> BES
Administration Tool.

2.  Select théencryption tab.

x

User Managerment I Masthead Management I Systemn Options I Advanced Options I Replication Encrypion I

Repart encryption is currently DISABLED,

Generate key

_ Click here to cause dients ba skart encrypting reports against a private kew that has
Deplay Credentisls already been placed on kthe rook server,

Click here to generate an encryplion key,

Ok Cancel Aoy
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At the top of the dialog is a statement of the current state (in this exaReplert encryption is currently
DISABLED). BES Client encryptioas four statef)isabled, Pending,tabled and Pending Rotation

1 Disabled This staténdicates thaho encryption certificate is included in your deployment masthead,

which means thatlients cannot encrypt their reports even if they tald to do so. Click oGenerate
Key to createan ereryption certificate (and the corresponding private key which can be used to decrypt
reportsat the receiving endThis will cause you to enter tiending state

Pending In this state, an encryption certificate has been generated and is ready fomgep)dut the
private key has not yet been distributed to all necessary decrypting relays and servers. Once you have
manually distributed the private kegtick on theEnable Encryption button to embed the certificate in

the masthead and send it out toctints At thatpoint, you will enter thé&nabledstate. You can also

click Cancelto return to théisabledstate.

Enabled: In this state, an encryption certificdtas been founsh your deployment masthead, which
means that you are able to turn ocrgption (using the setting discussed previousbr)any of the
clients in your deploymen#t any time, yu can click onGenerate new keyto createa new encryption
certificate.This is useful if you have a key rotation polioyif your encryption keys ever compromised
(see next sectionfsenerahg anew keyreturns you to the Pending stétmless you elect to deploy
immediately as described in the next sectidfgu can also cliclbisableto move back to thBisabled
state.

Pending Rotatior In this state, an encryption certificate is included in your deployment masthead, and a
new certificate has been generated and is ready to replace the existing certificate.

Generating a New Encryption Key

Should your private key be compraador if you have golicy of rotating keysyou careasilygenerate a new
key from theBES Administration Tool. Here is how:

3.

4.

Launch theBES Administration Tool by selectingStart > Programs > BigFix Enterprise> BES
Administration Tool.

Select theencryption tab.

B BES Admin x|

User Management I Masthead Management I System Options I Advanced Options I Replication  Encryption I

Repart encrvption is currently ENAELED,
This server can decrypt reports using the current key.

il Click here to create a new encryption key For rokation.

. Click here to disable encryption and return ko & pending state,
Disable

Ok Cancel Apply
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5. Click theGeneratenew key button. The Create Encryption Credentials dialog opens.

Create Encryption Credentials x|

This dialog will create a report enceyption keyw. It wil be
automatically deploved on this server,

Kery size:

W Beagin encrypting with this key immediately {uncheck if wou
need to distribute this key to decrypling relay servers)

Of I Cancel |

6. From ths dialog, select the key size. The default is 2048, which is adequate for most purposes. Check
the box to use this key immediately. However, if you have establBE&dRelag that use encryption,
you should leave this box unchecked until you can distribute the new key to those Relays.

7. Click OK to distribute this new key to yoBES Cliens. You mst provide your Site Admin Private
Key to propagate the Actiod final dialog will ask for confirmationtor more information, on
encryption key sizes and server requirements, see the knovladgerticle at
http://support.bigfix.com/bes/install/serverreq71.html

Creating Top -level Decrypting BES Relays

When an Action is deployed, thousands of BES Clients may report back in a shdratimeypicallyto a BES
Relay. If you have eldged to encrypt these reportise Relaywill bundlethereportstogether anghass thenup to
theBES Serverwhichmustthensplit up anddecrypteachoneof them. With many thousands of BES Clients,
this canimpose asignificantcomputationaburden ontie BES Server.

To improve performance, you clighten the load ogour BES Serveby allowingyour toplevel BES Relay$o

do the bulk of the decryptioff you have over 50,000 BES Clients, you niiyable tsubstantially reduce the
load on youBBES Seaver by moving decryption dowinto therelaychain.If the BES Relay hasts own

decryption key, it can first decryfite clientmessages into plain textdthen bundle thousands thfeminto a
singlearchive This can then be compressed, encrypted asdqul up to the BES Server. At that point, the server
can perform a single decryption on the entire archive, noticeably reducing its overhead.

To spread the decryption dutiggu simply need tdistributeyour encryption kegto yourtop-level BES Relay.
Fornormalserverlevel encryptionBigFix creates an encryption key for you and places it in the BigFix program
folder:

1 C:\Program FiledBigFix EnterprissBES ServeEncryption Keys

To allocatethe load to your togevel BES Relays, place the encryptiay in the equivalent BES Relay
directory:

1 C:\Program FiledBigFix Enterpris$8ES RelayEncryption Keys

Thesetop-level BES Relays will decrypt all the documents received, bundle ttugratherandthenre-sign them

with a single signaturé/ou can put as any keys as you want in the folder and BtS Relay will attempt to use
eachof them when it gets an encrypted client report. Clients encrypt against the key found in the masthead file
which should be the last key creatétbwever,it is possible thad BES dient will transmita report with an older
version of the masthead (atidis a differenencryption key) iithasndt g a t latest Aetidn site foreany

reason

© 2008by BigFix, Inc.


http://support.bigfix.com/bes/install/serverreq71.html

BES Administrator'sGuide Pager2
Managing and Maintaining BES

There are a few considerations:

1 You mustmanually transfer the key file from the serto the relay everjme you create a new
encryption key.

9 During the transfer process, $timportant not to expose your private key filthis meansyogs houl dn ot
just move the key over the interrmcausanyone listeningnight be ablanake a copy foyour private
key file. Therefore it idest to physicallyransferthe key from one computer to anothiar instance with
a USB key.

1 During the encryption key creation process, you have the option to create the private key file but not
propagate it oun the mastheadThis step allows you time to transfer the new key file to the BES Relays
before clients start posting encryption messages with that key.

Managing Downloads

BigFix uses several methods to ensure that downloads are efficient and malst tise lof available bandwidth.
Among other techniquesaching is used extensively by all the BES elements, incluiséngers Relays and
Clients.

When an Action on a BES Clieneeds to download file, thelocal cache is checkefirst. If theClientcadt f i nd
it locally, it requeststte file from its parent, typically a BES Reldhenthefile is requested, the Relaphecks it

own cache. If it finds the file, immediatelysends it down to the requesting Client. Otherwisgad#ses the

request up tits parentwhich may be anothé8ES Relayandthe process continuedltimately, a BES Server

retrieves the file from an internal server or the Internet, caches it and then passes it back down #igechain
receivingthefile, eachRelayin the chaircaches itandcontinues tdorward itdownto theoriginal BES Client,

which also caches it.

Eachcache retains thile until it runs out of roomAt that point thecache igurged of the leastecently used
(LRU) files to provide more spac¥ou can vew the BES Relay cache size and other BES Relay informagion
activatingthe BES Relay Cache InformationAnalyds availablefrom the BES Support Fixlet siteThe default
cache size is 1 GB, but it can be changed by ubiBBES Relay/BES Server SettingDownload Cache Size
Task, alsofrom the BES Support Fixlet site.

Theremay besituations that require fild® bemanually downloaded and cachéghically becauseuchfiles are

not publicly availablein which case yomust download the files directfyom the sourceYou canpre-populate

the download cache lpgopyingfiles to the download cache location. You can also clear these files out manually
if you wish

The caches are stored as subfolders of the BigFix Enterprise folder, which is creatiailbyate:\Program

Files\BigFix Enterprise. The Serverdownloadcache iBES Serveiwwwrootbesbfmirror \downloadsshal,

and the Client download cache is foundB&iS Client\ BESData Globah CachéDownloads For security

purposes, each filgou savamust be namedith the shal hash value of thefilef t he f i |l ename doe
shal the file will be ignored

As well as the download cache, BES Relays maintain an Action cache (also 1 GB) holdiadilel theeded for
each Action, and BES Clientnaintain a Utility cache.

For information about troubleshooting Relays, including bandwidth and downloading, see the KB article at
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Dynamic Download White -lists

A new feature called dynamic downloading has been added to version 7.2 of BigFix to extend the flexibility of
Action scripts. Dynamic downloaty adds the ability to use relevance clauses to spddRLs.

As with staticdownloads, gnamic downloads must specify files with the confirmation of a size or shal.
Howeverthe URL, size, and shal are allowed to come from a source outside of the ActionTdtsputside
source may be a manifest containing a changing listwfdmvnloadsThis technique makes it easy to access
files that change quickly or on a schedule, such as antivirus or security monitors.

This flexibility entailsextra scrutinySinceany clientcan use dynamic downloadingrequest dile, it creates an
opportunityfor people to use your server to host files indiscriminately. To preventiyimamic downloading
usesawhité¢ i st. Any request to download from a URL (that
the action script) must meet®of the criteria specified in a whilist of URLs on the BigFix server, located at

<BES Server Install Path*Mirror Server \Config\DownloadWhitelist.txt. This file contains a newline

separated list of regular expressions using a Perl regex format, shehfaléowing:

http://.* \ .site - a\.com/.*
http://software \ .site - b\.com/.*
http://download \ .site - ¢\ .com/patches/JustThisOneFile \ .gfx

The first line is the least restrictive, allowing any file atéhéresite-adomain to be downloaded. The second

line requires a specific domain host and the third is the most restrictive, limiting the URL to a single file named
"JustThisOneFile.gfx". If a requested URL fails to match an entry in the-igtitthe download immediately

fails with status NotAvailable. A nofe made in the Relay log containing the URL that failed to pass. An empty
or nonrexistent whitdlist will cause all dynamic downloads to fail. A whiist entry offi.* & (dot stai) will allow

any URL to be downloaded.
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Editing the Masthead

You can change certain default parameters stored in the masthead for the BES system byREBg the
Administration Tool. Here ishow:

Launch the program from Start > Programs > BigFix EnterpriB&ES AdministrationT ool.
Browse to the location of your site liceraed clickOK.

Select theMasthead Managementtab.

Click the Edit Masthead button.

Action Site Request Advanced Parameters

The default values for these parameters should be suitable For most BES deplovments.
For Further information about the implications of these parameters, please contact a
BigFix support technician.

A w DN PR

BES Server Port Murnber:

Cryptography: [ Require use of FIPS 140-2 compliant cryptography

Gatheting Interval: IDay j
Initial Action Lack: ILInIu:u:kEd j I 3| Minukes
Action Lock Controlles: IC::unsu:uIE j

Action lock exemptions: [~ Exernpt the Following site URL From action lacking:
(these are Fairly unusual) I

(0] I Cancel

NOTE: It is recommended you keep the default settings on this page unless you have a specific reason to change
them. Improper settings can cause BES to work in non-optimal ways. Consult with a support technician for
more details.

5.  The parametengou can edit include

i BES ServerPort Number: In general, yowvill not want to change this numbén. addition, if you
decide to change this numtadter deploying the BES Cliest BES will not work correctly. See
Modifying Port Numbers below.

91 Cryptography: Check this box to implenm¢ the Federal Information Processing Standard on your
network.This changes the masthead so that every BES compattentptgo go into FIPS
mode.By default, the client wilcontinuein nonFIPS mode if it fails t@roperlyenter FIPSwhich
may be a mblem with certain legacyperating system®&e aware thatleecking this box can add 3
4 seconds to the BES Client startup time.

9 Gathering Interval: This option determines how long the BES Clgewill wait without hearing
from the BES Servdrefore they check whether new content is available. In general, whenever the
BES Server gathers new content, it attempts to notify the BES Cinextithe new content is
available througfa UDP connection, circumventing this delay. However, in situations where UDP
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T

is blocked by firewalls or where network address translation (NAT) remaps #ueltss of the

BES Client from the BES Ser vershacespag/toggenely i v e,
response from the BES Clients. Higher gathering rates will only slightly affect the performance of
the BES Server, because only the differences are gathar&ES Clientdoes nogather

information it already has.

Initial Lock state: You can specify the initial locktate of all BES Cliest Locked BES Clients

will report which Fixlet messageare relevarfor them, lut will not apply any actions. The default

is to leave them unlocked and to lock specific BES Clients later on. However, you may wish to start
with the BES Clients locked and then unldbkm on an individual basis in order to give you more
control over newly installeBES Clients. Alternatively, you can set them to be locked for a certain
period of time (in minutes).

Action Lock Controller : This parameter determines who can change therdlcii state. The
default isConsole which allows any BES Consotgerator with management rights to change the
lock state of any BES Clieim the network. If you wish to devolve contmler locking to the end
user, you may sele@lient, but this is not recommended

Action Lock Exemptions: In rare cases, you may need to exempt a specific URL from any locking
actions. Check this box and enter the exempt URL.

6. Click OK to enter the changes.
7. Enter your site password at the prompt.

NOTE: The masthead changes do NOT affect BES Clients that are already deployed, but you can export the
masthead using the BES Admin tool and replace the masthead in the BES Server so that BES Clients
deployed with the new masthead will use these changes.

Modifying Port Numbers

The BES Consoland BES Servetommunicate using ODBG@vhich operates on pat#33by default. For more
information about changing this port please ask your database administrator.

By default the BES Serveuses porb2311to communicate with the BECliens, but any port number can be
chosen &lthough you shouldvoidthereserved ports betweerlD24 because of potential conflicts and difficulty
managing network traffic)

Your choice of the BES ServBortNumber is factoreéhto the generation of the masthead, which specifies
URLSs for the action, registration, reporting, and mirror servers. As a consequemeryst finalize your port
numberbefore installation

© 2008by BigFix, Inc.



BES Administrator'sGuide Pager6
Managing and Maitining BES

Modify ing Global System Options

The BES Admin Tool allows you to modify a few basic system defaults, such as the minimum refresh, Fixlet
visibility and the ClientUl Icon. Here ishow:

1.
2.
3.

Launch theBES Admin Tool fromStart > Programs > BigFix Enterprise(BES Administratiornool.
Select thesystem Optionstab.

At thetop, you can set the globilinimum Refresh. The default is 15 seconds, which is a good trade
off between responsiveneasd low network load. If you find that BES communications are impacting
your netvork, you can raise the minimum to 60 seconds or more.

External sites are visible to all Consolgerators by default, but you can change that in the section
markedDefault Fixlet Visibility . Click the lower button to makexternal content invisible to allib
Master Operatar.

Starting with BES 7.0, you canustomizethe ClientUser Interface with your own logo. You can use

any graphic you choose, but becaitsg a globalsetting corporatebranding igypical. When you

present youBES Cliens with amessage or an offer, they will see the igon supplyin the title bar, as

well as the tray and task bdihe icon fle should have several images of different sizes. The first image
in the file should be a 64 x 64 image with transparency and will be used in the body of the dialogs. The
title bar and taskar icons are chosen by size, targeting the size indicated leyrsyegtrics

SM_CXICON and SM_CYICON. These are typically 16 or 32. The icon file should be created
according to Microsoft's procedure for creating a Windows XP icon with transpaiudythe Add

Icon button to browse for an appropriate icon (.ico) file.

Scheduling Replication

If you have multiple BES Servein your deploymentyou can schedul@hen each will replicate. The default is
five minutes, but you can shorten the time for greater recoverabilitgi@ase it to limit network activityHere is

how:

P wn PR

Launch the BES Admin Tool from Start > Programs > BigFix EnterpriB&S Administrationool.
Select theReplication tab.

Click the Refreslbutton to see the lateBeplication Graph.

Select the IRAddress ofa BES Serveand therchoosehe desiredreplicationtime.
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Extending the BES License

When you first regest your action site licensgour query is archived with BigFix, Inc. and you are issued a
license for a specific period of time. Before your license expires, BES will warn you, giving you sufficient time to
renew your license. When youeacoming close to the expiratidiate, BES will notify you using a Fixlet
messageSimilarly, if you start to exceed the number of BES Cliatibcated by your license, BES willeat

you. To extend your licengxpirationor add new BES Clienicenses to your installation, follow these steps:

1. Notify your BigFix support technician (if you have not paid for the extended licgasewill need to
talk to your sales person or reseller to buy an extended license), who will send you a new action site
certificate (license.c)t

2. Run the BES Administratiomool (Start > Program Files > BigFix Enterprise> BES
Administration Tool ).

Specify the location of the site signing kayd clickOK.

Click theMasthead Managemaent tab.

Click theActivate Mastheadbutton.

Browse to youticensecrt file and import it.

Enter the site password to propaghte file. Your new licensextensionsill be added to the database.

No ok~

Recreating Site Credentials

Private/public keyencryptioncreates a chain of signingthaority from the BigFix root down through the BES

Site Administratoland including each BES Consalperator. If yolose your site credentiar change the IP
address of your BES Seryéie chain is broken. The consequences are serious: you must start over with a new
request to BigFix, Inc. for a site certificate. Theuynust renstall the entire systenpincluding all the BES

Clients (contact your support technician for details on how you might migrate your BES Clients to a new BES
Server)and recreate all the uss. If this happens, please contact your support technician. To protect your site
certificate, obey these important rules:

9 Do notlosethe private key for your site (saved in the file namditensepvk). Follow standard
procedures for backing up and securnigical confidentialinformation.

i Do notchange the IPaddress/hostnamer port number of the BES Server sinceit is the primary
identifier for your site certificate. Any change to the IP address or port number that was specified when
the licensavas requested negates the license and will necessitate a fresh installation of the @&Sfsyst
you plan to decommission a BES Server, be sure to apply the same IP address and port number to the
replacement server.

9 Do notforget your password.Follow your corporate standards for noting and storing your password.

NOTE: The BES Site Administrator can change the password of the site-level key, provided he or she knows the
current password.
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Updating the BES Software

Like the other software installations in your enterprise BB8 software itself will need to be maintained and
updated on occasion. Fortunately, that capacity is built into the system. To guarantea #Hratunning the

latest version of BES, be sure to insth#t BES Clienbn all BES Serveand BES Consoleomputers. Whenever

an update is issued, a Fixlet messagkbe delivered to you with everything you need to install théate. If,

for whatever reason, you do not wish to use the Fixlet messages to automatically update the BES components,
you can choose to manually update each BES component. Instructions on how to do this will be included in the
upgrade Fixlet message orlMae available from your support technician.

BigFix Announcements

BigFix maintains a mailing list to announce new products, updates, informational notices, and other information
useful to BES Administrators. BigFix highly recommends that all BigFix custesubscribe to the BES
Administratorannouncements mailing list at:

http://bigmail.bigfix.com/mailman/listinfo/besadmannouncemenis

Changing the Clie nt Icon

By default, the icorn the upper left corner of the Clieldt is the BigFix logo. This same icon appears in the tray
when an Action is pendingndin the taskbar when the program is runningou can chage ths icon tohelp you
clarify to your end users who is the source of the actindalso tocomplywith corporate branding and
trademark requirementslere ishow tochangeheicon:

1. Run the BES Administratiomool (Start > Program Files > BigFix Enterprise> BES
Administration Tool ).

2. Click theSystem Optionstab.
3. Click theChange Iconbutton anduse theDpendialog to browse for your icofico) file.

The Administration Tool will immediately propagatés graphic to the Clients, butitill not be incorporated
into the interface until the ClieméstartsAfter tha, whena Clientinterfaceappears (in response to an action, a
dashboard or an offent will include the graphic icogou specified.
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Maintaining and Troubleshooting BES

If you aresubscribed to thEnterprise Security Site (Patches for Windows), you will be able to ensure that you
have the latest upgrades and patches to yourS&er or MSDHElatabase servers. That means that yost mu
installthe BES Clienbn all your computers, including the BES Serared BES Consoleomputers. In addition,
you may want to take advantagetitese other tools and procedures:

T
T

= =4

= =2 =2 =4 =2

If you have the SQIServer installedyou should become familiar with théS SQL Server Tools which
can help you keep the database running smoothly.

It is standard practice to back up your database on a regular schedule, and the BES database
exception. It is also wise to run the occasional echack to validate the data.

If you start to notice any performance degradation, chedkgdgmentation. BES writes out many
temporary files, which may create a lot of diskgmentation, so defragment your drive when necessary.
Of course, regular maintenance also involves running the occasionatteeak on your disk drives as
well.

TheBES DiagnosticsTool performs a complete test on the server components and can be run any time
you experience problems. SRanning the BES Diagnosticspage30.

Check the BES Support Fixletesitften. There are a number of Fixlets available that can detect problems
with any of your BES components. This can often head off problems before they ever affect your
network.

Check the BigFix Knowledge Baseldtp://support.bigfix.com/This site is continually updated, and if
you cannoffind an existing knowledgbase article about your question, you can find information on how
to submit a question to a BigFix support technician.

Add BES Redys to improve the overall system performaaoé pay close attention to them. Healthy
BES Relays are ketp a healthy BES deployment

Review theDeployment Health Checksdashboard for optimizations and failures

Setup monitoring activities on the BES Serigrto notify you in the event of a software or hardware
failure, including

BES Servepowered off or unavailable

Disk failure

Event log errors about BEEServempplications
BES Serveservices states

FillDB buffer directory data backip situations
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Deployment Scenarios

Thenext few pages contagteploymenscenarioghatillustratesome basiconfigurations taken from actual case
studies.Your organization will look similar to one of the examples below, depending on the size of your network,
the various bandwidth restrictions between clusters and the number of Relaysvang Bee main constraing

not CPUpower, but bandwidth.

Pay careful attention to the BES Redtiigtribution in each scenariBelays provide adramaticimprovement in
bandwidth ad should be thoughtfully deployed, especially in those situations with thin pipes.

BES Relag are generally most efficient in fairly flat hierarchies. A-leyel BES Relayirectly eassthe
pressure on the BES Seryand a layer under thhelpsto distribute the load. But hierarchigeeaterthan two
tiers deepmay be counterproductive and must be carefully depldyettiple tiersare generallypnly necessary
whenyou have more than fiftBES Relaysln such acasethe toptier BES Relaysvould bedeployed on
dedicated servemhichwould service anywhere from 5200seconetier BES RelaysThe following examples
will help you deploythe most efficient network layout.

Notice that additinal BES Server canalsoadd robustness to a network, by spreading the load and supplying
redundancyUsing redundanBES Serversallowsfailbacks and failover® be automatedorovidingminimal
data los, even in catastrophic circumstances.

With the proper deploymenf BES Servesand BES Relag, networks of any sizean be accommodated. Beyond
the examples we present here, your BES eupechnician will be happy to help you with other configurations.

© 2008by BigFix, Inc.



BES Administrator'sGuide PageB1
Deployment Scenarios
Basic Deployment

This is a vastly simplified deploymedeésigned to point out the basic hieraremyg the ports used to connect the
components.

Basic BES ,
ArChiteCtu re BigFixi>l(Iet Server

Firewall

HTTP
Port 80

ODBC
Port 1433

BES

-‘—’.
Server -
HTTP
Port 52311

BES
Console(s)

HTTP
Port 52311

BES Relays

NN

BES Clients BES Clients
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Note the following about the diagram:

9 Information comes in from the Intern@icross the firewall butdoes nogo out.
11 Port80 is used to collect Fixlet messagever the Interndtom Fixlet providers such as BigFix.

i A dedicated port (defaulting to 52311) is u$edHTTP communicabnsbetween BES Server
Consoles, Relays and Clients

9 You need both an ODBénd an HTTRonnection to run the BES Console

i BES Relag are used to share the server |d@ads diagram only shows two BES Relays, poti can use
dozens or even hundreds of BES Relays in a similar flat hierargpically a BES Relays deployed for
every 5001,000 computers.

i The BES Relay require an HTTRort (defaulting to 52311) to communicate with the BES Ctient

i The BES Relay can also take advantage of a UDP port to alert the BES Ciiemiit updates, but this is
not drictly necessary.

i The BES Cliergare typically PCs or Workstations, but danlude other servers, dockable laptops and
more. Any device that can benefit from patches and updates is a candidate to include in the BigFix
deployment

BES has far greater flexibility and potential than this simple case suggests. It is capable of oVeuseleauof

thousands of computers, even if they are spread out around the world. The next scenarios build on this basic
dedoyment
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Main Office with Fast -WAN Satellites

This configuratioris common in many universities, government organizations, and smaller companies with only a
few geographicdbcations. Thé type of deploymeris relatively easy to set up and administer because there are
no (or very few) slow WANpipes to worry about.

BES Architecture: Blgtx
Fast WAN
Main Satellite
Office Qlfice

Satellite
Office
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Note the following about the diagram:

9 In this configurationthe BES Relay are used both to relieve the BES Seavet to distribute the
communications, optimizing the bandwidth.

1 This scenario has large WApipes, so office relays can communicate atigeto the main BES ServeA
thin WAN could force a change in the layout of the BES Re{age the scenarios above and below).

i The more BES Relayin the environment, the faster the downloads asyorese rates.

I Because of the nature of this network, when the BES Gligatset tAAutomatically Locate Best BES
Relays, many of the BES Relays are the same distance away. In this scenario, theES Cli
automatically loaebalance themselves amongst all the BES Relays that are nearby.

91 For this highspeed LAN a relatively flat hierarchis recommended, with all BES Retageporting
directly to the main BS ServerAny extra levels in the hierarchy would only introduce unnecessary
latency However, if there were over 800 BES Relays in this environment, another level of BES
Relays should be considered.
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Distributed Ser ver Architecture Setup

Companies withsensitive or fgh availability needs will want to deplogultiple, fully-redundanservers to
maintain continuous operation even in the face of serious disruptioittple BES Servesalso help to distribute
the load and create a more efficient deploymidete is ebarebonesdiagram of how multije servers might be
set up ina single location or itwo widely separated offices:

Distributed Server P
Architectu re Internet | Ky Server

obec
Port 1433

HTTP Part
52311

BES
Server 0
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Note the following about thdiagram:

1 The BES Serverare connected by a fast WABIlowing them to synchronize several ¢isnper hour.
i The servers need both an ODBGd an HTTRink to operate and replicapgoperly.

i There is a primary BES Serweith an IDof O (zero).lt is the first BES Server thgbu install and itis
the default server for running BES Administration.

91 For the sake of clarity, this is a minimal configurati@nmore realistic deploymemtould havea top
level BES Relayand other WANconnectiongo regional offices.

i The BES Serverand Relaysire configured so that control cam dutomatically routed around a server
outage(planred or otherwise)and uporfailover reconnection, the databaseill be automatically
merged.

i The BES Servercommunicate on a regular schedule to replitaé@ data. You can review tloairrent
status and adjust the replicatioterval througt BES Administration > Replicatiori-or the best possible
performance, these pipes should be fat.

9 This diagram only shows two BES Serydyut the same basic architectweuld apply to each
additional server. With multiple servers, a shorfegth algorithm is used to guide the replication

9 When an outage or other problem causes a network split, it ibfeotsfor a custom Fixlet or a retrieved
propertyto be modified independently on both sides of the split. When the network is reconnected on
failover, precedence will go to the version on the server with the lowest BE&riD.
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Efficient BES Relay Setup

To increase efficiency and reduce laterntys company has set aphierarchyof BES Relag to help relieve the
server load. Each BES Relthey add takes an extra burden off Bi&eS Srverfor both patctdownloads and
data uploads. Setting up BES Relays is easy, anBES Cliens can be set to automatically find the closest
relay, further simplifying administration

BigFix
Fixlet
Internet [ \6'.4}'\ Server

BES Architecture:
Efficient Relays

Large Regional Office
(< 5,000 Clients)

DMZ HQ Data
BES Clients Center

Top-level
BES
Relay

Port 53211 BES Relay(s)
Home Small Office
computers Internet BES (<100 Clients)
and laptops Relay

BES Clients

¥l

BES
Server

)

BES
Console(s)

VPN or Port
53211

BES Relay
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Note the following about the diagram:

1
T

There is a dedicated servemaputer known as thEop-Level BES Relayhat is used to take the load off
of the BES Servetomputer.

All BES Relays are manually configured to point to eithige top level BES Relayr to another BES
Relay that is closer. The general rule for configuring BES Relays is that you want as few levels as
possible to the BES Relaysless there is a bandwidth bottlene€kmmunications cer thin pipes
should be relay to relay. The tégvel BES Relay will relieve the BES Seryvand the secondary BES
Relaycanallow a single download to be distributed over hundreds of BES €lient

Thereis a BES Relayn the DMZ set up with a special trust relationship with the BES Sefhis BES
Relaywill allow BES Cliensin the DMZ or on the public bernetto be managed by BES. The DMZ

places a security firewdtletween the BES Relay and the set of home computers and leggtoping in
from the Internet.

This diagram shows a single BES Relayhe large regional office. However, for offices with more than
a few hundred clients, there will typically be multiple BES Relays to effectively distribute the load.

As a general rule, you should deplatyleast one BES Relger 5001000 BES Cliergto maximize the
efficiency of the BES Relayseehttp://support.bigfix.com/bes/misc/besreddytmifor more information.
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Hub and Spoke

This scenario involves a main data center, a small number of large regional offices and many small regional
offices. This configuratioris commonm large international organizations. The BES Cemé installecbn
computers in offices all around the world. Many of these locations have slow sbAnNectiong8 kbps-512

kbps), but there will be many offices with faster WAN connections (1mbpsops).

BES Architecture:
Hub and Spoke

Internet
BigFix Fixlet Server

HQ Data Large Regional Office
Center (< 5,000 Clients)
(<100,000 Clients) BES Clients

Server
> O

BES
Console(s)

Br k] 2o

\\\"\\

Top-level
BES
Relay

BES Relay(s)

Small Office
(<100 Clients)

BES
Relay

BES Clients
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Often these locations are configured in a-anlspoke arrangement. This scenario builds on the previous one,
but the huband-spoke configuratiopermits more levels in the BES Relaigrarchy

Note the following about the diagram:

1
1

In this scenario, the BES Rekagre careflly deployed at the proper junctions within the WAN
optimize bandwidth. Poor placement of BES Relays can adversely impact your network performance.

It is vital that at least one BES Rel@yinstalledin every location with a slow WANonnection. Often a
company will already have a server in just such a spot, acting as a file server, print server, AV distribution
server, SMS distribution server or domain controlkerany otler computerThe BES Relays usually

installed on these existing computers.

To provide redundanay a typical office, more than one BES Re&iould be installedn case a BES
Relayfails for any reason (powered down, disconnected from the network, etc.), its attached BES Client
can then automatically switatwver to a different BES Relay. A redundant relay is less irapbim very

small offices because fewer computers are affected by the failure of a BES Relay.

When the BES Cliestare set té\utomatically Locate Best BES Relag, they will choose the closest

one. If any BES Relaghould fail, the BES Clientwill automatically seek out another BES Relay. You
should monitor the BES Relay configuratiafter the initial automated setup (and periodically after that)
to ensue that the BES Clients are pointing to appropriate locations. Talk to your support technician for
more details on how to protect against to@dingWAN pipes with BESlata

Bandwidththrottling at the BESRelaylevel is very helpful in this configuratiofhe BES Relays are set
up to download slowly across the WAdipes so as not to saturate the slow links. See
for more information.

Instead of pointing to the main BES Servibie BES Relay are configured to point to the topéd BES
Relay. This frees up the BES Server to couple more tightly to the BES Carsbienproves reporting
efficiency.

The BES Relay will be configured to manually credtee optimal hierarchyThe hierarchy will have three levels
(from the top down):

1.
2.
3.

The toplevel BES Relayhat connects directly to the BES Setver
The regional office BES Rays that connect to the tdpvel BES Relay
Multiple branch office BES Relaythat connect to specified regional office BES Relays.
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Remote Citrix / Terminal Services Configuration

AlthoughBES can efficiently deliver content even over slow connections, the BES Consolis isgdf intensive
andcanoverwhelm a link slower than 23%®ps.Adding more BES Clients further increases the lag time.
However, yu can access the BES Congs@motelyfrom a Citrix, Terminal Services, VNC or Damewatgle
presentation server and realize excellent performasee iswhatthis configuratiorlooks like:

Citrix
Configuration

BigFix Fixlet Server

Remote HQ Data
Office Center
d\~ i - BES
Citrix Clients 1 —~ Server
Remotely Accessing % [
BES Console ICA over BES Console on
ARG Citrix Presentation
é Server Top-level
BES
< > Rela
1 VPN or Port 4

52311

BES
Relay

8

Note the following about the diagram:
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In the main officethe BES Conste is set upon a computer that is close to the BES Sefwefast data
collection This will be your Presentation Server.

You must ceate user accowsiior eachremote userTheseusers will then be able to access the BES
Console quickly because thime-critical data loading is done at the main office over a fast link.

Your remote connection can be over HTTPS to improve security.

Notethat running a BES Console from a Presentation Server containing the private key is inherently less
secure than if the kes stored on a removable drive.

You may be able to benefit from lodélancing software to spread the remote accesses across multiple
servers.

The main bottleneck faBES Consoleunning onCitrix is memory sizelf the BES Console runs out of
memory,its performance will drop sharpbA good technique to determine the memory requirement is to
open upthe BES ConsolasaMasterOperator Check the memory used: this will indicaibe maximum
memory requiremerger userThenlog inas a typical operat@nd use this agpour average memory
requirement. If youCitrix servercansupport allconcurrenusers with the maximum memoaityen a

single boxwill suffice. If not, then use the average memory requirement per user to determine how many
extra Citrixseversyou may need.

Thesecondconstraint iSCPU powerDuring refreshes, the BES Console works best wifil CPUcore.
That means the Presentation server will be optimized with one CPU core running the BES Console for
each concurrent user.

The final cancern is disk space for the BES Console cache. You can get a feel for the size of the cache by
looking at an example on your local box\@bcuments and SettingdJ SERNAME3Local

Setting$Application DataBigFix\Enterprise ConsolBES _bfenterpris&ites There should benough

disk space trovideone cache file for each BES Console operator.
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Glossary

action password See BES signing password

BDEQJ See BigFix Development Environment

BESS See BigFix Enterpris8uite

BES Clientd Software installe@n eachnetworked computer to be managed under BES. The Gligessses a
pool of Fixlet message checks the computiiis installed on for vulnerabilitiesand sends the BES Senreer

message when such a condition occurs.

BES Consol& A managenent program that provides an overview of the status of all the computers with the BES
Clientinstalledin the network, identifying which might be vulnerable and offering corrective actions.

BES databasé& A component of the BES system that stores data about individual computers and Fixlet
message The BES Servérs i nteractions primarily affect this da
(MSDE 2000 or SQLServer 2000).

BES Generator Install folderd The directory on the installation computer where the Generator pleces
installation files for the BES system.

BES Installation Generatord An application that creates installers for the core BES system components.
BES Relayd This is a BES ClienfWin 2k, 2k3 or XP) that is running special server software. Relays spare your
server and the network by minimizing direct sereignt downloads and by compressing upstream data. Relays

are automatically discovered by BES Clienthich dynamically choose the best Relayonnect to.

BES Root Served Refers to the HTTBr HTTPSservices offered by the main BES Serasran alternative to
IIS. The BES Root server is specially tuned to Fixlet traffic and is more efficient than IIS for this application.

BES ServeB A collection of interacting applications (web server, €BBN, and database server) that
coordinateshe relay of information to and from individual computers in the BES system. The sersesq@®
may be hosted by a single server computer or segmented to run on separate server aoymgplieeged on
redundanservers

BES signingpassword The password (specified when the BES system was ingtabed by a BES Console
operator to sign an action for deploymdhts calledthe actionpasswordn the Consolénterface.

BES Site Administratord The person in charge of installing BES and authoriB&& Consol@perators.

BES system instalffolderd The directory on the BES Serwehere the BES Server and related files (including
Consoleand Clientinstallers) will be installed.

BigFix technologyd A process that enables knowledgeable computer technicians to disseminate information
about the causes of computer problems to BES Glaambss a network and provide automatic solutions for them.
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BigFix Action Scripting Languaged The language used for crafting action scripts. Action can be crafted in
different scripting languages, including Applegtand Unixshells.

BigFix Development Environment(BDE)d An integrated system for authoring and deploying, or publishing,
Fixlet message

BigFix Enterprise Suite (BES)d A preventive maintenance tool for enterprises that monitors computers across
networks to find and correct vulnerabilitiesth a few simplemouseclicks.

BigFix RelevanceLanguaged The language in which relevance clauses are written.
Custom Siteéd You can create your own custom contantl host it in a custom site. This can onlydbee by a
Master Operatathat has been granted the rights to create custom content (use the BES Admin program to

allocate these users).

DSAd Distributed Server Architecturdultiple BES Serverare linked to provide full redundanay case of
failure.

Fixlet messagéd A mechanism for targeting and describing a problematic situation on a temapd providing
an autonatic fix for it.

Fixlet serversd Web servers offering Fixlet sitibscriptionsThey can be either internal to the eptéese
network or external to the networK ¢lirect external web access is allowed).

Fixlet sited A trusted source from which tiBES Clientobtains Fixlet message

installation computerd A securecomputer (separate from tBES Servecomputer) that hosts and runs the BES
InstallationGenerator

ManagementRightsd Ordinary BES Consol®peratorgan be limited to a specified group of computers. These
limits represent the management rights for that user. Only a BES Site Adminigtratbtaster Operataan
assign management rights.

Master Operatord A BES Consoléperatowith administrative rights. A Master Operatmn do almost
everything a BES Site Administratoan do, with the exception of creating new operators.

masthead Files containing the parameters of the BES process, inclitig that point to where trusted Fixlet
content is available. The BES Clidarings content into the enterprise based on subscribed mastheads.

Microsoft Data Engine (MSDE)d A database engintéat isincluded as part of the BES system and is useful for
all the reporting and data storage needs. Sufficient for many needs, but may be upgraded to a full SQL
implementation on larger networks.

Mirror serverd A server required in the BES system if the enterpttses notllow direct web access but
instead uses a proxy server that requires passi@oeetl authentication

MSDEJ See Microsoft Data Engine
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Operatord A person who operates the BES Cons@l&dinary operators can deplBixlet actions and edit
certain computer settingMaster Operats have extra privilegeamong them the ability to assign management
rights to other operators.

signing password See BES signing password
Site Administrator 8 The only BES Consol®peratomwith the right to create new Operators.

SQL serverd A full-scale database engine from Microsoft that can beimtand installethto the BES system
to satisfy more than the basic reporting and data storage needs. A step up from MSDE

standard deploymen® A deployment of BES that appliés workgroups and to enterprises withirrgée
administrative domain. Isiintended for a setting in which all BES Clienmputers have direct access to glgn
internal server.

VPNQJ Virtual Private NetworkAn encrypted channel (or tunnel) that allows companies to extend their local
area networks across the world by using an inexpensive Intameéction.

WANO Wide-area network. Many offices are connected by WAN. The bandwfdthur WAN determines the

placement of BES Relayin your deploymentwith thin WANSs requiring more relays to aggregate downloads and
reduce overhead.
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Acknowledgements a nd Notices

We would like to acknowledge the individuals and organizations listed below whose softwaaeenacluded
in unmodified form for use with our proprietary software prodidiere applicable, we have included notices

~

applicabletosuchthirdpat i es® software and a | ink to the URL wh

ALL THIRD PARTY SOFTWAREI S PROVI DED AAS | S0 WI THOUT WARRANTY
ALL WARRANTIES, INCLUDING WITHOUT LIMITATION, ANY WARRANTY OF
MERCHANTABILITY OR FITNESSFOR A PARTICULAR PURPOSE OR NONINFRINGEMENT, ARE
HEREBY DISCLAIMED. FURTHER,BIGFIX, INC. DOES NOT WARRANT RESULTS OF USE OR
FREEDOM FROM BUGS OR UNINTERRUPTED USE OR ACCE8$NO EVENT SHALL BIGFIX, INC.
BE LIABLE OR OBLIGATED WITH RESPECT TQANY THIRD PARTY SOFTWAREUNDER ANY
CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR
ANY INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING WITHOUT LIMITATION, PROCUREMENT OF SUBSTITUTE GOODS, TECHNOLOGY,
SERVICES OR RIGHTS, INTERRUPTION OF USE, LOSS OR CORRUPTIONI}A, LOST
PROFITSOR BUSINESS INTERRUPTION) HOWEVER CAUSED, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The 'zlib' compressiolibrary written by Jeatoup Gailly (jloup@gip.org) and Mark Adlerrhadler@alumni.caltech.eylu
is included with thisproduck ou can obtain the 06zIhtw/bvww.gziporgiliosi on | i br ar

This product uses cryptographic software written by Eric Y q@ey @ cryptsoft.conThis product uses software written
by Tim Hudson(tih@cryptsoft.com The following notice appligonly to such software, which together comprises the
6openSSLO6 | ibrary iYnocul ucdaend ovbittahi nt htihse pthpbvdamogpsnsd.org/i br ary

Copyright (C) 19951998 Eric Youngégay@cryptsoft.comAll rights reserved.

This package is an SSL implementation written by Eric Yo@ay @ cryptsoft.coin The implementation was
written so as to conform with Netscaped.Sthis library is free for commercial and roommercial use as long as
the following conditions aredhered toThe following conditions apply to all code found in this distribution, be it
the RC4, RSA, lhash, DES, etc., code; not just the SSL &beesSSL documentation included with this distribution
is covered by the same copyright terms except that the holder is Tim Htiti@c(yptsoft.com Copyright
remains Eric Young's, and as such any Copyright noticégindde are not to be removed. If this package is used
in a product, Eric Young should be given attribution

as the author of the parts of the library used. This can be in the form of a textual message at programistartup
documentatiorfonline or textual) provided with the package. Redistribugiog use in source and bindoyms,

with or without modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binarform must reproduce the above copyright notice, this list of conditions and the following
disdaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
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acknowledgement: "This product includes cryptographic software writt&miby oung eay@cryptsoft.coim

The word ‘cryptographic' can be left out if thetines from the library being used are not cryptographic related :

4. If you include any Windows specific code (or a derivativecih® from the apps directory (application code) you
must include an acknowledgement: "This product includes software written by Tim Hudson (th@cryptsoft.com).”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG TAS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMEDN NO EVENT
SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMA&ES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE ORTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The following notice applies only toYdlwheca@dmgddbtl aibm atrtye s®
athttp://www.boutell.com/gd/

Portions copyright 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2002, 2003 by Cold Spring Harbor Laboratory.
Funded under Gram41-RR02188 by the National Institutes of Health.

Portions copsight 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003 by Boutell.Com, Inc.

Portions relating to GD2 format copyright 1999, 2000, 2001, 2002 Philip Warner.

Portions relating to PNG copyright 1999, 2000, 2001, 2002 Greg Roelofs.

Portions relating to gdttf.copyright 1999, 2000, 2001, 2002 John Ellson (ellson@graphviz.org).

Portions relating to gdft.c copyright 2001, 2002 John Ellson (ellson@graphviz.org).

Portions relating to JPEG and to color quantization copyright 2000, 2001, 2002, Doug Becker agttq@y
1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, Thomas GThansoftware is based in part on the work
of the Independent JPEG Group. See thdifijpeg-licensetxt for more information.

See also libfreetypkcensetxt, libpnglicense.txt, zliblicense.txtand libjpeglicense.txt, all of which are open
source licensesompatible with free commercial and noncommercial use, in somewiisesinor documentation
requirements

Portions relating to WBMP copyright 2000, 2001, 2002, 2003 Maurice Szmurlo and Johan Van den Brande.

Permission has been granted to copy, distribute and modify gd soatext without fee, including a commercial
application, provided that this notice is gebin usefaccessible supporting documentation.
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This does not affect your ownership of the derived work itself, and the istienhssure proper credit for the
authors of gd, not to interferth your productive use of gd. If you have questions, ‘@&#&rived works" includes
all programs that utilize the librarZredit must be given in usaccessible documentation.

This software is provided "AS IS." The copyright holders disclaim all warranties, either express or implied,
including but not limitedd implied warranties of merchantability and fitness for a particular purpose, with respect
to this code and accompanying documentation.

Although their code does not appear in this version of gd, the authors wish to thank David Koblas, David Rowley,
and Huchison Avenue Software Corporation for their prior contributions.

The PNG Reference Library, Olibpngé is included with thi
http://www.libpng.org/pub/pngiipng.htm]

The following notice applies only to FreeType Project software included with this product. You can obtain the FreeType
Project code dtttp://www.freetype.org/

Portions of this softwarera copyright © 199€002 The FreeType Projestivw.freetype.orly All rights
reserved.

The following notice applies only to the H3 Library software included with this product. You can obtain the H3 Library code
at http://software.bigfix.com/download/bes/misc/bigfixh3modifications Zf@ H3 Library software included in this
product is redistributed to licensee free of geaand without a fee.

Copyright © 1998, Silicon Graphictc.T ALL RIGHTS RESERVED

Permission is granted to copy, modify, use and distribute this software and accompanying documentation free of
charge provided (i) you include the ieaty of this reservation of rights notice in all such copies, (ii) you comply

with any additional or different obligations and/or use restrictions specified by any third party owner or supplier of
the software and accompanying documgaitain other notices that may be included with the software, (iii) you do
not charge any fee for the use or redistribution of the software or accompanying documentation, or modified
versions thereofContactsitemgr@sgi.confor information on licensinghis software for commercial use. Contact
munzner@cs.stanford.eéhr technical questions.

SILICON GRAPHICS DISCLAIMS ALL WARRANTIES WITH RESPECT TO THIS SOFTWARE, EXPRESS,
IMPLIED, OR OTHERWISE, INCLUDING WITHOUT LIMITATION, ALL WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. SILICON
GRAPHICS SHALL NOT BE LIABLEFOR ANY SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST REVENUES, LOST PROFITS, OR LOSS OF
PROSPECTIVE ECONOMIC ADVANTAGE, RESULTING FROM THE USE OR MISUSE OF THIS
SOFTWARE.

U.S. GOVERNMENT RESTRICTED RIGHTS LEGEND:sd, duplication or disclosure by the Government is
subject to restrictions as set forth in FAR 52.227.19(c)(2) or subparagraph (c)(1)(ii) of the Rights in Technical Data
and Computer Software clause at DFARS 252.22¥3 and/or in similar or successor dasi in the FAR, or the

DOD or NASA FAR Supplementnpublished rights reserved under the Copyright Laws of United States.
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Acknowledgements and Notices

Contractor/manufacturer is Silicon Graphics, Inc., 2011 N. Shoreline Blvd. Mountain View, CA-83039

This software includesaptions of geomview/OOGLCopyright (c) 1992 The Geometry Center; University of
Minnesota, 1300 South Second Street; Minneapolis 38864, USA

geomview/OOGL is free software; you can redistribigand/or malify it only under the terms given in the file
COPYING, which you should have received along with this Tilds and other related software may be obtained
via anonymous ftfrom geom.umn.edu; emagoftware@geom.umn.edu

The incorporated portions of geomview/OOGL have been modified by Silicon Graphics, Inc. in 1998 for the
purpose of the creation of this software.

Original Geometry Center Copyright Notice: Caoigiat (c) 1993

The National Science and Technology Research Center for Computation and Visuaiz&gametric Structures
(The Geometry Center): University of Minnesota, 1300 South Second Street
Minneapolis, MN55454USA email: software@geom.umn.edu

This software is copyrighted as noted abdvis. free software and may be obtained via anonymous ftp from
geom.umn.edut may be freely copied, modified, émedistributed under the following conditions:

1. All copyright notices must remain intact in all files.

2. A copy of this file (COPYING) must be distributed along with any copies which you redisttinistancludes
copies which you have modified, or copies of programs or other software products which include this software.

3. If you modify this software, you must include a notice giving the name of the person performing the modification,
the date of moditation, and the reason for such modification.

4. When distributing modified versions of this software, or other software products which include this software, you
must provide notice that the original source code may be obtained as noted above.

5. Thereis no warranty or other guarantee of fithess for this software, it is provided solely 'Bisgseports or
fixes may be sent to the email address above; the authors may or may not act on them as they desire.

If you use an image produced by this sofevim a publication or presentation, we request that you credit the

Geometry Center with a notice such as the following: Figures 1, 2-a6@ &ere generated with software written
at the Geometry Center, University of Minnesota.
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