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Preface    

Audience  

 

This guide is meant for Administrators and IT managers who want to install and administer the BigFix Enterprise 

Suite (BES). It details the system requirements for each of the BES components and provides licensing and 

installation instructions that will enable you to deploy BigFix in your environment. It also includes information on 

configuring and maintaining BES. Please refer to the BES Console Operatorôs Guide for operating instructions 

and further information related to optimizing the performance of the various suite components, including BES 

Servers, Relays and Clients. 

Conventions Used in this manual  

This document makes use of the following conventions and nomenclature: 

 

Convention Use 

 

Bold Sans A bold sans-serif font is used for chapter headers.  

bold text Bold text typically refers to a program interface. 

Mono- space  A mono-spaced font is used to indicate scripts or code snippets. 

bold italics A bold-italic font is used to indicate the titles of BigFix Guides. 

Versions  

The document includes the functionality introduced in the BigFix Enterprise Suite Version 7.2. 
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Introduction  

The BigFix Enterprise Suite (BES) aims to solve the increasingly complex problem of keeping your critical 

systems updated, compatible, and free of security leaks. It uses patented Fixlet® technology to identify vulnerable 

computers in your enterprise and allows you to remediate them across your entire network with a few simple 

mouse-clicks.  

Fixlet messages are highly flexible. Utilizing Fixlet technology, you can:  

¶ Analyze the vulnerability status (patched or insecure configurations). 

¶ Easily and automatically remediate all your networked endpoints. 

¶ Establish and enforce configuration policies across your entire network. 

¶ Distribute and update software packages. 

¶ Manage your entire network system from a central Console. 

¶ View, modify and audit properties and configurations of your networked client computers. 

¶ Maintain a robust redundancy to minimize data loss even in severe conditions. 

¶ Depend on encrypted communication to protect sensitive information 

Fixlet technology allows you to analyze the status of configurations, vulnerabilities, and inventories across your 

entire enterprise and then enforce policies automatically in near real-time. With Fixlet subscriptions, the work of 

detecting and solving issues is done for you, allowing you to quickly authorize fixes without wasting time on the 

implementation details. In addition, administrators can create or customize their own Fixlet solutions and Tasks to 

suit their specific network needs. 

BES is easy to install and has built-in public/private-key encryption technology to ensure the authenticity of Fixlet 

messages and actions. BES is designed to grant maximum power to you as the administrator, with a minimal 

impact on network traffic and computer resources. BES is capable of handling hundreds of thousands of 

computers in networks spanning the globe. 

Once BES is installed, you will find it easy to keep your networked computers properly configured, updated, and 

patched, all from a central BES Console. Rolling out a package such as a software application or a patch to a large 

enterprise can be accomplished in minutes instead of weeks, allowing you to stay ahead of potential virus and 

hacker attacks. Computers that are not afflicted by a given issue are never bothered ï and for those that do need 

updates, the users will not even know they are being updated (unless you specifically want them to know). 

You will be able to track the progress of each computer as updates or configuration policies are applied, making it 

simple to gauge the level of compliance across your entire enterprise. In addition to downloads and security 

patches, you can also look directly at all your managed computers by specific attributes, allowing you to group 

them for action deployments, ongoing policies or asset management. You can log the results to keep an audit trail 

and chart your overall activity with a convenient web-based reporting program. 

You can also use BigFix to gather a wealth of information about your computers such as installed applications, 

hardware devices, networking information, and more. If there is information specific to your deployment that you 

want to retrieve, you can instruct BigFix to collect that information as well. 
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Because BigFix lets you author your own content, you will find it to be an invaluable tool for maintaining your 

network, from a small installation to a large, globally dispersed enterprise. 

Overview of the BES System   

The BES system has the following main components: 

¶ BES Clients, also called Agents, are installed on every computer you wish to manage under BigFix. They 

access a collection of Fixlet messages that detects security holes, improper configurations and other 

vulnerabilities. The BES Client is then capable of implementing corrective actions received from the BES 

Console through the BES Server. The BES Client is designed to run undetected by end users using a 

minimum of system resources. However, BigFix also allows the administrator to provide screen prompts for 

those actions that require user input. Starting with version 7.1, BES Clients are capable of encrypting their 

upstream communications, protecting sensitive information. BES Client software can run under Windows, 

Linux, Solaris, HPUX, AIX and Macintosh operating systems. 

¶ BES Servers offer a collection of interacting services, including application services, a web server and a 

database server, forming the heart of the BigFix system. It coordinates the flow of information to and from 

individual computers and stores the results in the BigFix database. The BES Server components operate 

quietly in the background, without any direct intervention from the administrator. BES Servers also include a 

built-in Web Reporting module to allow authorized users to connect via a web browser to view all the 

information about computers, vulnerabilities, actions, and more. BigFix supports multiple servers, adding a 

robust redundancy to the system. 

¶ BES Relays increase the efficiency of the system. Instead of forcing each networked computer to directly 

access the BES Server, relays spread the load. Hundreds to thousands of BES Clients can point to a single 

BES Relay for downloads, which in turn makes only a single request of the server. BES Relays can 

connect to other relays as well, further increasing efficiency. A BES Relay does not need to be a 

dedicated computer ï the software can be installed on any Windows 2000, Windows XP, or Windows 

Server 2003 computer with the BES Client installed. As soon as you install a BES Relay, the BES Clients 

on your network have the ability to automatically discover and connect to them. 

¶ The BES Console ties all these components together to provide a system-wide view of all the computers 

on your network, along with their vulnerabilities and suggested remedies. The BES Console allows an 

authorized user to quickly and simply distribute fixes to each computer that needs them without impacting 

any other networked computers. The BES Console can be run on any Windows 2000, Windows XP, or 

Windows Server 2003 computer that has network access to the BES Server. BES Consoles for large 

deployments are often hosted from Terminal Servers or Citrix Servers. 
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Using this Guide  

The process of getting BigFix up and running varies, depending on your network environment and your security 

policies. This guide focuses on a standard BigFix deployment, which applies to workgroups and to enterprises 

within a single administrative domain. For the sake of readability and generality, this guide assumes these 

restrictions: 

¶ The BES Servers are able to make connections to the Internet on port 80. The BES Server can be set up to 

use a proxy, which is a common configuration. Alternatively, an air-gap can be used to physically 

separate the BES Server from the Internet Fixlet Server (for more information, visit 

http://support.bigfix.com/bes/install). 

¶ Each BES Server must have access to a SQL server, located locally on the BES Server machine or 

remotely on a separate SQL Server. 

¶ Each BES Console operator can make an ODBC connection to the database and an HTTP connection to 

the BES Server. 

¶ Each BES Client computer in the network must be able to make an HTTP connection to a BES Server or 

a BES Relay on the specified port (the default port is 52311 but any available port will serve). 

Some enterprises will violate one or more of these conditions, but BigFix can still be deployed in these 

environments ï the section titled Deployment Scenarios (page 80) shows you how. If your network configuration 

does not match any of the scenarios in that chapter, talk to a BigFix support technician for more options. 

The initial deployment of a minimal BigFix system (BES Server, BES Console, and a few BES Clients) should 

take roughly an hour to complete.  

If you are installing the BigFix evaluation version, be sure to read the BES Evaluation Guide. When you are 

ready to install the full system, you will want to pay extra attention to the sections in this document on BES Client 

and BES Relay deployment, to ensure an efficient rollout. 

Several steps in the BigFix installation depend on the completion of prior steps. For this reason, it is 

recommended that you follow this guide in the order presented.  

http://support.bigfix.com/bes/install/airgapnetwork.html
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BES Operating Requirements  

BigFix has been designed to run efficiently using minimal server, network and client resources. The requirements for 

the BES Client programs are not stringent. The hardware required by the BES Server and the BES Console will depend 

on the number of computers that are administered and the total number of BES Consoles. The distributed architecture of 

BigFix allows a single BES Server to support hundreds of thousands of computers. 

BES Server  Requirements  

The BES Servers must be Windows 2000 or Windows Server 2003 computers. 64-Bit versions of Windows 2000 

and Windows 2003 are supported for BES 6.0 and above.  

A 2-3 GHz CPU with 1 GB RAM is sufficient for a couple of hundred BES Clients, but the requirements scale with 

the number of computers. To support 200,000 computers, you would likely need 8 cores and 16 GB RAM.  

A minimum of 5 GB free disk space is needed by the database, data files, and the file caches to run BigFix. However, 

an additional 20-50 GB of disk space can be useful for database backups and further growth. To support more than a 

couple hundred BES Clients, you will need RAID Arrays. For 200,000 computers, you will need about 3 Arrays 

(RAID 10). For optimal performance, the disk cache should be set to 50/50 read/write. 

The exact hardware requirements for the BES Servers will vary depending on how many BES Clients are attached. 

The latest references can be found at: http://support.bigfix.com/cgi. Consult with your support technician for more 

information about the BES Server requirements.  

The following network configuration is recommended for security and performance reasons: 

¶ All internal network communication will be on one specified port (52311 is the default) to allow for 

simplicity and flexibility of deployment. TCP/IP and UDP on this port must be completely unblocked at 

all internal routers and internal firewalls (you can optionally disable UDP but that may negatively affect 

performance). 

¶ The BES Server should connect to the network at 100 mbps or higher. 

¶ The BES Consoles must be able to make connection to the SQL Server 2000 or 2005 database using 

ODBC. SQL Server 2005 (32-Bit and 64-Bit) is supported for BES 6.0 and above. BES Consoles should 

have high speed connections to the BES Server (100 mbps or higher) 

¶ The Windows Firewall must be turned off on the BES Server machine. 

¶ The BES Client must be installed on the BES Server machine. 

These networking recommendations are typically easy to satisfy for most organizations maintaining a moderate 

security posture. If these requirements cannot be met in your organization, see Configuring the BES Components 

(page 49). For information on larger installations, see Deployment Scenarios (page 80).  

http://support.bigfix.com/cgi-bin/redir.pl?page=serverreq
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The BES Server requirements and performance may also be affected by other factors in addition to the number of 

BES Clients. These include: 

¶ The number of BES Console Operators. Multiple BES Console operators can connect to the BES 

Server(s) at the same time to manage subsets of the networked computers ï some deployments may have 

hundreds of operators. If you plan on having more than 30 operators, you may want to have a more 

powerful BES Server to support the additional load. 

¶ BES Relays. BES Relays should be used to lighten the load on the BES Server(s) by accepting 

connections from BES Clients and then forwarding the data to a BES Server. In most deployments, very 

few BES Clients report directly to the main BES Server. 

¶ The number and type of Retrieved Properties and Analyses. Custom Retrieved Properties and 

Analyses can provide extremely useful data. But if custom properties are poorly implemented or 

overused, they can also create undue load on the system by requiring too much bandwidth or too many 

BES Client resources. For instance, it would be unwise to create a custom retrieved property that returned 

the names of every file on every computer, due to the load on the client computers and the network. 

For more information about these performance issues, please view http://support.bigfix.com/cgi or contact your 

BigFix support technician. 

BES Console  Requirements  

To install the BES Console, you must have a computer that meets the following minimum requirements: 

¶ Hardware: Intel Pentium IIIïclass processor with 512 MB RAM. Larger deployments will require more 

capable computers. 

¶ Software: Windows 2000, XP, 2003 or Vista with Internet Explorer version 5.0 or better. 

The BES Console can be installed on a laptop or any moderately powerful computer. However, as the number of 

computers that you are managing with the BES Console grows, you may need a more powerful computer. The 

latest BES Console recommendations can be found at: http://support.bigfix.com/cgi.  

The BES Console also requires a high bandwidth connection (LAN speeds work best) to the BES Server due to 

the amount of data that needs to be transferred to the BES Console. If you need to remotely connect to the BES 

Server across a slow bandwidth connection, it is recommended that you use a remote control connection to a 

computer (such as a Citrix server or Terminal Services computer) with a high-speed connection to the BES 

Server. 

Contact your support technician for more information about BES Console scaling requirements.  

NOTE: The BES Console is the primary interface to BigFix and manages a great deal of information about the 
BES Clients. If the BES Console computers are underpowered or on a slow connection, it can adversely 
impact performance. 

  

http://support.bigfix.com/cgi-bin/redir.pl?page=besperformance
http://support.bigfix.com/cgi-bin/redir.pl?page=serverreq
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BES Client  Requirements  

The BES Client can run on computers that meet the following minimum requirements: 

¶ Hardware:  x86-based computers, Mac or SPARC with 32 MB RAM and 20 MB free hard disk space. 

Extra temporary disk space may be required for some patches. 

¶ Software: Windows 95, 98, NT 4+, Me, 2000, Server 2003, XP, Vista, Longhorn, Red Hat Linux 8.0, & 

9.0, Red Hat Linux Enterprise 3.0 & 4.0, Red Hat Fedora Core 3.0, 4.0 & 5.0, Solaris 7, 8, 9 & 10, HPUX 

11.00 & 11.11, AIX 5.1, 5.2 & 5.3, SUSE 8, 9 & 10, Mac OS X 10.3 & 10.4. 
 

New versions of the BES Client are always in development so please check with your support technician for more 

details. For Windows platforms, IE 5 or greater must be installed. 

You can find the latest BES Clients at http://support.bigfix.com/cgi. 

Database  Requirements  

BigFix requires SQL Server 2000/2005 or Microsoft Data Engine (MSDE) 2000/2005, which will store all of the 

data retrieved from the BES Clients. 

MSDE 2000 is the free version of SQL Server 2000 and although it is sufficient for some BigFix installations 

(especially evaluation installations), it is not recommended for production deployments. MSDE 2000 is included 

with the BES Server and you will be prompted to install it if a supported database is not already installed. 

However, MSDE comes with some restrictions set by Microsoft, including a limit on the number of simultaneous 

database connections you can establish before performance degrades. Since some of these connections are used by 

BES Server components, it is recommended that you install the commercial version SQL Server if you expect to 

have more than one operator at a time using a BES Console. Also, SQL Server comes with Client Tools that allow 

easy administration of database activities such as backups and other maintenance activities. 

Secur ity  Requirements  

The BigFix system authenticates all Fixlet messages and actions using secure public-key infrastructure (PKI) 

signatures. PKI uses public/private key pairs to ensure authenticity. 

Before you can install BigFix, you must use the BES Installer to generate your own private key and then apply to 

BigFix for a signed certificate containing your public key. Your private key (which only exists on your computer 

and is unknown to anyone else, including BigFix) is encrypted by a password of your choosing, so if someone steals 

it, they still need to know your password in order to use it. Nevertheless, you should guard it well. Anyone who has 

the private key and password for your site, access to the server and a database login will be able to apply any 

action to your BES Client computers.  

Treat your private key just like the physical key to your companyôs front door. Do not leave it lying around on a 

shared disk. Instead, store it on a removable disk or a secured location ï and do not lose it. In the physical world, 

if you lose your master key you have to change all the locks in the building. Similarly, if you lose your digital 

key, you will need to do a migration to a new authorization key or a fresh install of the entire system (including all 

the BES Clients). It is not unreasonable to store a backup copy of your site level key files in a secured safe deposit 

box. 

http://support.bigfix.com/cgi-bin/redir.pl?page=besclients-nonwindows
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As the BigFix Site Administrator, you will authorize trusted people within your enterprise to deploy, or publish, 

remedial Fixlet actions across the network. These BES Console operators will have publishing rights, and they must 

sign all the actions they publish with their own private key. Like the BigFix Site Administrator, they have a password 

to encrypt their private key. Both the password and the key should be carefully guarded for each authorized operator.  

Whenever operators issue an action, it must be signed by their private publisher key. Then when the BES Client 

receives the action, it validates the signature using the public key information. If the signature validation fails on 

the BES Client, the operatorôs action is discarded. This prevents unauthorized personnel from using the BES 

Console to propagate actions. 

Fixlet messages are also digitally signed. The Fixlet site author signs each message with a key that can be traced back 

to the BigFix root for authentication. This signature must match the Fixlet siteôs masthead, which is placed in the BES 

Client install folder upon subscribing to the site. This procedure prevents spoofing and man-in-the-middle attacks, and 

guarantees that the Fixlet messages you receive are from the original certified author. 

There are a few other security-related issues to address before installing BigFix in your organization: 

¶ Make sure the BES Server computer is running Windows 2000 or Windows Server 2003 with the latest 

Service Pack available from Microsoft. 

¶ Make sure that SQL Server/MSDE is secured with the latest security-related patches from Microsoft.  

¶ Verify that your network firewall forbids inbound and outbound traffic on the specified port (default 

52311) so that BigFix-related traffic will not be able to flow into or out of your network.  

It is possible to administer roaming laptops by opening this port on your firewall. However, a better 

technique is to use SSH tunnels to route the relay through a non-default port and avoid opening this port 

altogether. 

¶ Make sure that TCP/IP and UDP on the specified port (default 52311) is completely unblocked at all 

internal routers and internal firewalls. 

¶ Verify with your network administrator that you can allow the BES Server to access the Internet via port 

80. The BigFix Gather service is the only component of the BES Server that accesses the Internet and by 

default it runs as the Windows SYSTEM account. If the SYSTEM account cannot reach the Internet 

because of proxy or firewall restrictions, then you will need to set the BigFix Gather service to logon as a 

user with Internet and administrative access on the BES Server computer. Detailed instructions on how to 

do this are in the knowledge base available at http://support.bigfix.com/.  

 

It is also possible to maintain a physical disconnect from the Internet with an air-gapped implementation. 

For more information, see http://support.bigfix.com/bes/install. 

¶ You should secure the BES Server computers and the database (SQL Server or MSDE) using company or 

industry-wide standards. Contact your network administrator or database administrator for more 

information.  

NOTE: Certain rare lockdown procedures may cause the BES Servers to function improperly. Contact your 
support technician if you have any specific questions about lockdown procedures. 

http://support.bigfix.com/
http://support.bigfix.com/bes/install/airgapnetwork.html
http://support.bigfix.com/bes/install/airgapnetwork.html
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A Basic  Installation  

A simplified BigFix deployment resembles the diagram below. There is at least one BES Server that gathers 

Fixlet messages from the Internet where they can be viewed by the BES Console operator and distributed to the 

BES Relays. Each BES Client inspects its local computer environment and reports any relevant Fixlet messages 

back to the BES Relay, which compresses the data and passes it back up to the server(s).  

BES Relays

Internet

BES 

Server
BES 

Console(s)

HTTP

Port 80

ODBC 

Port 1433
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The BES Consoles oversee all this activity. They connect to the BES Server(s) and periodically update their 

displays to reflect changes or new knowledge about your network. The BES Console operator can then target 

actions to the appropriate computers to fix  vulnerabilities, apply configuration policies, deploy software, etc. The 

progress of the actions can be followed in near real-time as they spread to all the relevant computers and, one by 

one, address these critical issues. 
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This diagram labels all the default ports used by BigFix, so you can see which ports need to be open and where. 

These ports were selected to avoid conflict, but if you are currently using any of these ports, they can be 

customized upon installation. 

NOTE: The arrows in the diagram are intended to illustrate the flow of information throughout the enterprise. The 
arrows from the Fixlet Server to the BES Server(s) represent the flow of Fixlet messages into your 
network. This data transfer is strictly one-way; information never leaves your network. BES Clients gather 
Fixlet messages and action information from BES Relays. They then send small amounts of information 
back to the BES Server(s) through the BES Relays. The UDP packets from the BES Relay to the BES 
Clients are small packets sent to each BES Client to inform them that there is new information to be 
gathered. The UDP messages are not strictly necessary for BigFix to work properly. Please view 
http://support.bigfix.com/cgi or ask your support technician for more details. 

Big Fix Message Level Encryption (MLE) Overview  

BES has added Message Level Encryption (MLE) to its 7.1 platform release. With MLE, your BES Clients can 

encrypt upstream data using a combination of an RSA public/private key-pair and an AES session key. 

The RSA key-pair can be of 1024, 2048, or 4096-bit key length, with longer keys offering additional security but 

requiring more processing power for decryption at the server. The AES session key uses the maximum FIPS-

recommended length of 256 bits. You can configure your BES relays to reduce the load on the BES Server by 

decrypting and repackaging the Client data before relaying it. 

The RSA public key encrypts the session key and adds it to the AES-encrypted report. At the BigFix Server (or a 

decrypting BigFix Relay) the corresponding RSA private key is used to decrypt the AES session key which is 

then used to decrypt the BES Client report. 

There are three levels of report encryption: 

¶ Required: Clients require encryption of reports and uploads. The client will not report or upload files if it 

cannot find an encryption certificate or if its parent relay does not support receipt of encrypted 

documents. 

¶ Optional: Clients prefer, but do not require encryption of reports and uploads. If encryption cannot be 

performed, reports and uploads are done in clear-text. 

¶ None: Clients do not encrypt, even if an encryption certificate is present. 

http://support.bigfix.com/cgi-bin/redir.pl?page=networktraffic
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A Typical Installation  

Although the basic installation discussed above shows many of the specific ports needed to establish the BigFix 

network, it does not illustrate two important aspects of many BigFix deployments: a DMZ and direct connections. 

In the DMZ example, an office connected by a VPN can share the content from a BES Relay or Server. In the 

direct connection, home PCs and laptops can connect directly to the Internet for content from BigFix Fixlet 

servers through their own private firewalls. For the sake of clarity, these extra connections may not be shown in 

all diagrams, but they are generally present in most deployments. Here is a typical installation. 
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A Multiple Server Installation  

BES Version 7.0 introduced the important ability to add multiple, fully redundant BES Servers, called Distributed 

Server Architecture (DSA). Each Server maintains a replica of the BigFix database and can be positioned 

anywhere in the world. In the case of a network fracture, these Servers continue to provide uninterrupted service 

to the local network. As soon as the connection is re-established, the Servers automatically reconnect and sync up. 

The BES Relays and Clients (version 7.0 and later) are also capable of gracefully recovering from such a 

disconnect. DSA provides the following capabilities: 

¶ Continued service availability on both sides of a network split (automatic failover). 

¶ Continued availability in the event of a server outage. 

¶ Distribution of Console database load during normal operation. 

¶ Automatic failback upon reconnection. 

To take advantage of this functionality, you will need one or more additional servers with a capability at least 

equal to your primary server. 

All BigFix servers in your deployment must run the same version of SQL Server. If your existing BES Server is 

running SQL 2000, your new servers must run SQL 2000 as well. If your version of SQL was put there as the 

BigFix Installer default, it is the desktop edition (MSDE) of SQL 2000. 

Understanding Replication  

Additional servers help to distribute the work load and create a redundant system that is hardened to outages. 

Knowing how it accomplishes this can help you to create the most efficient deployment for your particular 

network. Here are some of the important elements of multi-server installations: 

¶ Servers communicate on a regular schedule to replicate their data. You review the current status and 

adjust the replication interval through BES Administration > Replication. 

¶ When each server goes to replicate from the other servers in the deployment, it calculates the shortest path 

to every other server in the deployment. Primary links are assigned a length of 1, secondary links 100, and 

tertiary links 10,000. Links which resulted in a connection failure the last time they were used are 

considered to be non-connected.  

¶ When an outage or other problem causes a network split, it is possible to for a custom Fixlet or a retrieved 

property to be modified independently on both sides of the split. When the network is reconnected, 

precedence will go to the version on the server with the lowest BES Server ID.  

¶ If multiple copies of Web Reports are installed, they will operate independently. Each Web Report 

Server can connect to the BES Server that is most convenient, since they all contain an equivalent view of 

the database.  

¶ By default, server 0 (zero) is the master server. BES Administration  will only allow you to perform 

certain administrative tasks (such as creating and deleting users) when connected to the master server.  

¶ If you want to switch the master to another server, you can do so with a setting. For more information, see 

Managing Replication on page 59. 
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Distributed Server Architecture  (DSA) 

The following is a diagram of a typical DSA setup with two servers. Each BES Server is behind a firewall, 

possibly in a separate office, although it is easy to set up multiple servers in a single office as well. It is important 

that the BES Servers have high-speed connections to replicate the BigFix data (generally LAN speeds of 10-

100MBPS are required). The BES Servers will communicate over ODBC and HTTP protocols. This DSA 

configuration provides automatic failover and failback services, minimizing loss of data. 
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Automating Failover and Failback  

If a BES Server goes down, whether due to disaster or planned maintenance, the DSA deployment reconfigures 

itself (hot failover) as the orphaned BES Relays find a new server connection. When the disabled server comes 

back online, its data will automatically be merged with the data on the healthy server. 

 

 


